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ABSTRACT

Running multiple proxieson aflow meansarisk that
the actions of one proxy interferes with another. To
avoid this, every proxy must be made aware of other
proxies operating on the flow, and be configured in a
way that avoids interference. This paper arguesthat
the way to do this is to describeproxiesin terms of ab-
stract propertiesthat describethe effect they have on
the flow. Theseabstract properties are then usedin a
configuration engineto determine how to configure the
proxiesin a non-interfering manner.

I. INTRODUCTION

Network proxiesare applicationsthat are deployed in
networks to improve the serviceprovided to end points.
For example,cachingHTTP proxiesareputin thenetwork

to avoid redundannetwork traffic andto reduceresponse

times. For endpointsthatareconnectedia links thatex-
periencehigh bit error rates,a transparenproxy that re-
ducestheimpactof bit errorswould bevery beneficial.

It is our belief thatthe useof network proxieswill in-

groupof users.

Network proxiescomein two distinct flavors; explicit
andtransparent.Explicit proxiesarethe proxiesthatthe
useror applicationexplicitly connecto for a service,e.g.
anHTTP cache.Transparenproxiesareproxiesthatoper
ateon theflow betweentwo hostsandarenot necessarily
directly visible to the end points. This transparencdoes
not meanthatthey cannotbe controlledby the user Be-
ing ableto control the proxiesis especiallyimportantfor
transparenproxiesthat adaptto available bandwidthby
reducingtheinformationalcontentof theflow by reducing
the quality of theaudioandvideo contentsof a flow.

In further discussionsve will usetheword proxyto re-
fer to the instanceof an enhancedervicerunningin the
network, while we’ll useproxyprotocolto referto thespe-
cific implementatiorof a proxy service,i.e. a proxy may
implementseveraldifferentproxy protocols.

Il. PROXY REGIONS

In [5] we have presentedninfrastructurefor proxy de-
tectionandsignalling betweenproxies. The mostimpor-
tantfunctionof thisinfrastructurds thatit providesaway

creasein orderto copewith moreandmoreheterogenous exposethe proxy protocolsinvolved. Eachproxy along

networks and end points. As more and more proxiesare
deployed, therisk of interferenceébetweerproxy protocols
increasesln amulti-proxy environment,proxiesmusttake
theactionsof otherproxiesinto accountandthis paperis
abouta methodfor dealingwith this problem.
Sometypesof proxieshave a naturalplaceinside the
network—HTTP cachesare typically put at the gatevay
to an autonomoussystem. Thereare at leasttwo amgu-
mentsagainsimplementingnary of theservicegprovided
by proxiesin the end-to-endransport-or applicationpro-
tocols. Thefirst is that end points rarely knov when a
particularservice(e.g. reducingimpactof bit errors)is
neededhndevenif this could be detectedthis would be a
slow processsincethe propertiesof the links would first
have to bediscareredempirically Theseconds thataddi-
tionsor alteration®f end-to-engbrotocolsarecostly, since
it involveschangingthe softwareimplementingthe proto-
col, possiblyin every endpoint, andsuchalterationshus
areunlikely to happerunlessthey arebeneficialto alarge

a flow will seeall proxy protocolsoperatingon the flow,
allowing themto take into accounthe effectstheseproxy
protocolswill have onaflow.

This infrastructureis basedon our proxy region con-
cept. A proxy region is the supersebf all regions cre-
ated by various proxies operatingon a given flow. For
example,if we have two proxiesthat provides compres-
sion/decompressioaf a dataflow betweentwo nodesin
thenetwork, thenthatpartof thenetwork is acompession
region.
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Fig. 1. Theproxyregionis thesuperseof all otherregions.

We have identified various propertiesthat define re-
gions, e.g. trust (encryption), reliability (error correc-



tion/recavery) etc. Putin anotherway, a proxy region is
simply the region along the path of a given flow that is
boundedby proxiesthat understanda unified proxy sig-
nalling schemeasin Figure1. Within the proxy region,
we have a high degree of freedomto transformor re-
routepackageshut onceoutsidetheproxyregion,theflow
shouldagainlook like a normalflow.

Settingup a proxy region is donein the following way:
First the proxiesin the proxy region are detectecandthe
boundaryproxies,which areresponsibldor the proxy re-
gion, areselected.Next, a configurationmessages cre-
atedby the borderthatwill beresponsibldor proxy con-
figuration,andthe messagés passedlongthe pathof the
flow in the proxy region. Eachproxy appendsinnounce-
mentsof the proxy protocolsit is willing to run. Whenthe
configurationmessageeturnsto the originator it decides,
basedon the information in the configurationmessage,
which proxiesandproxy protocolsto activate. Finally, an
activation messageés passedalong a paththat passesll
candidateproxies, telling eachproxy which proxy proto-
colsto actiate.

I1l. PROXY CONFIGURATION

Toillustratetheneedfor unifiedproxy configuration)et
usassumehatwe arewatchinga videofeed,andthatthe
flow spansawirelesssegment. To copewith lossesnher
entin wirelesscommunicationa proxy is usedfor For-
wardError Correction(FEC)[7],[4]. If thelink bandwidth
is limited, thenanotherproxy canbe deplored to reduce
the amountof databeingsent,for exampleby transform-
ing imagesor video in the flow to uselesscolorsand/or
resolution[3].Finally, dueto the easeof eavesdroppingn
wirelesdgraffic, it mightbedesirabldo deploy aproxythat
encryptsheflow acrosghewirelesssegments.

The problemwe run into now is that thesethree ser
vicescannotbe implementedn an arbitrary orderand at
arbitraryplaces An encrypteddatastreanmcannotbetrans-
formed,andif theflow is alteredin arny way afterFEChas
beenaddedthiswill nullify theeffectof addingFECsince
the FECis valid only for exactly the datait wascomputed
for. We needaway to deduceheorderingconstraintsand
thus ensurethat we transformfirst, encryptnext andadd
FEClast.

We can createa simple configurationmechanisnthat
basesconfigurationdecisionson eachproxy’s knowledge
of the otherproxy protocolsoperatingon the flow. In the
exampleabove, if the FEC,encryptionandtransformation
proxiesknow abouteachother and the effect that each
proxy protocolhave ontheflow, they canarrangeo avoid
conflicts.

This is doneby allowing eachproxy protocolto spec-

ify thatthatit isincompatiblewith a specifiedsetof other
proxy protocols,andalso by allowing proxy protocolsto
setpriorities in caseof conflicts. This is a stepforward
comparedo the situationwithout ary coordinatedoroxy
handling, but we recognizethat relying on eachproxy’s
knowledgeof otherproxy protocolswill notscale.

A. Abstiact Properties

It is our goalin this paperto give anoutline of aconfig-
urationmechanisnthat doesnot rely on eachproxy pro-
tocol having explicit knowledgeof otherproxy protocols,
but insteadcanmalke configurationdecisionsbasedn in-
formationprovidedby the proxy protocolsaboutthe effect
they have ontheflow. Thisreducesr eliminatesheneed
to modify existing proxy protocolswhennew proxy proto-
colsareadded.

Our approachis to describeproxy protocolsin termsof
abstractproperties. Thesepropertiesare generalenough
to capturesimilar behaior in different proxy protocols,
while specific enoughto allow proxiesto deducethe
properconfigurationof proxy protocolson a flow.

A.1 PropertieDerivedfrom Behavior

To deducea properconfigurationwe needto take the
propertiesof differentproxy protocolsinto account.n the
FEC, encryptionandimagetransformexample,we need
to capturethe propertyof FEC thatary alterationof the
pacletswill disruptthe operationof the FEC proxies.We
alsoneedto capturethe differencebetweentransforming
the flow by encryptingand by reducingthe information
content.

Otherpropertiesdo not have orderingimplications,but
still affectthe effectivenesf theproxy protocols.For ex-
ample,sinceFEC addsredundantatato allow recorery
from errorsand losses,the FEC region should be mini-
mized.A compressingroxy, ontheotherhand,wouldre-
ducebandwidthconsumptionandthuswe’d wantto max-
imize thesizeof theregion to reapmaximumbenefitfrom
theeffort putinto compression.

Yet anothercateyory of proxy propertiesspecifiesper
manenteffectson flows. Both FEC andencryptionegress
proxieswill reverttheingresgproxy’stransformationThis
reversiblepropertyis, however, nottrueof animagereduc-
tion proxy. Thismeanghatary otherproxy thatmustop-
erateon the original contentof theimage,cannotoperate
after a proxy that permanentlyaltersthe flow. We should
notconfuseoriginal contentwith semanticallysimilarcon-
tent,i.e. the transformatiorthat reducecolorsstill main-
tain the approximatesemanticf the original flow—it is
still a picture of the sameobject, but not as information
rich. This propertyshouldalsobe captured.



At this stage,we cannotpresentan exhaustve list of
propertiesneededfor a generalproxy configuration,or
even catgories of properties. Insteadwe will presenta
subsetthatis enoughto understandhe implicationsand
problemsof proxy configuration.

A.2 PropertieDerivedfrom Policy

Sofarthe propertieshave beendervedfrom the beha-
ior andrequirement®f proxy protocols. The proxieswe
focuson areassumedo be transparento the end points.
This meanghatthey operatewithout requiringinput from
the useror from the end point systems.But whenanim-
ageis beingtransferredtheremay be no way for the user
to indicateto the proxiesin the network thatimagequal-
ity is moreimportantthantransfertime or vice versa.So
how doesatransparenproxy know whento reducetrans-
fer time of animageby reducingits quality? The answer
is thatit cannot.

Our solutionis to introducepolicy propertiesto allow
end points, and ultimately the user to control activation
of proxy protocolswith permanengffectson the content
of flows. Theseproxy protocolsmustindicatethis with
the Permanent property A parametemdicatesf it alters
image video, audio, text or all typesof data. Permanent
alterationsof the flow areonly allowed if this is explic-
itly requestedby theuseror theapplicationusingthe pol-
icy propertyallow. Thereis alsoa disallow propertythat
overridestheallow propertyi.e. if thereexistsatleastone
requestfor an unalteredflow, thenthe flow shall not be
altered.

If the proxy region extendsto the end points, thenthe
user can set thesepropertiesdirectly. An alternatve is
to usea configurationproxy. This proxy hasno effect
on the flow except during region setupand setsthe al-
low/disallow properties.The usercontrolsthis proxy via
aseparateonnection.

B. CandidateProperties

Ouraimis to definea setof propertieghatcaptureghe
constraintghattypical proxy protocolsmposen config-
uration. As more proxy protocolsare examined,proper
tiesdefinedby the alreadyexaminedproxy protocolswill
berefined,generalizedand/orcorroborated Conflictsbe-
tweenanew proxy protocolandthealreadyexaminedmay
force us to add new propertiesto both the new and old
proxy protocols.

Wewill hereformulatepropertiedor six differentproxy
protocols:FEC, encryption,imagereduction,TCP Snoop
andanMPEG framedropper

B.1 The FECProxy Protocol

An ingressproxy addsForward Error Correctioninfor-
mationto pacletsto enablean egressproxy to recorery
from bit errorsintroducedin an unreliableregion of the
network. It is characterizeavith the following properties:
Peers(1): One peer using the same proxy protocol is
needed.

Forbid(Inside(Alters(data,packaging))): Thepaclets
(dataor paclet headersjnsidethe region may not be al-
teredin ary way onceFEC hasbeenadded.
Alters(data): FEC information is addedto the paclet,
changingthe contentof the paclet.

Reverts(data): All the alterationsto the paclet dataare
revertedby the peer

Placement(narrow): Theregionbetweerpeersshouldbe
minimized.

Semantic(presering): Modifies data, but preseres the
original semantic®of theflow.

B.2 TheEncryptionProxy Protocol

An ingressproxy encryptsdatawhich is thendecrypted
by an egressproxy, providing securetransferacrossa un-
trustedregion of the net. Properties:

Peers(1) Reverts(data), Alters(data)
Semantic(hiding): Thesemantiof thedatais hidden,.e.
a proxy thatis dependentn the semanticof the datacan-
notoperateon this flow afterit hasbeenencrypted.

B.3 TheCompressionProxy Protocol

An ingresgproxy compressethedatain thepacletsand
an egressproxy uncompressethem, reducingthe band-
width neededto transportthe paclets acrossa region.
Properties:

Peers(1) Reverts(data), Alters(data), Semantic(hiding)
Placement(wide): Theregion shouldbeaswide aspossi-
ble.

Forbid(Prior(Semantic(hiding))): The semanticof data
enteringfrom outsidethe compressiorregion must not
have its semantichidden.

B.4 ThelmageReductionProxyProtocol

The proxy transformsamagesin the flow to lower reso-
lution, lessercolorsor betterencodingto reducethe band-
width neededo transfertheimage.Properties:
Semantic(presewing), Forbid(Prior(Semantic(hiding))),
Alters(data)

Permanent(image): This proxy will permanentlyalter
theimagecontentof theflow.

Peers(none): Only a single instanceof this particular
proxy protocolshouldever operateon the flow.



Peers Forbid Reverts | Placement| Semantic Alters Permanent
Inside(Alters(data)) . i
FEC 1 Inside(Alters(packaging)) data narron preserving data
Encrypt 1 - data - hiding data -
Compress 1 Prior(Semantic(hiding)) data wide hiding data -
data
Image none Prior(Semantic(hiding)) - sener preserving packaging image
endpoint
Snoop 0 - - - - drops -
regenerates
. o . data .
MPEG none Prior(Semantic(hiding)) - sener preserving packaging video
TABLE |

The propertymatrix for the examinedproxies.

Alters(packaging): This proxy permanentlyalters the
packagingof the flow. (In this casesincethe numberof

byteswill be permanentlyeduced.)Thisimplies,among
otherthings,thatthis proxy cannotbe removed onceacti-
vated.

Alters(endpoint): This proxy will fake endpoint beha-

ior. (In this casebecauset may needto receve a whole
picturebeforetransformingt.)

Placement(sever): Proxy shouldbe placedcloseto the
sener.

B.5 The TCP SnoopProxyProtocol

Thesnoop[1]proxy retransmitsT CP pacletslostdueto
errorsto avoid triggering TCP congestiorcontrol mecha-
nismsfor non-congestiopacletlossesProperties:
Peers(0): No peeris needed but multiple instancescan
operateon the flow.

Alters(drops): May choseto droppacletsratherthanfor-
wardthem.

Alters(regenerates):May regeneratendretransmitpre-
viously seempaclets.

B.6 The MPEG FrameDropperProxy Protocol

The proxy drops selectedvideo frames (P- and B-
frames)to reducebandwidthuseof MPEG stream[2],[6].
Properties:

Placement(sever), Forbid(Prior(Semantic(hiding))),
Permanent(video) Alters(data), Alters(packaging),
Peers(none)

This proxy canbe completelydescribedn termsof the

propertiesalreadydefined.

C. Configuation Engine

Eachproxy will describeeachproxy protocolit is will-
ing to offer usingthe abstracpropertiesascanbe seenn

the propertymatrixin Tablel.

The configurationinformationfor all proxiesin the re-
gion is passedn to the proxy region borderproxiesas-
signedto do the actualconfigurationof the proxy region.
The configurationis doneby solving the constraintprob-
lem formulatedby the abstractpropertiesof eachproxy
protocol and what placementoptions exists, i.e. which
proxy protocolseachproxy in the region has offered to
run.

Oncethe constraintproblemis solved, the activation
messagas constructedjelling eachproxy in the region
which proxy protocolsto activate and the path the flow
shouldtake throughthe proxy region. Thismessagés sent
alongthe path(s)of the flow. Whenthe messageeaches
theotherproxyregionbordertheborderproxy startschan-
nelingtheflow alongtheproxy pathandsendsinacknavl-
edgemenback.

V. CONCLUSIONS AND FUTURE WORK

If we wantto run morethanonetransparenproxy pro-
tocol on ary flow, we arelikely to run into configuration
problemsgspeciallywith ordering.If thenumberof proxy
protocolsis low, it may be feasibleto encodeknowledge
of the interactionsof all other proxy protocolsinto each
proxy protocol. If we wantto supportanarbitrarynumber
of proxy protocols andarenot preparedo modify existing
proxy protocolsevery time a new proxy protocolis intro-
duced,a proxy configurationschemethat usesomeform
of abstractescriptionof the propertief proxy protocols
is needed.

In this paperwe have outlined such a configuration
scheme. We have also presentedsomeexamplesof ab-
stractpropertiesthat describethe effects of proxy proto-
colsonflows. Finalizingthe setof abstracpropertiesised
by the configurationmechanisms anareaof futurework,



asis the detailsof the configurationengine.
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