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ABSTRACT

Running multiple proxieson a flow meansa risk that
the actions of one proxy interferes with another. To
avoid this, every proxy must be made aware of other
proxiesoperating on the flow, and be configured in a
way that avoids interference. This paper arguesthat
the way to do this is to describeproxiesin terms of ab-
stract properties that describethe effect they have on
the flow. Theseabstract properties are then usedin a
configuration engineto determinehow to configure the
proxiesin a non-interfering manner.

I . INTRODUCTION

Network proxiesare applicationsthat aredeployed in
networks to improve the serviceprovided to end points.
For example,cachingHTTPproxiesareput in thenetwork
to avoid redundantnetwork traffic andto reduceresponse
times.For endpointsthatareconnectedvia links thatex-
periencehigh bit error rates,a transparentproxy that re-
ducestheimpactof bit errorswouldbevery beneficial.

It is our belief that the useof network proxieswill in-
crease,in orderto copewith moreandmoreheterogenous
networks andendpoints. As moreandmoreproxiesare
deployed,therisk of interferencebetweenproxyprotocols
increases.In amulti-proxyenvironment,proxiesmusttake
theactionsof otherproxiesinto account,andthis paperis
aboutamethodfor dealingwith thisproblem.

Sometypesof proxieshave a naturalplaceinside the
network—HTTP cachesare typically put at the gateway
to an autonomoussystem. Thereare at least two argu-
mentsagainstimplementingmany of theservicesprovided
by proxiesin theend-to-endtransport-or applicationpro-
tocols. The first is that end points rarely know when a
particularservice(e.g. reducingimpact of bit errors) is
neededandevenif this couldbedetected,this would bea
slow processsincethe propertiesof the links would first
have to bediscoveredempirically. Thesecondis thataddi-
tionsoralterationsof end-to-endprotocolsarecostly, since
it involveschangingthesoftwareimplementingtheproto-
col, possiblyin every endpoint, andsuchalterationsthus
areunlikely to happenunlessthey arebeneficialto a large

groupof users.
Network proxiescomein two distinct flavors; explicit

andtransparent.Explicit proxiesarethe proxiesthat the
useror applicationexplicitly connectto for a service,e.g.
anHTTPcache.Transparentproxiesareproxiesthatoper-
ateon theflow betweentwo hostsandarenot necessarily
directly visible to theendpoints. This transparency does
not meanthat they cannotbe controlledby the user. Be-
ing ableto control theproxiesis especiallyimportantfor
transparentproxiesthat adaptto available bandwidthby
reducingtheinformationalcontentof theflow by reducing
thequalityof theaudioandvideocontentsof aflow.

In furtherdiscussionswe will usetheword proxy to re-
fer to the instanceof an enhancedservicerunning in the
network, while we’ll useproxyprotocolto referto thespe-
cific implementationof a proxy service,i.e. a proxy may
implementseveraldifferentproxyprotocols.

I I . PROXY REGIONS

In [5] we have presentedaninfrastructurefor proxy de-
tectionandsignallingbetweenproxies. The mostimpor-
tantfunctionof this infrastructureis thatit providesaway
to exposetheproxy protocolsinvolved. Eachproxy along
a flow will seeall proxy protocolsoperatingon the flow,
allowing themto take into accounttheeffectstheseproxy
protocolswill have on aflow.

This infrastructureis basedon our proxy region con-
cept. A proxy region is the supersetof all regions cre-
atedby variousproxiesoperatingon a given flow. For
example,if we have two proxiesthat provides compres-
sion/decompressionof a dataflow betweentwo nodesin
thenetwork, thenthatpartof thenetwork is acompression
region.
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Fig. 1. Theproxyregion is thesupersetof all otherregions.

We have identified various propertiesthat define re-
gions, e.g. trust (encryption), reliability (error correc-



tion/recovery) etc. Put in anotherway, a proxy region is
simply the region along the path of a given flow that is
boundedby proxiesthat understanda unified proxy sig-
nalling scheme,asin Figure1. Within the proxy region,
we have a high degree of freedomto transformor re-
routepackages,but onceoutsidetheproxyregion,theflow
shouldagainlook like anormalflow.

Settingup a proxy region is donein thefollowing way:
First theproxiesin the proxy region aredetectedandthe
boundaryproxies,which areresponsiblefor theproxy re-
gion, areselected.Next, a configurationmessageis cre-
atedby theborderthatwill beresponsiblefor proxy con-
figuration,andthemessageis passedalongthepathof the
flow in theproxy region. Eachproxy appendsannounce-
mentsof theproxyprotocolsit is willing to run. Whenthe
configurationmessagereturnsto theoriginator, it decides,
basedon the information in the configurationmessage,
which proxiesandproxy protocolsto activate.Finally, an
activation messageis passedalonga path that passesall
candidateproxies,telling eachproxy which proxy proto-
colsto activate.

I I I . PROXY CONFIGURATION

To illustratetheneedfor unifiedproxyconfiguration,let
usassumethatwe arewatchinga videofeed,andthat the
flow spansa wirelesssegment.To copewith lossesinher-
ent in wirelesscommunication,a proxy is usedfor For-
wardErrorCorrection(FEC)[7], [4]. If thelink bandwidth
is limited, thenanotherproxy canbe deployed to reduce
theamountof databeingsent,for exampleby transform-
ing imagesor video in the flow to uselesscolorsand/or
resolution[3].Finally, dueto theeaseof eavesdroppingon
wirelesstraffic, it mightbedesirableto deploy aproxythat
encryptstheflow acrossthewirelesssegments.

The problemwe run into now is that thesethreeser-
vicescannotbe implementedin an arbitraryorderandat
arbitraryplaces.An encrypteddatastreamcannotbetrans-
formed,andif theflow is alteredin any wayafterFEChas
beenadded,thiswill nullify theeffectof addingFECsince
theFECis valid only for exactly thedatait wascomputed
for. Weneedawayto deducetheorderingconstraints,and
thusensurethat we transformfirst, encryptnext andadd
FEClast.

We can createa simple configurationmechanismthat
basesconfigurationdecisionson eachproxy’s knowledge
of theotherproxy protocolsoperatingon theflow. In the
exampleabove, if theFEC,encryptionandtransformation
proxies know abouteachother and the effect that each
proxy protocolhave on theflow, they canarrangeto avoid
conflicts.

This is doneby allowing eachproxy protocol to spec-

ify thatthat it is incompatiblewith a specifiedsetof other
proxy protocols,andalsoby allowing proxy protocolsto
set priorities in caseof conflicts. This is a stepforward
comparedto the situationwithout any coordinatedproxy
handling,but we recognizethat relying on eachproxy’s
knowledgeof otherproxy protocolswill not scale.

A. Abstract Properties

It is ourgoalin thispaperto giveanoutlineof aconfig-
urationmechanismthat doesnot rely on eachproxy pro-
tocol having explicit knowledgeof otherproxy protocols,
but insteadcanmake configurationdecisionsbasedon in-
formationprovidedby theproxyprotocolsabouttheeffect
they have on theflow. This reducesor eliminatestheneed
to modify existingproxyprotocolswhennew proxyproto-
colsareadded.

Our approachis to describeproxy protocolsin termsof
abstractproperties. Thesepropertiesaregeneralenough
to capturesimilar behavior in different proxy protocols,
while specific enough to allow proxies to deducethe
properconfigurationof proxy protocolson aflow.

A.1 PropertiesDerivedfrom Behavior

To deducea properconfigurationwe needto take the
propertiesof differentproxyprotocolsinto account.In the
FEC, encryptionandimagetransformexample,we need
to capturethe propertyof FEC that any alterationof the
packetswill disrupttheoperationof theFECproxies.We
alsoneedto capturethe differencebetweentransforming
the flow by encryptingand by reducingthe information
content.

Otherpropertiesdo not have orderingimplications,but
still affect theeffectivenessof theproxyprotocols.For ex-
ample,sinceFEC addsredundantdatato allow recovery
from errorsand losses,the FEC region shouldbe mini-
mized.A compressingproxy, on theotherhand,would re-
ducebandwidthconsumption,andthuswe’d wantto max-
imize thesizeof theregion to reapmaximumbenefitfrom
theeffort put into compression.

Yet anothercategory of proxy propertiesspecifiesper-
manenteffectson flows. Both FECandencryptionegress
proxieswill reverttheingressproxy’s transformation.This
reversiblepropertyis,however, nottrueof animagereduc-
tion proxy. This meansthatany otherproxy thatmustop-
erateon theoriginal contentof the image,cannotoperate
aftera proxy thatpermanentlyalterstheflow. We should
notconfuseoriginalcontentwith semanticallysimilarcon-
tent, i.e. the transformationthat reducecolorsstill main-
tain theapproximatesemanticsof theoriginal flow—it is
still a pictureof the sameobject, but not as information
rich. This propertyshouldalsobecaptured.



At this stage,we cannotpresentan exhaustive list of
propertiesneededfor a generalproxy configuration,or
even categoriesof properties. Insteadwe will presenta
subsetthat is enoughto understandthe implicationsand
problemsof proxy configuration.

A.2 PropertiesDerivedfrom Policy

Sofar thepropertieshave beenderivedfrom thebehav-
ior andrequirementsof proxy protocols.Theproxieswe
focuson areassumedto be transparentto the endpoints.
This meansthatthey operatewithout requiringinput from
theuseror from theendpoint systems.But whenan im-
ageis beingtransferred,theremaybeno way for theuser
to indicateto theproxiesin the network that imagequal-
ity is moreimportantthantransfertime or vice versa.So
how doesa transparentproxy know whento reducetrans-
fer time of an imageby reducingits quality? Theanswer
is thatit cannot.

Our solution is to introducepolicy propertiesto allow
end points, and ultimately the user, to control activation
of proxy protocolswith permanenteffectson the content
of flows. Theseproxy protocolsmust indicatethis with
thePermanent property. A parameterindicatesif it alters
image, video, audio, text or all typesof data.Permanent
alterationsof the flow areonly allowed if this is explic-
itly requestedby theuseror theapplication,usingthepol-
icy propertyallow. Thereis alsoa disallow propertythat
overridestheallow property, i.e. if thereexistsat leastone
requestfor an unalteredflow, then the flow shall not be
altered.

If the proxy region extendsto the endpoints, thenthe
usercan set thesepropertiesdirectly. An alternative is
to usea configurationproxy. This proxy hasno effect
on the flow except during region setupand setsthe al-
low/disallow properties.Theusercontrolsthis proxy via
aseparateconnection.

B. CandidateProperties

Our aim is to definea setof propertiesthatcapturesthe
constraintsthattypicalproxyprotocolsimposesonconfig-
uration. As moreproxy protocolsareexamined,proper-
tiesdefinedby thealreadyexaminedproxy protocolswill
berefined,generalizedand/orcorroborated.Conflictsbe-
tweenanew proxyprotocolandthealreadyexaminedmay
force us to add new propertiesto both the new and old
proxy protocols.

Wewill hereformulatepropertiesfor six differentproxy
protocols:FEC,encryption,imagereduction,TCPSnoop
andanMPEGframedropper.

B.1 TheFECProxyProtocol

An ingressproxy addsForwardError Correctioninfor-
mation to packets to enablean egressproxy to recovery
from bit errorsintroducedin an unreliableregion of the
network. It is characterizedwith thefollowing properties:
Peers(1): One peer using the same proxy protocol is
needed.
Forbid(Inside(Alters(data,packaging))): Thepackets
(dataor packet headers)insidethe region may not be al-
teredin any wayonceFEChasbeenadded.
Alters(data): FEC information is addedto the packet,
changingthecontentof thepacket.
Reverts(data): All the alterationsto the packet dataare
revertedby thepeer.
Placement(narrow): Theregionbetweenpeersshouldbe
minimized.
Semantic(preserving): Modifies data,but preserves the
original semanticsof theflow.

B.2 TheEncryptionProxyProtocol

An ingressproxy encryptsdatawhich is thendecrypted
by anegressproxy, providing securetransferacrossa un-
trustedregion of thenet.Properties:
Peers(1), Reverts(data), Alters(data)
Semantic(hiding): Thesemanticof thedatais hidden,i.e.
a proxy thatis dependenton thesemanticof thedatacan-
notoperateon thisflow afterit hasbeenencrypted.

B.3 TheCompressionProxyProtocol

An ingressproxycompressesthedatain thepacketsand
an egressproxy uncompressesthem, reducingthe band-
width neededto transportthe packets acrossa region.
Properties:
Peers(1), Reverts(data), Alters(data), Semantic(hiding)
Placement(wide): Theregionshouldbeaswideaspossi-
ble.
Forbid(Prior(Semantic(hiding))): The semanticof data
enteringfrom outsidethe compressionregion must not
have its semantichidden.

B.4 TheImageReductionProxyProtocol

Theproxy transformsimagesin theflow to lower reso-
lution, lessercolorsor betterencodingto reducetheband-
width neededto transfertheimage.Properties:
Semantic(preserving), Forbid(Prior(Semantic(hiding))),
Alters(data)
Permanent(image): This proxy will permanentlyalter
theimagecontentof theflow.
Peers(none):Only a single instanceof this particular
proxy protocolshouldeveroperateon theflow.



Peers Forbid Reverts Placement Semantic Alters Permanent

FEC 1
Inside(Alters(data))

Inside(Alters(packaging))
data narrow preserving data -

Encrypt 1 - data - hiding data -
Compress 1 Prior(Semantic(hiding)) data wide hiding data -

Image none Prior(Semantic(hiding)) - server preserving
data

packaging
endpoint

image

Snoop 0 - - - -
drops

regenerates
-

MPEG none Prior(Semantic(hiding)) - server preserving
data

packaging
video

TABLE I
Thepropertymatrix for theexaminedproxies.

Alters(packaging): This proxy permanentlyalters the
packagingof the flow. (In this casesincethe numberof
byteswill bepermanentlyreduced.)This implies,among
otherthings,that this proxy cannotberemovedonceacti-
vated.
Alters(endpoint): This proxy will fake endpoint behav-
ior. (In this casebecauseit may needto receive a whole
picturebeforetransformingit.)
Placement(server): Proxy shouldbe placedcloseto the
server.

B.5 TheTCPSnoopProxyProtocol

Thesnoop[1]proxyretransmitsTCPpacketslostdueto
errorsto avoid triggeringTCPcongestioncontrolmecha-
nismsfor non-congestionpacket losses.Properties:
Peers(0): No peeris needed,but multiple instancescan
operateon theflow.
Alters(drops): May choseto droppacketsratherthanfor-
wardthem.
Alters(regenerates):May regenerateandretransmitpre-
viously seenpackets.

B.6 TheMPEGFrameDropperProxyProtocol

The proxy drops selectedvideo frames (P- and B-
frames)to reducebandwidthuseof MPEGstream[2],[6].
Properties:
Placement(server), Forbid(Prior(Semantic(hiding))),
Permanent(video), Alters(data), Alters(packaging),
Peers(none).

This proxy canbecompletelydescribedin termsof the
propertiesalreadydefined.

C. Configuration Engine

Eachproxy will describeeachproxy protocolit is will-
ing to offer usingtheabstractproperties,ascanbeseenin

thepropertymatrix in TableI.
Theconfigurationinformationfor all proxiesin the re-

gion is passedon to the proxy region borderproxiesas-
signedto do theactualconfigurationof theproxy region.
Theconfigurationis doneby solving the constraintprob-
lem formulatedby the abstractpropertiesof eachproxy
protocol and what placementoptionsexists, i.e. which
proxy protocolseachproxy in the region hasoffered to
run.

Once the constraintproblem is solved, the activation
messageis constructed,telling eachproxy in the region
which proxy protocolsto activate and the path the flow
shouldtakethroughtheproxyregion. Thismessageis sent
alongthepath(s)of the flow. Whenthe messagereaches
theotherproxyregionborder, theborderproxystartschan-
nelingtheflow alongtheproxypathandsendsanacknowl-
edgementback.

IV. CONCLUSIONS AND FUTURE WORK

If we wantto run morethanonetransparentproxy pro-
tocol on any flow, we arelikely to run into configuration
problems,especiallywith ordering.If thenumberof proxy
protocolsis low, it may be feasibleto encodeknowledge
of the interactionsof all otherproxy protocolsinto each
proxy protocol.If we wantto supportanarbitrarynumber
of proxyprotocols,andarenotpreparedto modify existing
proxy protocolsevery time a new proxy protocolis intro-
duced,a proxy configurationschemethat usesomeform
of abstractdescriptionof thepropertiesof proxyprotocols
is needed.

In this paper we have outlined such a configuration
scheme. We have also presentedsomeexamplesof ab-
stractpropertiesthat describethe effectsof proxy proto-
colsonflows. Finalizingthesetof abstractpropertiesused
by theconfigurationmechanismis anareaof futurework,



asis thedetailsof theconfigurationengine.
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