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Summary

In this position paper we highlight issues concerning management of authorisation in coalitions. We identify two main issues related to the administration of authorisations in dynamic coalitions. The first issue concerns decentralisation of administration, and we show how an existing framework developed at SICS addresses this issue. The second issue concerns decentralisation of enforcement of authorisation and we describe a new approach to address this issue by extending the current access control models with the notion of entitlement. The idea is that both authorisations and entitlements are specified in access contracts that coalition partners agree upon. These contracts can be used for automating access decision making by those controlling access to coalition resources. 

1.  Introduction


By a coalition we mean independently managed organisations collaborating in terms of sharing resources to achieve a common goal. These coalitions can be dynamic in the sense that partners join and leave a coalition frequently, and, as a result, resources will appear or disappear in the set of available coalition resources. Here, a resource may be an IT-infrastructure component, e.g., a certain amount of bandwidth, or an application service, e.g., a sensor or a software or hardware application with some computational capacity or access to some kind of information. These resources will usually have access- and use-policies associated with them. 

The dynamic nature of these coalitions makes the management of resources and their access policies a complex task. The management of dynamic coalitions has to be:

· flexible in the sense that new resources and services can easily be added to and deleted from the pool of coalition resources, 

· secure in the sense that there is sufficient control on how resources and services are used by coalition partners.

As different partners provide resources to a coalition, these will belong to different management and control domains. The implication of this can be summarized in two issues:

· No central management

Each coalition partner may specify certain policies and conditions for the use of its own resources. The partner may require that such policies be administrated locally in its own domain.   

· No central enforcement

Coalition partners are independently managed organisations and there is no central enforcement of policies at the inter-organisational level; hence there cannot be any guarantee for a correct implementation of policies within each organisation. 

In Section 2 we argue that our existing framework [1,2,5,6] has the main components and mechanisms for supporting decentralised management of privileges in coalitions. Hence, it can be used to address the first issue mentioned above.  

In Section 3 we highlight the issues related to decentralised enforcement of policies in coalitions. Our objective is to define a framework and mechanisms to enable decentralised management of access policies in coalitions and to automate access control decisions according to agreed coalition policies. We suggest a new approach for access control mechanisms based on contracts and contract management. 

2.  Decentralised management of access policies

Within an organisation there may be a clear hierarchical management or administration structure, based on which administrative authorities for access privileges can be delegated from the higher-level managers down to lower level managers. An assumption is that there is a top-level manager with full authorities for creating access permissions to organisational resources. However, this cannot be assumed in the case of coalitions. In a coalition, there is no single top-level authority defining access policies to coalition resources, as access policies for each resource are defined directly or indirectly by its owner(s). 
The framework for decentralised management of access permissions that is developed in [1,2,5,6] addresses this issue by enabling creation and deletion of fine-grained access permissions to resources. In this approach it is possible to create a hierarchical authority structure for single access permissions to a resource originating from its Source of Authority (SoA). The SoA of a resource may be its owner or a group of stakeholders that owns the resource jointly.

One scenario would be that when a partner organisation joins a coalition, it appoints a coalition administrator within its organisation who plays the role of top-level administrator for coalition resources provided by other partner organisations. The coalition administrator receives the authorities for creating access permissions and for further delegation of these authorities. The authorities of the coalitions administrator can be constrained such that he can only delegate permissions and delegation authorities to the employees of the organisation he represents. When a new resource is provided to the coalition, then the owner of the resource has to delegate a delegation authority for this resource to coalition administrators of other organisations. 

In a coalition an employee of a partner organisation will be able to delegate authorities, to create access permissions to his resources, to employees of other coalition partners either directly or via the appointed coalition administrator of the other organisation. He may also delegate the authority to further delegate that authority to other employees of any other organisation participating in the coalition, which is a delegation authority across organisation boundaries.

For example, Alice who is an employee of organisation O1, is responsible for resource R1 belonging to O1, or in other words, Alice is the SoA of R1. This means that any access permission to resource R1 must originate from Alice in terms of delegation chains. This does not necessarily prevent Alice from creating access permissions for R1 within O1. She may be able to create such permissions to employees of other organisations e.g. O2 that participates in a coalition together with O1. Alice can give to employees of O2 access permissions to R1 by delegating a delegation authority to the coalition administrator of O2. Then the coalition administrator O2 of creates the access permissions to R1 according to the requests that are generated by employees of O2. He may also be able to delegate the authority, for creating access permissions to R1, to some subordinated administrators in his organisation. In order to prevent access to R1 by non-coalition members, Alice can define constraints on the permissions and delegation authorities that the coalition administrator may have, e.g. by constraining his authorities to only create access permissions for members of O2.

An organisation may participate in a coalition for a certain period of time that can be decided at the time of its coalition membership. This means that the organisation will provide access to its resources within the time interval that it is a coalition member. In this case, access permissions and delegation authorities given to the members of the coalition must be restricted to this time interval. The framework mentioned above provides a way of representing constraints on validity intervals of access permissions and delegation authorities. However, if an organisation for some reason must leave a coalition earlier than it was originally planned, it is desirable that access permissions and delegation authorities given to employees of this organisation are immediately revoked. At the same time the leaving organisation wishes to revoke those access permissions and delegation authorities on its own resources that are given to employees of other coalition organisations. Our framework for decentralised management supports both these cases [6]. In the above example, if O1 leaves the coalition, then there is a simple way of revoking all access permissions and delegation authorities to resource R1 that are given to members of the coalition that are not members of O1.  Alice can choose to revoke the delegation authorities that are given to the coalition administrators of the organisations in such a way that all the access permissions and delegation authorities that are directly or indirectly issued by each coalition administrator are revoked. 

3.  Decentralised enforcement of access policies

As part of a coalition agreement each coalition partner agrees on the kind of resources and services it will provide to other coalition partners and on the kind of conditions that need to be satisfied for certain access to and use of these resources. These policies and conditions may vary for each type of resource that the coalition partner makes available to the coalition.

An underlying assumption in traditional access control models and security architectures is that security administrators will properly implement access permissions and policies. This assumption is justified if the server controlling the resource is configured and administrated by a trusted administrator acting according to those policies and rules specified by the owner of the resource. However, this will not always be the case, for example when users need to access coalition resources belonging to independently managed domains.

In a coalition, each partner organisation will have full control on how their own domain is administrated and how access to its own resources are enforced; hence there can be no guarantee that access to these resources will be provided as agreed upon by coalition partners. 

The issue we would like to highlight is the need for mechanisms for enforcing policies in a coalition in which coalition partners are, in practice, free to implement the policies, as they like. The approach we suggest here is a contract-based model for enforcing access policies to coalition resources. An access contract, in this sense, specifies how coalition partners can share resources and services provided to the coalition. An access contract between a coalition and its partners may specify the terms and conditions for being a coalition member. An access contract can also be a bilateral agreement between two partners, specifying the conditions for sharing each other’s resources and the conditions for further providing access to these resources, to other potential partners, in the form of new access contracts.

An access contract specifies not only conditions for users to be allowed to access resources and services, but also conditions under which a partner acting as a service provider is obliged to grant access to its resources.

Enabling contract-based sharing of resources requires a framework for standardised access contract specification, and mechanisms for making access decisions based on them. The framework shall also support conflict resolution between two access contracts and between an access contract and the local policy of an organisation. Monitoring contractual performance, and enforcing contractual agreements, requires an infrastructure and architecture enabling secure detection of contractual violations and triggering recovery and sanctioning mechanisms that apply to those violations.


3.1 Access policies specified in terms of contracts

Traditional access control models deal with the access permissions for different users to some resources. Users can be grouped or can be associated to roles, and access permissions can be specified in terms of these groups and roles.  

In [7], we have argued that these access control models need to be extended with the concept of entitlement, to address the issue of decentralised enforcement of access policies. Entitlement to access a resource means not only that access is permitted, but also that the controller of the resource is obliged to grant access when it is requested. This means that we distinguish between two concepts, being permitted to access a resource and being entitled to access it.

Being permitted to access a resource does not necessarily mean that one is also entitled to access it. But, if one is entitled to access a resource then one should also be permitted to access it. 

From the service provider’s (controller’s) point of view it is important to know whether granting or denying an access violates a policy. If one is permitted but not entitled to access a resource, the controller is free to grant or reject access without violating any policy. On the other hand, if one is entitled to access a resource then there is an obligation on the controller’s side to grant the access, as denial will violate the policy. If one is not even permitted to access, then granting access does violate the policy. It is of course of interest for a service provider, in his access decisions, to know which violated policies have consequences that are easier to accept. This can for example be the case when the service provider receives several access requests to the same (limited) resource. 

Access contracts must define what the effects of contract violations are. These effects can be of various kinds; other obligations may have to be activated, some sanctioning will apply to the violator, or the contract terminates as the whole.

3.2 Administrative policies specified in terms of contracts

In the same way as access policies can be specified in terms of permissions and entitlements, one can specify delegation authorities in terms of permissions and entitlements. Alice, an employee of a coalition organization, may be entitled to get some administrative rights to a coalition resource. Upon her request for certain delegation authority for resource R1, the SoA of R1 is obliged to delegate such authority. The delegation authority may not only be about access permission to R1, but it may also be about an entitlement to access R1.  

3.3 Access contracts for automating access decisions 

Consider a sensor S1, belonging to organization O1, that receives a request from Bob, an employee of organization O2, for specific information that S1 can calculate. S1 is the controller of the information, but not necessarily the source of authority for that. Further assume that calculating the information is a time-consuming task, something S1 needs to take into account when making a decision whether to grant or to reject the request from Bob. It can be the case that S1 simultaneously receives several requests of this type. Now, what S1 needs to do is to find out which policy applies to Bob’s request. Is he permitted, prohibited, or entitled to receive the information? In case Bob is entitled to receive the information, and S1 has, for some reason, difficulties to serve his request at the time of the request, then what would the effects of this violation be for S1? For S1 to make this decision, it may need to consider several access contracts that concern S1. Automating this process needs mechanisms for reasoning about permissions, obligations and their violations. We are now developing a calculus and its mechanisms for those scenarios in which certain access requests get higher priorities and as a consequence some policies may be violated. 

3.4 Security architecture for monitoring contractual performance

The question is if the existing architectures need to be extended, and if so in what way? If we assume that coalition partners are trustworthy, i.e., in case of a violation they will accept its consequences, then we only need a more sophisticated policy decision component that will calculate the consequences of violations. But if partners are not fully trusted to follow the policies as these are prescribed, then there is a need to monitor their contractual performance. Furthermore, there is a need for secure reporting mechanisms to prevent false claims about contractual performance. False claims can be of two kinds. On the controller’s side, claims that a request was properly granted when, in fact, it was not, and on the requester’s side, claims that a request was not properly granted when, in fact, it was. 

To tackle this problem we need new cryptographic protocols that enable coalition partners to collect unforgeable receipts for their performance. These receipts can be offered as evidence against false claims.

We are designing such a secure architecture with associated security protocols for reservation and allocation of computational resources in coalitions. 

4. Related Work

We find a similar approach to ours in [4], in which the authors give an object-oriented model and framework for defining, deploying, monitoring and enforcing service level agreements (SLA) in dynamic e-Business environment. 

A recent work on a formal language for obligations based on logic programming is given in [3]. We will take this work into account and define our calculus for extended access control models with entitlements. 
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