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Abstract price/performance improvements of microprocessor-based
computers, in both computation and communication, and
Digital convergence is precipitating the addition of soft the resulting digital convergence of appliances previpusl
real-time applications to mainstream desktop and server not computerized. This trend presses the general purpose
operating environments. Most traditional debuggers for desktop computer or server system into service as a soft
mainstream systems lack a notion of temporal correctness real-time execution environment, for which it was typigall
making them unsuitable for real-time system design andnotdesigned. Specifically, the combined environment of the
analysis. near future must support applications such as video, audio,
We propose leveraging complete system simulation togames, and control systems along with classic “resource
build a temporal debugger capable of analyzing mixed real- hogs” like word processors and browsers.
world workloads. Traditional real-time system debuggers  However, widely used general-purpose operating sys-
based on simulation utilize slow, but accurate, simulators tems (such as the various flavors of Unix, Windows, and
Complete system simulators accept an approximate modeMacOS) are not designed for the needs of real-time appli-
of time in exchange for higher performance. The higher cations. Many research efforts have addressed such modi-
performance allows these simulators to analyze high-endfications of existing operating systems. This is a complex
commercial operating systems and applications. task and it is compounded by the lack of adequate tools for
We describe a temporal debugger design based on com+eal-time system analysis.
plete system simulation and report on some early experi- The debuggeris at the heart of toolsets for computer sys-
ences in analyzing a simple workload. The tool offers a non-tems programming. However, the correctness of real-time
intrusive, predictable environment for debugging complex operating systems depends on the time elapsed during ex-
workloads with partial real-time constraints. The simalat  ecution. Debuggers often interfere with program execution
foundation allows for interactive debugging of time-qiti in various ways, and generally lack a notion of temporal
sequences while preserving a model of execution time flow.correctness. Therefore, the use of conventional debuggers
is insufficient for validation of real-time operating syste.
Simulator-based debuggers for embedded real-time sys-
tem design have been in use for some time. Embedded sys-
tems have been so much slower than engineering worksta-
tions that temporally accurate simulation has been practi-
1. Introduction cal using_ straight-forward implementation _techniquesr Fq
o ) , commodity desktop or server system design, the opposite
Applications demanding ShorF response times and through+s rye: the user is frequently designing a next-generation
put guarantees, such as media, entertainment, and teleconkign_end system that is faster than any available computer,
munication systems, are increasingly common in generalmaking the design and implementation of the simulator
purpose computing environments. This combination — \,4e difficult.
quality of service oriented software competing for re-  complete system simulation models an entire target
sources with mainstream applications — is a relatively ¢ompyter at the level of the full instruction set architeetu
new phenomenon. It is a natural result of the ongoing gjjowing it to run unmodified commercial operating systems
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and workloads. Advances in implementation technology al- Complete system simulators model all the hardware in
low such simulators to provide a reasonably accurate timing a system, and only the hardware. As the simulation model
model while executing with a slowdown of roughly 50-200 is functionally identical to a real system, operating syste

in relation to native execution [8, 15]. and application software need not be modified. This limits

Furthermore, complete system simulators can be de-the sources of errors to those introduced by the hardware
signed to be fully deterministic. They thereby effectively model, and by models of simulation input feed.
address the two major problems in real-time analysis: lack Some significant advances in complete system simula-
of repeatability and time distortion resulting from introis. tors over the past several years have facilitated the imple-
Also, since simulators are implemented fully in software, mentation of temporal debuggers. These advances include:
they can be freely tailored for specific uses. Simulatiorsthu efficient instruction set level interpreter kernels [2, Bix-
allow the construction of composite tools for more sophis- ing levels of temporal accuracy for a given workload [22],
ticated analysis, without interfering with the system unde extensive support for user annotations [8], and simulator
study. kernels supporting heavy instrumentation [12, 14].

The characteristics of complete system simulators there-
fore make them excellent candidates for building a temporal . )
debugger capable of wrapping an entire target system (in-'” order for a S|_mulator to be useful for real-_tlme research,
cluding a mix of soft real-time and non-real-time applica- the model provided need not only bg f_unctlonally correct,
tions) into a single “package” for analysis. With this paper Put also temporally correct. Thus, it is necessary to ac-
we propose the use of complete system simulation for tem-count for items affecting execution time at the desired tem-
porally correct debugging of a complex mixed workload. Poral resolution. For large applications, this primarify i
We describe the basic functions a simulator-based temporal0!ves delays from devices, such as disk subsystems, and
debugger should implement. We also describe some early"® memory hierarchy, including the memory management
work in using such a debugger. unit (MMU), caches, and memory buses.

Section 2 provides some background regarding complete [N general, the accuracy of the temporal model can be
system simulation and the benefits of using it for real-time CoOmMpromised without breaking the operating system and
analysis. In Section 3, the design of our temporal debugging@PPlications. Itis therefore possible to trade accuracy fo
environment is described. Section 4 presents an early im-SPe€d by using approximative models. The appropriate de-
plementation of a simulator-based temporal debugger per-9r€¢€ of approximation depends on the size of workload and
forming a simple analysis of a real-time workload. Sec- the time scale of its deadlines. _
tion 5 contains a short survey of related work in real-time ~_ NOte that temporal accuracy is less important than pre-

analysis and simulation. Conclusions and future work are dictability and robustness (discussed below). A reasgnabl
presented in Section 6. accurate time model will provide a coarse understanding of

the timing behavior of the system. In order to provide some
2. Computer system simulation assurance that a detailed model would not find additional
problems, systems can be designed so that margins of error
fare wider than the granularity of the timing model.

Apart from providing a hardware model, an instruction
set simulator also provides detailed instrumentation ef ex
cution. It records statistics of hardware events assatiate
with the instruction triggering each event. Examples of
events recorded by a simulator are: instruction execution
count, cache memory misses, and translation look-aside
2.1. Complete system instruction set simulation buffer (TLB) misses.

An important class of simulators provides a model of a ma- 2 3. predictability
chine at the instruction set level, as it represents a well-
defined border between hardware and software. Variation
of modeling an entire computer system at this level is a
traditional theme. This type of simulation has been called
“complete machine” [8], “complete computer system” [22],
“system level” [13], “instruction set” [2], and “faithful[5]
simulation. In early work, it was referred to as “virtual ma-
chines” [4] or simply “simulation” [11]. In this paper we
shall use the term “complete system instruction set simula-
tion”, or “complete system simulation”.

2.2. Simulation model

Many design and research areas benefit from simulation o
computer systems. Thus, the level of detail provided by
simulators range from models of microprocessor chip logic
to coarse models of an execution environmentincluding op-
erating system and libraries. In this section, we desclibe t
type of simulator used in the paper and the properties mak-
ing it useful for real-time analysis.

An artificial system has few unpredictable factors. Thus, a
simulated system starting execution in a known state will
always execute along the same path. This is useful, both
for experiments and debugging, as it is possible to repro-
duce a state reached in execution. A user of a temporal
debugger may detect that excessive time has passed at one
point in execution, and restart the simulation to examine re
cently executed routines more carefully. This is similar to
the methodology used for debugging logical correctness of
conventional programs. However, as time is part of the state
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the user wishes to verify, it is crucial that temporal bebavi Command line interfacg
is preserved between debugging sessions. Frontend - Debugger’
2.4. Robustness o [ symbois |
In physical systems, measurement of the system generally Program
affects its behavior. This is referred to as trebe effect Backend Maching///

Because real-time system analysis tends to focus on short
periods of time, even small amounts of temporal intrusion
affect measurement quality. This limits both the accuracy
and amount of measurement in such systems. Furthermore,
the time period under study is too short for a human user . . L .
to draw conclusions about the correctness of the system. Ittulole _conS|sts ofan operating system running in a simulated
is not possible to stop execution in order to analyze currentmacmne'

state and step carefully forward, which is a common method Thebdebuc?ger ex;laeﬁts a certain SﬁF of pgmn;]ves. nggded
of debugging conventional systems. to probe and control the target machine. Such primitives

In a simulated system, the time scale of the system un-inCIUde r_eading memory, reading regigters, single stegppin_
der study is decoupled from the time scale of the system"’_lnd settm_g breakpomts._Adaptlng a simulator to the primi-
running the simulator. When the user stops execution, sim-Uves _requwed by' a specific debugger er_1ab|es sy_mbohc de-
ulation is suspended, and simulated time is frozen. Time bugging of the simulator workload. Unlike traditional de-

distortion due to the probe effect is thereby eliminatedsTh bugging environments, such a setup does notimpact on ex-

enables the implementation of a temporal debugger, capablefhcugog of thzdebuggee_:. Trfaldititonal dbeb_ttjggterts ntehed tg stofp
of reporting time as perceived by the application. € debugged program In orderto probe Iis state, thereby at-
fecting time as perceived by the target program.

2.5. Recording In addition to primitives required by a debugger front-
A simulator is built by connecting modules, each represent- end, the simulator provides services not normally avagabl
ing a hardware device. As mentioned above, these modeldn a debugger. Debugger front-ends may allow transparent
provide a binary interface to the operating system. How- access to the back-end interface, thereby exporting ssvic
ever, some device modules also need to interface with thenot known to the debugger.

world outside the simulated machine. Such modules may4 5 Temporal debugging

be connected to a corresponding interface in the host en-Th . t rel tf -t vsis is the-abil
vironment, for example simulated network interface to a € service mostrelevantior real-ime analysis 1S the-abi

real network, serial line to a terminal emulator, screen to ity to present current time with cycle c_ount granularity. IT[
an X window and so on. However, input from the outside enables the user to step through a portion of code, checking

world is inherently unpredictable. In order to maintain sim for,\tjlot: fLéan:tlon?l and temp?rgl Errors_. is simil d
ulation predictability, modules connecting to the real \dor ethodology for temporal debugging is similar to de-

record and timestamp all events, enabling exact repetitionb_ugglng corlventlonal applications. The.user.starts execu-
of the session. tion, browsing through program flow until an invalid state

has been reached. Debugging is then restarted, and the user

3. Temporal debugger environment steps more slowly through routines suspected of causing the

] ] ] ) error. However, in the case of temporal debugging, state
In this section, we describe our design of a temporal debug-.rectness includes the simulated time value.

ger. We explain how a debugger is connected to a simulator ] ] o
and provide some details on a temporal debugger setup. We3-3. Real-time performance debugging with instru-

Figure 1. Debugger structure.

also describe some services the user interface should sup- mented simulation
port in order to provide a complete time-aware debugger The method described above assumes that the user eventu-
environment. ally will discover an erroneous piece of code. This piece

3.1. Debugging using a simulator back-end of code is assumed to take an undesired execution path,
) or to set the program in an undesired state, affecting later
A complete debugger setup consists of the debugger pro-gyecytion. This assumption is reasonable for conventional
gram and a target machine running the debugged programgpjications. However, it is not always true for real-time
Figure 1 shows the different parts of a debugger setup. Wegystems, as time spent in a specific routine may be different
refer to the d_ebugger program itself as front-end and to the o veen executions, even though program state and input
target machine/program tuple as back-end. Examples ofig jgentical. This is due to the fact that application perfor

such tuples are: Unix programs running in the virtual ma- ance is dependent on stochastic hardware elements, such

chine provided by the operating system, or an embedded,g cache or TLB contents. Thus, the time elapsed for a part

operating system on a separate target board. In our case the
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of program execution is also dependent on hardware state.
In order to obtain clues about performance hazards o Workload -
caused by cache effects, the instrumentation provideddy th Recorded 0 —
. . . i oo erating::::
simulator may be consulted. The simulator presents statis- Synipetic e
tics of hardware events, associated with instruction esfdre  (Gimwed) Disk sscriptlang:| command
; ; N cimi ; ¢ Ethernet T i
In case the time elapsed differs in S|m|_lar execution paths 0 | ‘console | | real _ SImICS/  Debugger im'g;% .
a program, aspects such as cache miss counts can be com- MMU | syebals’
pared to find instructions causing intermittent cache behav Caches i —
. local network
ior. — 3
workload and OS
3 4 SimiCS symbol files
The simulator used for this work is Virtutech Simics [24].
Simics simulates the SPARC V9 instruction set and mod-
els single or multiprocessor systems corresponding to the Figure 2. Temporal debugger setup.
sun4u architecture from Sun Microsystems, for example the
Enterprise 3500.

Simics consists of a core interpreter that offers basic ser-5 g Temporal debugger setup
vices such as an instruction set interpreter, a generateven
model, and a module for simulating and profiling memory
activity. A programming interface allows the addition of
device models, which may choose to connect to the “real
world” or models thereof, as described in section 2.5.

Figure 2 illustrates the composition of our temporal debug-
ger prototype. Simics provides basic facilities for simu-
lating the target system, and encapsulates the target state
(operating system and workload). The target architecture i
simulated by providing the basic processor model extended

Simics supports a simple time model in its default con- ;
' . . . . - _ by the necessary device models, such as MMU, SCSI, Eth-
figuration. This model approximates time by defining a cy ernet, etc. These in turn (towards the left in the figure) can

cle as either an executed instruction, a taken trap, or a parteither connect to the real world, or receive their input from
of a memory or device stall. In this mode, Simics thus has . ! NP

. . L recorded sessions or synthetically generated stimuli.
a rather simple view of the timing of a modern system, and

assumes a linear penalty for events such as TLB miss, data The front-en_d pf the system, on the .”ght n the_ figure,
cache miss, and instruction cache miss. provides a scripting language, symbolic debugging, and

similar facilities. The Simics core maintains the time miode
based on input from various devices and relevant models
(such as cache hierarchies, MMU, etc).

Listing 1 Simics performance profilers.

(gdb-sinics) prof-info
Active profilers, from'left to right':

Golumn 1:  Instruction cache m sses caused by program i ne 3.6. Temporal debugger user interface
Colum 2: Cache nmisses (wites) caused by programline
Qlum 3: Cache mi sses (reads) caused by program | ine In order for a user to take full advantage of a simulated
Colum 4: TLB nisses passed on to Unix enul ation |
o S e o e e o e e ek back-end, the debugger front-end should be aware of time
A P R A b A state. Our design of a temporal debugger environment
been fet ched therefore includes time aware complements to debugger ser-

db- | *0x1f 2 I I .
e e e ot - 560) vices. Examples of such services are:
555
557001000 0 016722 d-diuipl-1)l th i
29500 00 0140 18s s it (domgy P e Temporal breakpoints. The ability to pause execu-

f d; . . . . .
2€0001150 0 020883 d 3°E§[Lf1“3[.1])], tp += d; tion at a certain point in time.
561 1 0 104 0 0 0 20838 3 d = di[Wtp[-1])], tp += d;
562 0 0 126 0 0 0 13892 2 d=di[Utp[-1])], tp +=d;
0 i

56300 00 1109 20838 3 f (d == 0)

564 goto found; e Time query in expressions. Addition of simulated
time value as a parameter in debugger expressions. Ex-
pressions are used by the debugger to specify condi-

In addition, Simics can profile many performance- tional breakpoints and watchpoints, and also for prob-
related events. Listing 1 shows an example of profiled hard- ing program state.

ware events, including data and instruction cache misses.
The excerpt shows how these events are attributed to source
code (the 8 columns of profile data correspond to the
columns described by thar of - i nf o command).

e Temporal distance breakpoints. Breakpoints can be
set on thedistancebetween two events (such as exe-
cution of source code lines or memory accesses). In
other words the program can be stopped if the sim-
ulated time elapsed between two points in execution
exceeds a particular value.
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e Temporal sequence breakpoints. Sequence break-
points are similar to distance breakpoints, but stop
when a particular sequence rule is violated. For ex-
ample, the user may want to assert that event B neve
occurs between event A and C. Again, an event can
be execution of code, memory accesses, device opera
tions, etc.

— - Console on ttya

early initialization of
Starting kswapd v 1.5
Sparc Zilog8520 serial ¢
tty00 at OxFe002004 {irc
ttyOl at OxFe002000 {irc
tty02 at OxFe004004 {irc
tty0Z at OxFe004000 {irc
keyboard: not present
Console: ttyS0 (ZilogBG:
Sun Mouse-Systems mouse
RAM disk driver initiali
logp: registered device
esp0: IRO 7,1b SCSI ID 7
ected
esp0 FAST chip is fasl
ESP: Total of 1 ESP host
scsil @ Sparc ESP3EE-HME
sesi ¢ 1 host.
Vendor: simics
Tupe:  Direct-fccess
Detected scsi disk sda 2
Wendor: simics Hode
Tupe:  Direct-fccess
Detected scsi disk sdb 2
scsi 1 detected 2 SCST ¢
esp0: Disabling DISCONME
SCSI device sdar hdur se
&sp0: Disabling DISCONNE
SCST device sdb: hdur se
PPP: wersion 2.3.3 (dems
TCP compression code cop
PPP lire discipline regi
Partition checks:
sdaslew 08200 Sun diskl

Hode

Often, analyzing only the period where the system fails
to meet expectations will be inadequate to solve the prob
lem. Instead, the user will want to compare time flow over
several iterations to find routines with varying execution
time. Thus, the front-end should have script support for tag
ging parts of program execution, and comparing their exe-
cution path and time flow. Furthermore, it should support
comparison of hardware event statistics, as these explai

unknoun partition table
scb: sdbl scb2 sdb3 sdk
VFS: Mounted roat cext2
INIT: version 2.71 baoti
Activating suap partitic
Adding Suap: 129952k s
hostnane: lector.ha.vtec
Checking raot filesysten
Parallelizing feck versi
E/shin/Fsck,eth] Fck.e

— W Simics

-0 X

Caught tine breakpoint
<0x00000000004decBe> <Ox00000000000dzcBe> 0 0 1% 0
rpr 210, %0, #pil

unplug_dewice €3 in 11_ru_blk.c
simscrity catch-exception Interrupt_Level 7
Uill break on exception 71 (Interrupt_Level 73

simscrit> enable 1
Breakpoint 1 enabled.

simzcrit> o

Breakpoint on exception *Interrupt_Level 77

Caught exception (Interrupt_Level 7

<0x00000000004d2224> <0x0000000000042224> 0 O 67 0
e %00, O

__usit_on_buffer () in buffer.c
simscrity print-tine
Nunber of cycles exscuted (CPU 0): BOS302300

zimscrity o

Code breskpoint 1 reached.

<0x0000000000417424> <0x0000000000017424> 0 O o 0
e 210, 14

handler_irq €} in irq,c
simscrit> list

501 prom_cwdline 3:
02

203
504 void handler_irqlint irg, struct pt_regs #regs)
505

806 struct ino_bucket *buckst = HULL:
507 struct irgaction *action, *act;
208 irt cpu = swp_processor_id(}:

809
B10 #ifndef __SHP__
511 *

simscrity where-reg

80 [uin] 0x417424 in handler_irq (irq = 7, ress = J at irq,c3806
#1 [uin] 0x4083¢4 in £10_ira7 € + 0xl4 in head,5

82 [uin] Oxddes0B in __uait_on_buffer (th = ) at buffer,cill3

120 w

1720 ¢

2300 o

prom] Find_devict xﬁ [men] 0x450b5c in bread tdew = 4234367235, block = 0, size = 02 at buffer,cy
roml  find_dewicET7CoUNTer -LImer T = U T EbDr ¢

variations in execution time.

4. Case study: scheduling in Linux

As a demonstration of debugging real-time aspects of op-

erating systems, we describe results from an example de-
bugging session. In our scenario, a user wishes to examine
scheduling in the Linux kernel. The purpose may be to im- [sting 2 A soft real-time benchmark
plement a new scheduling algorithm or to design a resource
reservation scheme. In any case, being able to carefupy ste

through time sensitive sequences is valuable.

Figure 3. Example of Simics debugging inter-
face.

install _signal _handler();
while (true) {
deadl i ne_ni ssed = fal se;
set _timer();
for (i =0; i < num.iterations;
dunmy_operation();
clear_tiner();
i f (deadline_m ssed)
printf("M ssed deadline\n");

4.1. Experimental setup

In the experiment, Simics is used to simulate an Ultra-
SPARC workstation. The simulator reads a file represent-
ing a disk image and boots the operating system contained
therein. The image used contains an installation of Ul-
traPenguin 1.1, including a Linux kernel version 2.1.126. }
We use a very simple timing model, where each instruction
takes one cycle and memory system latencies are ignored.
Figure 3 shows a screenshot from a debugging session,
using Simics’ internal debugger module as front-end. The 4.2. CPU scheduling in Linux
console in the background shows the output of UltraSPARC Linux, being a general-purpose operating system, is not de-
Linux during boot. signed to meet strict quality of service requirements. As a
In order to examine Linux scheduling properties, a small consequence, the CPU scheduler is optimized for through-
synthetic benchmark is executed in the simulated machineput and responsiveness, rather than guaranteed resource
The benchmarkis a CPU bound application with a real-time sharing. Scheduling decisions are made when a process
requirement. It needs nearly all of the CPU each period in changes to or from running state, and during timer inter-
order to meet its deadline. Listing 2 shows pseudo-code forrupts. Scheduling granularity is limited by the distance be
the benchmark. tween timer interrupts, which is 10 ms on the configuration
The benchmark competes withh and and agr ep pro- under study. As our benchmark is very sensitive to schedul-
cess searching through all the files in the local file system.ing variations, we suspect that low timer interrupt resolut
These tasks are supposed to be considered unimportants the cause of deadline misses. In the following section, we
Thus, their process priorities have been set as low as possidebug a period where the benchmark misses its deadline
ble. Despite competing processes, the real-time benchmarko verify our suspicion. We also look at another cause of
manages to meet most of its deadlines. However, a few arescheduling jitter in operating systems, namely interrgpt s
missed, and we will examine one of them. vice latency. We will use our example setup to produce a

i ++)
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time stamped call graph of an interrupt handler invocation. | "™ ™™ | Jweae,, | =" g
1358589276 1679357 timer interrupt benchmark
4.3. Debugging methodology 1360260270 1679357 | tmer memt benchmrk
. . 1360269869 593 scheduler kernel
Temporal debugging of the benchmark works as described 1sso2sa738 14869 | retun to user space kernel
. . . . 1360285101 363 trap number 16 find
in Section 3.1. A missed deadline has been detected by 1zeozssics 67 | systemcal Kernel
. . 1360285444 276 return to user space kernel
watching benchmark output on the simulated console. Once Furhersysiem cafisinfind
. . . . . . 1360293863 888 trap number 16 find
the failing period is located in time, we wish to get an | 1ssozezes1 88 | systemcal Kernel
. . . . A . 1360294823 872 return to user space kernel
overview of time flow during that period. This is obtained | 1sso2e4e79 156 | TLB miss find
. . . . 1360295292 313 return to user space kernel
by setting breakpoints on strategic kernel routines. When @| 1zeoze5203 1| Temiss find
. . . . .y . 1360295303 10 protection exception find
breakpoint is triggered, time, position and currently \eeti 1360299254 3951 | _retumto user space kernel
. Further system calls and 2 more TLB misses in find
process are printed. In the example shown below, break-—zsoo7sser 370 | system cal ind
. . . - 1360980213 6222 interrupt vector exception kernel
points are set in the scheduler, the timer set routine and the 13eoes0236 23 | scslinterrupt kernel
- . . 1360980685 449 return to kernel kernel
timer overflow routine. From the output, presented in Ta- | izsoes0sez 7 | scheduler kernel
. . . ki |
ble 1, we can see th&i nd is scheduled during the period. | 1sses1s70 269 | intermuptveetor sxception bencnmark
. 1360981593 23 SCSil interrupt benchmark
It executes only briefly, but for long enough to make the | 1zeo0s3380 1787 | retum to user space kerel
. . . 1361949276 965896 timer interrupt benchmark
benchmark miss its deadline. 1361949919 643 | retumn to user space kernel
Time since boot ;Irg]\i;:;c:vem Event er?ﬁiiqs currently Table 2 Excerpt from tlme ﬂOW
1348040300 set timer benchmark
1360269869 12229569 scheduler benchmark
1360980692 710823 scheduler find
1373709842 12729150 timer overflow routine benchmark . . . i
interrupt service time, this work could be postponed. How-
Table 1. Scheduling during one period. Time ever, in Linux, it is performed within the interrupt handler
unitis CPU cycles. so that the operating system can schedule the process which

is waiting for this data. Postponing the work would affect
I/O performance and responsiveness of interactive applica

We proceed by inserting more breakpoints to increasetions.
level of detail. The simulator has now been told to break  During interrupt service, function call depth surpasses
on traps and some exceptions, such as interrupts and MMUregister window capacity, triggering traps to software-han
exceptions. We also insert breakpoints at the points wheredlers. The rightmost column of Table 3 shows whether the
interrupt and trap handlers return. Detailed time flow for a function call caused a register window spill trap or the re-
fraction of the period is shown in Table 2. It reveals that turn caused a register window fill trap. Register window
a timer interrupt occurs every 1680000 cycles. Therefore, trap handling is only a small part of interrupt service time.
the scheduler cannot run more often unless the competingHowever, the fact that the traps are noticed illustratestan a
process performs a blocking system call. As our benchmarkvantage of using a simulator. As an operating system is an
is sensitive to even smaller variations than this, it cordirm asynchronously event-driven program, it is difficult to pre
our guess that timer interrupt granularity is the schedulin  dict its execution flow. A user proficientin operating system
bottleneck. internals and computer architecture may guess how to probe

We cannot get further without changing the timer resolu- a real computer system for appropriate and hopefully accu-
tion and scheduling algorithm. Scheduling resolution may rate information. However, most users benefit significantly
be improved by allowing timer interrupts at variable inter- from a detailed view of program flow.
vals [10]. However, experience with such modificationsto  The user can proceed using this methodology, searching
Linux have shown that interrupt service latency becomes afor scheduling jitter in the system. When a temporal hazard
major source of scheduling jitter [9]. is found, he may zoom in on a time window, down to the in-

In the example used above, there is some interrupt activ-struction level if necessary. As a complete system simulato
ity during benchmark execution. From Table 2, we notice provides deterministic execution, this debugging mettsod i
that the second SCSI interrupt takes 1787 cycles to servicerobust and sessions can be authentically repeated.
whereas the previous interrupt was serviced in only 449 cy-
cles. In order to find the difference in service time, simula- 5. Related work
tion is restarted and time breakpoints are set to stop simu-ln many existing real-time operating systems and environ-
lation at these two events. By single stepping through both ments, only conventional, non-real-time debugging tools
interrupt handlers, we find that the first interrupt only Pro- 4re available. These systems may only be used for vali-
CESSes an acknowledgemept. How_ever,.the second 'n,te”uPcBating and debugging functional, not temporal, correctnes
terminates a SCSI transaction, which triggers execution OfHowever, there are vendors providing support for alterna-

the kernel 1/0 subsystem. A temporal call graph for the tive debugging methods. Some of these methods are dis-
second interrupt is shown in Table 3. In order to minimize
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L - Col dration, | Hore The resulting trace is sent over a network to a separate sys-
136 | espinir | tem. This method is intrusive and has a performance impact.
30 | Cespdosiatus Hence, the amount of monitoring is limited. Furthermore,
52 iy ot ease.scsi sgl il it is inflexible, as the receiving system may not query for
potd Soei ol done T o eosesest =gl " additional data [3, 18].
e50 el ot ner o The intrusion issue may be avoided using dedicated
o Tetarn from del i mer 5 ! hardware for bus monitoring. However, it is generally in-
b return tromupdat o i mot o convenient to require extra hardware. Both the hardware
790 Feturn T rom _vake.up 6 and software monitoring approaches put a great perfor-
17 "o devnare mance demand on the receiving system due to high volumes
84 o i il of generated data. Also, the hardware monitoring solution
0% rerurn fromsprince | b only captures memory references reaching the memory bus,
1029 sosi free e o omitting those that hit the cache [7, 19, 23].
1001 endacsl rcauest o o The R2D2 debugger [20] is based on monitoring of soft-
1122 s k.but et upt ot e ware generated traces. It has been extended with a low pri-
1150 ke O Ut eraprodate ) 26 ority task in the target system to answer queries from the
1207 A oy A P P debugger in case the system is idle. This provides some
Frs Bt mor 3 andommess support for interactive debugging. However, this method is
143 return rom _veke.up 2 o not very robust and does not provide any information when
190 rerarn from add.bi kaevr andomess | 219 the system is under stress.
1458 Feturn T om _wake.up 8 Mueller and Whalley [17] propose debugging of real-
1476 Ferura T om _uake.up 6 time applications using execution time prediction. The ap-
Moy Teturn from sost el easecommand | 25 plication is executed in a conventional debugger, supdorte
praed requeve.sdrsavent e 409 by a cache simulator. Time elapsed is predicted by the sim-
1504 Terurn 1vom do.sdr equest " ulator and reported during debugging. However, this pre-
1529 et from e et 7 diction does not take operating system effects into account
1508 rerurn irom eopdone 1043 i and works best for small programs.
10 | retarn trom sopio shase et er i ne 1oes fi The work in this paper is made possible by many differ-
1080 | returntrom handierd ra s fi ent advances in simulator implementation technology, de-
~E LD o veer spece e B scribed in section 2.1 [2, 5, 8, 12, 14, 22]. A few simu-
lator research groups have managed to model a complete
Table 3. Temporal call graph of SCSI inter- hardware system with sufficient detail and efficiency to run
rupt service. Indentation level indicates call commodity operating systems with large workloads [5, 15].
depth. The SimOS project [8] has made similar achievements, al-

though the simulator presented does not model a complete
binary interface and requires operating system modifica-
tions. Due to the accurate timing model provided, complete
cussed below. system simulators have proven to be effective tools for per-
When developing programs for small embedded sys- formance analysis [8, 16, 21].
tems, it is common to use an emulator (tool for executing
programs in foreign environments) as debugging back-end.6. Conclusions and future work

Emulators generally focus on the functional model and do \ye have demonstrated that complete system simulators can
not model components relevant to execution time, such aSpye augmented to provide facilities for temporal debugging

caches._ Thus, a useful temporal model of executio_n ca_nnorof soft real-time aspects of general-purpose operating sys
be provided. Some processor manufacturers provide simUtems and workloads. Since a simulated system operates

lators with cache and pipeline modeling, resulting in good j, an artificial time scale, it can be suspended to allow for
execution time prediction. Prior to recent advances in com- interactive debugging without disturbing the temporakcor
plete system simulation, such simulators were not usefulecmess of the system. Accurate analysis of temporal cor-
for running commodity operating systems and large appli- yoctness is possible, as hardware device interactionstaffe
cations. The tools available have either been too incorplet ing execution time are modeled in reasonable detail. Fur-
to run operating systems or too slow to run applications of thermore, due to advances in simulation technology, com-

realistic size [1, 6]. _ . _ plete system simulators are now capable of running large
Support for non-interactive debugging of real-time pro- commodity operating systems.

grams may be provided by inserting trace generation code. \we have demonstrated the utility of such a tool by an-
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alyzing a well-known design dilemma in Unix schedul-

ing:

Coarse timer intervals provide good throughput but

[10]

can cause poor scheduling decisions. We showed how our
environment can allow the user to identify and isolate an
unsatisfactory scheduling decision, and further analjze i
components.

Complete system simulation will thus enable the con- 12]
struction of a new class of tools for supporting the design

of future hybrid systems. We expect such simulation-based

11]

tools to become a significant factor in adding real-time [13]
awareness to traditional general-purpose operatingsgste
Currently, our environment has only been used in a small
scale. Therefore, user support is limited, and many tasks [14]
should be facilitated or automated. For example, it is possi
ble to build a tool for automatic correlation of time spent
in subroutines to deadline violation, rather than forcing

the user to manually compare time elapsed in subroutines.

Such a tool would indicate which routines frequently trig-
ger deadline misses. Furthermore, the tool can be enhanced

with new temporal-oriented debugger semantics, such as[16]
temporal distance and temporal sequence rules.
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