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ABSTRACT

We present a temporal debugger, capable of examining timedfapplications in general-purpose computer systems.
The debugger is attached to a complete system simulatochwhodels an entire workstation in sufficient detail to run
commodity operating systems and workloads. Unlike tradai debuggers, a debugger operating on a simulated system
does not disturb the timing of the target program, allowiegroducible experiments and large amounts of instrumientat
and monitoring without intrusion.

We have implemented the temporal debugger by modifying th&) @ebugger to operate on applications in a simulated
Linux system. Debugger implementation is difficult becatmedebugger expects application-related data, whereas th
simulator provides low-level data. We introduce a techaeiqurtual machine translation, for mapping simulator data
the debugger by parsing operating system data structutbe simulated system.

The debugger environment allows collection of performastegistics from multiple abstraction levels: hardwaregmop
ating system, and application level. We show how this databsaused to profile quality of service performance of a
video decoder. The debugger is used to detect display, gtel by correlating runtime statistics to image renderimgt

we expose deviations when the application is unable to reardgnage in time, thereby locating the cause of the display
jitter.

Keywords: Complete system simulation, GDB, Linux, operating systeraal-time profiling, Simics, soft real-time
systems, temporal debugging

1. INTRODUCTION

The increasing popularity of multimedia applications placew requirements on application development methods and
tools. Multimedia applications demand both high throughgmrformance and predictable quality of service (QoS), for
example a smooth display of images in a video conference ¢toahort response times in a virtual reality application.
Similarly to traditional applications, multimedia apm@itons are developed in an iterative manner: The develassign

and implement an initial version of the program, which igg¢dsand if it does not meet requirements, they use mongorin
tools, such as debuggers and profilers to understand théethefies. Unfortunately, it is difficult to test, debug, andfie

QoS properties in general-purpose computer systems usisting tools. Traditional testing and debugging toolsfeon
functional correctness, and ignore the fact that multiraeghiplications have soft real-time requirements and ereitlh
timing constraints. Moreover, traditional testing and uighing techniques require that a problem is reproducilvld zae
inadequate for capturing timing-related problems, suclaS deficiencies. Conventional performance profilers focus
on throughput performance, and present subroutine exattithe measurements aggregated over the whole execution.
They are therefore unable to locate subroutines causimuére time jitter.

We propose the use ebmplete system simulatidor analysing multimedia computer systems. By executirgatpli-
cations and operating system in a simulated machine insteadeal computer, we create a robust testing and debugging
environment, which supports detailed, non-intrusive olet®on and performance monitoring. A complete system simu
lator is implemented entirely in software and provides acusate model of all the hardware in a commodity computer
system, allowing operating systems and applications tavithrout modifications. It also provides a timing model and is
able to present execution time flow in the simulated system.
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The benefits of executing a program in a simulator are:

e Reproducibility. Execution in a complete system simulator is deterministiuich allows a programmer to repro-
duce experiments and observe identical executions.

e Visibility. Because the simulated machine is a software model, theddtétte machine, as well as the operating
system and application state, is visible and can be probadyaime during simulation.

e Non-intrusive probing. Probing the system does not affect its execution. Large atsaf statistics can therefore
be collected without changing the timing of the system nanpgmmising measurement accuracy. Because the
simulator executes both the application and the operatstes), the performance and timing behaviour of the
operating system is authentic.

e Flexibility. Parameters that are difficult to modify on real systems, aghardware configuration values, can
easily be changed.

These properties are very desirable when analysing congpleyuter systems, and are difficult to achieve through other
means. There are, however, complications involved withlete system simulation:

e Performance. Most simulators execute programs many orders of magnitudes relowly than real machines,
limiting their use to tiny applications. Recent advancesmplementation technology, however, have led to the
development of simulators capable of modelling completeega-purpose computers with reasonable efficiency
and accuracy, allowing simulation of large worklodfls?

e Mapping data to application level. Complete system simulators model only the hardware in a&sysand pro-
vides a programmer with low-level data, such as physical orgroontents. The application programmer is usually
interested in the application state and contents of theéegdjun’s virtual memory, which is hidden by the operating
system. It is therefore necessary to provide a mapping letwetual and physical memory in order to present
application level data.

e Data collection. A programmer profiling a multimedia application will find fermance statistics from the ap-
plication, operating system, and hardware level useful.irdutation environment should provide programmable
performance data collection from multiple abstractiorelevn the system.

With this paper, we attempt to address these complicatidfespresent a temporal debugger for applications running in
Simics3* a commercially available complete system simulator. THaudger is based on the GNU debugger (GDB),
modified to operate on applications in a simulated Linuxeystand to report time flow in the simulated system. We
describevirtual machine translationa technique for mapping simulation data to applicatiorlldy parsing operating
system data structures. The temporal debugger is demtetstréth an example debugging session of an MPEG video
decoder. We also show an example of how the debugger envinoincan be used to collect performance data from
multiple abstraction levels, and how these data can be wsgudfiling the video decoder.

2. COMPLETE SYSTEM SIMULATION

A complete system simulator is a computer implemented itwswe. It interprets a program’s instructions and lets
the instruction operands refer to a model of machine stateglwincludes register, memory, and disk contents. The
simulator contains a model of all significant devices in a patar. The device models provide the same binary interface
as the corresponding hardware, and the simulator can titerekecute unmodified binaries of operating systems and
applications. Figure 1 shows the components of a completesysimulator. The device models are separate modules,
which can receive input from programmed models or be cormudctthe real world through corresponding devices in the
host machine.

The simulator also provides a temporal model and advanoagaied time after each interpreted instruction. Whereas
the functional model must be almost authentic to run unmedlifirograms, the accuracy of the temporal model can be
compromised without breaking the operating system and@afans. It is therefore possible to trade accuracy foespe
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Figure 1. Simulator components.

by using approximate models. The appropriate degree ofoxppation depends on the size of the workload and the
time scale of its deadlines. For large workloads, a readgraadourate time model is usually sufficient to obtain a cears
understanding of the timing behaviour in the system.

2.1. Reproducibility

A simulated computer is purely artificial and deterministicsimulated system starting execution in a known state will
always execute along the same path. This property is eagembith for experiments and debugging, as it is possible
to reproduce a state reached in execution. A programmergtghg an application’s QoS properties may detect that
excessive time has passed at one point in execution, aradtris simulation to examine recently executed routinesemo
carefully. This technique is similar to the methodologydiga debugging logical correctness of conventional pragga
Because time is part of the state the programmer wishes ify \ieis crucial that temporal behaviour is preserved begw
debugging sessions.

Execution is reproducible only if all input to the simulatedeterministic. The physical world is inherently unpieble,

and the simulator must not communicate with real, unpradietinput sources. Instead, all input sources must be mod-
elled, with traces, synthetic models, or other simulaténsorder to obtain a realistic input feed, the simulator may b
connected to the real world once, with recording enabledthién experiments can then use the recorded trace.

2.2. Non-intrusive probing

In physical systems, measurement of the system gener&digtaits behaviour. This is referred to as firebe effect
Although measurements change time flow in the system, medtimapplications tend to have long periods, and are
therefore not very sensitive to these changes. The probetefbes, however, put a limit on the amount of measurement.
Nevertheless, a temporal debugger requires non-intrysiwbing to achieve reproducible execution. Even a minimal
change in execution time flow could affect decisions in thaiaptions and the operating system, resulting in a coraplet
different execution path.

In a simulated system, the time scale of the system undey &udependent of the time scale of the system running the
simulator. When the user stops execution, simulation ipesaded, and simulated time is frozen. Time distortion due to
the probe effect is thereby eliminated.

2.3. Simics

The simulator used for this work is Virtutech Simits. Simics simulates the SPARC V9 instruction set and models
single or multiprocessor systems corresponding to thewsanehitecture from Sun Microsystems. Simics is also capabl
of simulating distributed systems by connecting multipfeltdated machines to a simulated network.



Simics consists of a core interpreter that offers basicisesy such as an instruction set interpreter, a generat evedel,
and a module for simulating and profiling memory activity. @gramming interface allows the addition of device models,
which may be connected to the real world or models thereof.

Simics supports a simple time model in its default configarat This model approximates time by defining a cycle as
either an executed instruction or a part of a memory or destialt. In this mode, Simics has a rather simple view of the
timing of a modern system, and assumes a linear penalty émteguch as translation look-aside buffer (TLB) missets da
cache misses, and instruction cache misses. Simics ssmdbicient programming of models for the components most
important for performance modelling: cache hierarchigacironisation in multiprocessor machines, and I/O deyice
When simulating at this level of detail, Simics executeggpams approximately 100 times more slowly than the host
machine.

Simics’s programming interface allows the user to add metaited timing models. If an application is constrained by a
particular bottleneck in the system, the user can prograetaildd model of that part and trade simulation performance
for a better model. The performance impact can be signifidadhe user adds an inefficient timing model for a central
component, such as the CPU pipeline. In this case, perfarenaan be improved by switching models at runtime.
Simulation performance can also be improved by saving akgwect of simulation state prior to the interesting part of
an experiment.

3. TEMPORAL DEBUGGING

A debugger allows a programmer to inspect program state.rderdor the debugger to be useful, it must not affect
correctness by changing program behaviour. Also, as debgdg a repetitive task, the user must be able to repeat
sessions, and observe identical execution each time. Bgrams whose correctness depend only on predictable input,
meeting these requirements is straightforward. A debufiyéime-sensitive programs, however, must be able to captu
and replay program time flow without changing it. In this s&tiwe describe how a debugger based on complete system
simulation allows temporal debugging of time-sensitivplagations.

3.1. Simulation-based debugging

A complete debugger setup consists of the debugger progndra garget machine running the debugged program. Fig-
ure 2 shows the different parts of a debugger setup. We retbetdebugger program itself as front-end and to the target
machine/program tuple as back-end. Examples of such taptedJnix programs running in the virtual machine provided
by the operating system, or an embedded operating systensepaaate target board.

A debugger requires a certain set of primitives for probing aontrolling the target machine. Such primitives include
reading memory, reading registers, single stepping, atithgebreakpoints. Adapting a simulator to the primitives r
quired by a specific debugger enables symbolic debuggingeasiulator workload.

In addition to primitives required by a debugger front-etith simulator provides services not normally available in a
debugger. The most important service for analysis of tieesgive applications is the ability to present the timehsf t
simulated system. It enables the programmer to step throodé, checking for both functional and temporal errors.

3.2. User process debugging

In time sharing operating systems, such as Linux, each proguns in a protected environment, with private registers,
memory, and operating system resources. This is referred tavirtual machine In order for a debugger to debug

a program, it needs to control execution and probe stateeottiresponding virtual machine. A traditional debugger
does not implement a controlling and probing mechanisnielt; it uses an interface provided by the operating system,
illustrated in Figure 3. The operating system performs asagy administrative tasks, such as virtual memory traiosla
and virtual register lookups. It thereby exports an image obnsistent virtual machine to the debugger.

As a simulation-based debugger runs in a different opegagirstem than the target process, it cannot use operating
system services to probe the target, and is restricted tolator services. The simulator provides primitives forlpirg
hardware state, such as register, memory, and disk confeis information is useful for probing the operating syste
itself, which is the program running directly on the hardecawithout post-processing, however, the information is no
useful for analysing user space processes.



NE

application | debugger adapter |
program “:debugger A&N - | :
- " virtual g
. debugger elionl
machine broker ! “gdb’
1 | translator \
|
|

.....operating system .

Simics | @ - - _____ |

Figure 3: Traditional debugger.
Figure 4: Simulation-based debugger. Arrows represent directiéuasita queries.

In order to support debugging of processes in the simulatsts, we introduce an intermediate filter between the de-
bugger and the simulatorgebugger adaptefThe debugger adapter consist of two modulegttaal machine translator
(VMT)* and adebugger broker The VMT is responsible for answering debugger queries fdual machine state.
Queries for memory content refer to virtual addresses, aust ftoe translated to physical addresses. The VMT performs
this translation, which is otherwise provided by the opeamsystem. It starts by looking up the head of the process lis
which is a global variable whose address is found in the Rkesymabol table. It finds the appropriate process entry by
following pointers referring to data structures in the siated memory. It proceeds in the same way in the processis pag
table until the mapping for the virtual address is found.hé page resides in physical memory, the VMT queries the
simulator for the contents and responds to the debuggédrel§bught page has been written to disk, the VMT needs to
walk the kernel data structures further to find which diskdala was written to, and query the simulator for disk congent

The debuggers are separate programs, communicating veitNiT via the debugger broker, which supports concurrent
debugging of multiple processes in the simulated systere.brbker keeps state for each debugger connected and maps
debugger queries to the corresponding virtual machineoritrols simulator execution, stepping forward only when al
connected debuggers are ready to execute. The setup is shdvigure 4. The debugger broker also makes sure all
debugger breakpoints refer to physical memory. It maigtaitist of breakpoints in use and inserts (removes) sinariati
breakpoints when code pages are mapped (unmapped) to @hysmory.

3.3. Virtual machine translator implementation

Writing code for parsing data structures of a simulatedesysis a tedious and error-prone process. It is possible to
simplify and automate the task by reusing information al#é in the operating system kernel’'s debug symbol table. Th
symbol table contains information on the size and memorguapf all types defined in the kernel source code. We have
implemented a meta-tool that uses a symbolic debugger & @asymbol table, and generates a C++ class for each type
found in the table. The code generated includes routinesfostructing objects by probing simulated memory. Thisscod
generator provides a programming environment with strgpgng, enabling compile time checking for simple mistakes.

It also facilitates performance optimisations, for exaenghched variable lookups or lazy memory probing. Moreover,
the Linux kernel is written in C, which is a subset of C++. Déifons from the kernel source code can therefore be reused
with little or no modification. The dependencies between Vivddules are illustrated in Figure 5.

The Linux-specific module for parsing kernel structuressitbe generated code whenever it needs to probe kernel mem-
ory. Itis therefore independent of the exact code layout,rseds to query the simulator directly only occasionallyisT
independence provides some portability and robustness phiting to new architectures or kernel versions.

3.4. Temporal debugging example

As a demonstration of debugging soft real-time applicatjove present examples from a debugging session of the MPEG
video decodenpeg_pl ay.?! The decoder displays a video clip with a frame rate of 30 fryper second. In this
example, Simics is used to model an UltraSPARC workstalitne. simulated machine boots from a disk image containing
an installation of UltraPenguin Linux 1.1. The system isf@ured to run the MPEG decoder at boot. The system also
runs standard Unix daemons and, in order to make the workiuaeé complex, a CPU-bound background task with low

*The VMT has previously been briefly described by the author.



— -1 Console on ttya -0 X

Type:  Direct-fccess ANST 5CSI revisiony Ol
Detected scsi disk sda at scsil, channel 0, id 0, lun
Wendor: simics Hodel: Dum disk{tm} Rev: 000L
Type:  Direct-fcress GNST SIGT rawisions M
Detected scsi disk ¢ — gdb -0 oX

22;5:‘]}?22;??:; %IS: Thiz GDB was configured as "—host=sparc-sun—solaris2,7 --target=sparc-simics-si

SC51 device sdas hor| -1,

espl; Disabling DI todb-sim} target os-sim

051 device sdb: hdl Connecting to localhost (21876, connected,

PPP: wersion 2,3.3 tgdb-sim} info sim-process

TCP compression cod W10 FID PPID FRID SIZE  RSS STATE  START COMMAND

PPP line disciplire 20 934k SEEK  SLP 00:00:22 init

Partition check: 2 0 0 SLP 00:00:23 kflushd

sdatTey 08300 Sun « SLP 00200323 kswapd
| unknown partition 1

zdbt sdbl sdb2 sdb
! YFS: Hounted root &
! INIT: version 2,71 L
1 Activating swap part
| Adding Suapt 129352}
1 hostname: lector.my
| Checking root files:
!
!
|
|
|

20 1832K 1080K  SLP 00107113 ro
20 1032k 632K SLP 00:07:35 suslogd
20 04k 53K SLP 00:07:41 klogd

1
1
1
) . 1
Virtual machine translator 1
B2 1 20 1M GOOK  SLP 00:07:54 atd
1
]
57

20 1224K 704K SLP 00:08:03 crond
20 1604k 904K SLP 00:08:03 S331ocal

kernel probe - - - probe 20 1300K 1040K  SLP 00308114 startup,sh

14 103 20 1800K 1040K  SLP 00:08:15 startup,sh

coococoocoocooooo
73
ma

Simics —

T P e ek 105 103 20 3400K 1064K  CPU 0DZ0B:15 wpeg_play
| ) LrshiniEork oxta] Fi 106 104 1 830K 480K RUN 00:08:16 perindic
1| Linux kernel /deursdbls clean, 2
[

Turning on user and todb-gim} attach 109
Femounting ract £il¢ Fttached to 105, . o
Checking Filesystem: Reading symbols from shosts/sarumanssimics/lectorsusr/¥11RE/1ib/1ib¥ext,s0.6, .,
777777777777777777777 i , done.
Eﬁ;gé}ﬁé%ﬂ%ﬁgzl Loaded synbols for fhostsszarumandsimicsslectorsusrsH11RE/Libs/ libKext =0 B
,,,,,,,,,,,,,,,,,,, I Reading symbols from fhosts/saruman/simics/lectorfusr/¥11RE6/1ib/1ibX11, 50,6, , .
, done,
?3%?;;90?3;’.25‘ Loaded sumbols for fhosts/saruman/simics/lector/usr/X11RE/1ib/ 110811, 20,6
. . . . Setting clock: Thu | Reading symbols from shosts/zarumanszimics/lector/libs/libm,=o,E, . done,
Figure 5. |mp|ementat|on of the virtual machine translate gasiing swep space, Loaded sunbols For Ahosts/sarunan/sinics/lectors1ib/Tibn, so,5
. . Initializing random Reading symbols from hosts/sarumanssimics/lector#lib#libe,=so,B,, done,
Solid arrows represent data queries. The dashed arrow | mir: tntering runl Loaded sunbale for thosts/sarunan/sinics/lector/11b/T1be.z0.5
. Initializing random Reading symbols from Jhosts/sarumanssimics/lectors/libs/ld-1linux,so0,2,, done,
resents Code generat|on Starting system logebeaded sumbols Far ‘hosts/sarumand/sinics/lector/lib/1d-linux,s0,2
Starting at dagmons | 9x191ed in ParseRecorBlock (n=17, wid_stream=0x11al60} at parseblock.c:300
Starting cron daemor SO0 TECODE_DCT_COEFF_MEXT(run, lewell:
Starting background {gdb-sin} ba;ktrace .
Starting npeg_play  *0 Ox19led in ParseReconBlock (n=17, vid_stream=0x11a160} at parseblock,ci300
#1  0x1B580 in ParseMacroBlock (vid_strean=0:11al60} at video,ci2236
#2  0x1259c in mpeaVidRsrc (time_stamp=0, vid_stream=0x11alB0, first=32,
xinfo=0x116664) at video,c31315
#3  0x230c8 in main (arge=1140308, argu=0x116654) at main,c:929
tgdb-sim} print $sim_time
$1 = S77000000
{gdb-sind |

data parser

Figure 6. Temporal debugger user interface.

priority. The startup sequence is shown in Figure 6. The win¢h the background is the simulated console, showing
output from UltraSPARC Linux during boot.

We have executed simulation forward until the video decdslstarted, and attached GDB to thpeg_pl ay process.

In order to present simulated time flow, the modified GDB pdegi a magic variabla,i mt i ne. Whenever the variable

is referenced, GDB queries the simulator for the number ofas/executed since boot. As the variable is integrated into
GDB, it can be used as any other program variable, for exampBDB scripting or for conditional breakpoints. Other
types of simulator information, such as hardware or opegadystem statistics, can be presented in a similar fashion.

Listing 1 shows how we set a breakpoint at the routime@cut eDi spl ay, which is called at the end of the rendering
loop. We use thai mt i me variable to check whether the decoder was able to renderrdwiopis frame in time. The
machine runs at 225 simulated megahertz, and must thenefoder a frame in less than 7.5 million cycles to display
frames without jitter. If this deadline is missed, the imagk flicker, affecting the perceived quality of the applitn.

A short GDB command sequence locates the first missed deddlins.

When a missed deadline is found, the user can restart thimseswd investigate the unsatisfactory behaviour in detail
As the simulated machine is deterministic, an identicataken will be observed.

4. PROFILING REAL-TIME APPLICATIONS

A profiling tool assists a programmer in deciding where in agpam to make optimisations. The most common type

of profiling tool is the performance profiler. It measures@x@n time spent in different code sections, and shows the
programmer where the majority of execution time is spentisTélls the programmer where to concentrate his efforts

to improve program performance. Certain advanced profdés collect statistics on how well hardware or operating

systems resources are used. Such statistics may explaia whggram fails to meet performance expectations, and are
used to suggest to the programmer how to modify the program.



Listing 1 Example of locating a missed deadline. o ' ' ' ' '

(gdb-sim break ExecuteDisplay 8 deadline -

Breakpoint 1 at 0x200cc: file gdith.c, line 942.
(gdb-sim continue
Cont i nui ng.

Breakpoint 1, ExecuteDisplay (vid_streanr0x11al60,
frame_i ncrement =1, xi nfo=0x116654) at gdith.c:942

942 if (xinfol=NULL) display=xinfo->display;

(gdb-sin display $simtine

$1 = 979949561

(gdb-sin) set $start = $simtine

(gdb-sim commands 1

Type conmands for when breakpoint 1 is hit, one per Iine.

End with a line saying just "end".

>si | ent

>printf "Frame conpleted at %, in % cycles\n", $simtine, \

$simtime - $start

>if $simtinme - $start > 7500000
>printf "Deadline missed\n" 1r P
>el se
>set $start = $simtine 0 N N N N N
>conti nue

Zend 332 334 336 338 340 342

;ggg_y m continue OrderedDitherimage time (thousand cycles)

Cont i nui ng.

Frame conpl eted at 980856912, in 907351 cycles

Frame conpl eted at 981744876, in 887964 cycles

Frame conpl eted at 989462277, in 7717401 cycles . . . . . .
Dead i ne mi ssed Figure 7: Correlation to OrderedDitherimage execution time.

(gdb-sim

~
T

[T S H e
L

Iteration time (million cycles)

When optimising soft real-time applications, the prograen@ims to minimise the number of missed deadlines. Tradi-
tional profiling tools are inadequate for this purpose, &y thresent total time spent in a code block, measured over the
whole execution. Instead, a real-time profiler should predéferences in execution times between iterations wihen t
deadline was missed and iterations when the deadline waslimstpresentation gives the programmer a hint as to which
routines he should modify to eliminate deadline misses.

4.1. Source code profiling example

We will try to explain why the video decoder missed some deadlin the example in Section 3.4 by measuring and
comparing time spent in a subroutine. By runnimgeg_pl ay in a conventional performance profiler, we observe that
most of the execution time is spent in the funct@mder edDi t her | mage. We set breakpoints at the start and end of
this function and measure execution time for each iteratiith a simple script (similar to that in Listing 1). The retul
are shown in Figure 7. The axes correspond to execution tpeatsnOr der edDi t her | mage and rendering time
for the whole frame. Surprisinglyyr der edDi t her | nage executes in constant time — except for a few odd values,
caused by interrupts and page faults — and there is no ctiaelaetween a deadline miss and execution time spent in
this function. This illustrates that conventional profiere inadequate for profiling soft real-time applications.

We could continue searching for causes of missed deadlineshsuring execution time spent in other functions, hoping
they would show better correlation. Instead, we will pregenw to perform instrumented profiling by correlating deadl
violations with other metrics.

4.2. Instrumented profiling

Execution time for a code section may differ between iteratj even though the program executes along identical paths
In a general purpose operating system, the stochastic lmeliaxf the memory hierarchy, 1/0 devices, and competing
processes affects execution time in unpredictable ways.

Variations in execution time between iterations may be @&xgld by counting system events, and comparing event-statis
tics for each iteration with execution time. We collect stiéts from different levels in the system using differergtinods.

e Hardware level. The simulator counts performance-related hardware eveusrring in the simulated machine.
Events counted include cache misses, TLB misses, and If@acsions.

e Operating system level.The virtual machine translator is able to collect three g/pstatistics.



— Event count. Some operating system events, such as pagedadl| context switches, have great impact on
performance. These are counted by inserting a breakpoatorresponding kernel routine, for example the
scheduler. Whenever the breakpoint is triggered, the es@umtter is incremented.

— Kernel variable values. Kernel variables may be sample@hgling simulated memory, and the addresses are
found in the kernel symbol table. The process identifier ef¢hrrent task is an example of a useful kernel
variable.

— Computed kernel variables. Variable values that are noilabla immediately in memory are calculated
using a specific routine for each variable. A traditional uigdper would execute code in the target machine to
perform such computations. This method is unacceptabke$onulation-based debugger, as it would modify
the simulation and make it non-deterministic. Instead,uber must implement a lookup routine for each
computed variable. The length of the run queue is an exanigleomputed kernel variable.

e Application level. The user may choose to include statistics from applicati@nts and variables in the same
way as for the operating system. Routines for collectingliepion statistics are best implemented on top of
the debugger interface, since the debugger services atedde probe application state. The code generation
techniques used for implementing the virtual machine tedas(described in Section 3.3) are applicable also for
programming application level probing.

The ability to collect execution statistics from multipkevels in a computer system is very useful. It allows efficient
problem solving without requiring knowledge about the maiof the problem. Most performance tools collect data from
a single level, and therefore require that the programmewlsnwhich tool to use and where to look.

4.3. Instrumented profiling example

We will proceed with explaining the missed deadlines in theBM& video decoder by correlating statistics from the
application and operating system level.

An MPEG stream contains a compressed representation of fidmes. Some frames are encoded as a JPEG pictures
(I frames). Other frames are represented only by the diffiegeo past or future frames (P and B frames). The decoder
handles each frame type in a different way. Thus, decoding i$ probably dependent on the frame type. In order to find
out whether most deadline violations occur for a particfdame type, we instruct the debugger to break at each iterati
and print the variable containing the frame type code. Thmidger commands are shown in Listing 2.

The results, shown in Figure 8, indicate that most deadlioktions occur while decoding | and P frames. This implies
that the programmer afpeg_pl ay should concentrate optimisation efforts on the code execdtring | and P frame

9 T T T

Listing 2 Reading application variables.
8 % + deadline b
(gdb-sim Iist video.h: 99 i 3
97 /= Macros for picture code type. */ — | * |
98 g7 .
99 #define | _TYPE 1 ©
100 #define P_TYPE 2 36+ + i
101 #define B_TYPE 3 c
(gdb-sim break ExecuteDisplay 2 i
Breakpoint 1 at 0x200cc: file gdith.c, line 942. E 5F 7
=
(gdb-sin set $start = $simtine Q4L i
(gdb-sim commands 1 £
Type conmands for when breakpoint 1 is hit, one per Iine. =
End with a |ine saying just "end". o 3r -
>si |l ent T
>printf "Frame nunber %", Total FrameCount °
>printf ", type %", vid_stream >picture.code_type = 2r b
Sprintf ", %l cycles\n", $simtine - $start
>set $start = $simtinme 1t . 4
>cont i nue
>end
(gdb-sim continue 0 L L L
Cont i nui ng. P B
Frame nunber 9, type 1, 7933769 cycles
Frame nunber 10, type 3, 7179460 cycles Frame type

Frame nunber 11, type 3, 67308 cycles
Frame nunber 12, type 2, 7364510 cycles
Frame number 13, type 3, 6062254 cycles
Frame number 14, type 3, 6742310 cycles

Frame nunber 15, type 1, 7897064 cycles Figure 8: Correlation to MPEG frame type.
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Listing 3 Measuring context switches.
8 r deadline

(gdb-si m break ExecuteDi spl ay

Breakpoint 1 at 0x200cc: file gdith.c, line 942.
(gdb-sim set simos context-sw tches on
(gdb-sim continue

Cont i nui ng.

Context switch from105 to 106 at 981749467.
Context switch from 106 to 105 at 987309788.

Breakpoint 1, ExecuteDi splay (vid_stream0x11al60,
frame_i ncrenent =1, xinfo=0x116654) at gdith.c: 942

q942 if (xinfo!=NULL) display=xinfo->display; L

(gdb-sim rrame type

Iteration time (million cycles)

P x

B
O 1 1 1 1 1 1 1
0 1 2 3 4 5 6 7

Time spent in other processes (million cycles)

Figure 9: Correlation to time spent in other processes.

decoding. Optimising code performance is often difficutiwever, and the programmer may want to tune other system
parameters to improve application quality. Figure 8 shdwas tendering time varies, even for frames of the same tyme. W
suspect that this variance is caused by the backgroundlioadder to measure the amount of CPU resources consumed
by the competing program, we instruct the simulator to inadareakpoint at the point where Linux returns from kernel to
user space, and inform us whenever a new process is schediiliscorocedure is shown in Listing 3. A comparison of
rendering time and time spent in other processes is showigimrd-9, indicating a clear correlation. Therefore, limgi
CPU usage of other processes, for example by using a realstmeduling policy, may improve application performance
in the scenario presented. The correlation can also be eefiielet, if the application spends a large amount of time
waiting for 1/0. By measuring time spent on blocking systeaiis; the programmer can find out whether the application
misses deadlines because of /0 wait. He can continue Valiplais theories this way, through further measuremends an
correlations, until he has obtained sufficient understagdf the causes of deadline violations.

5. RELATED WORK

Apart from multimedia applications programming, there afteer contexts in which temporally correct and determiaist
debugging is useful. The real-time research community basecup with many proposals for capturing and reproducing
program time flow, mostly focusing on embedded systems. figales for preserving time flow are also of interest in
parallel programming research; in order to recreate racelitions, programmers debugging multithreaded appbcesti
need to preserve thread scheduling decisions, which aadlystggered by timer interrupts.

Developers of programs for small embedded systems comnuselyan emulator (tool for executing programs in foreign
environments) as debugging back-end. Emulators gendrailys on the functional model and do not provide a time
model, which is necessary to avoid intrusion and to repredigssions. Some vendors, for example Motdrated Wind
River?> provide simulators with models of caches and CPU pipeliesyiting in good execution time modelling. The
tools generally available are either too incomplete to ranegal-purpose operating systems or too slow to run desktop
applications. The performance of such simulators can beased by using special hardware suppbrt.

Support for non-interactive debugging of real-time pragsamay be provided by logging execution to a trace, which
is sent over a network to a separate system. The trace mayrissaged by dedicated hardwaré$ 231,32 which

is inconvenient and inappropriate for modern processomra/the results of most program operations are contained in
caches and thereby hidden from the monitoring hardwareze€Eraan also be generated in software by additional program
code 2327 run-time systent; '° operating systert®:2° or by an external monitoring prograh. Generating a trace

in software is intrusive, and the amount of monitoring isited. The problems regarding intrusive monitoring andteda
research has been further described by MarinééciMoreover, data exploration in traces is limited to the datasgt
collected, unless the program execution is reproducible.



Mueller and Whalley present a debugger for real-time apgibns, which is complemented by a cache simulator predict-
ing program execution tim& The debugger operates on a running program, and the cachiagimestimates execution
time by inspecting memory references. This approach igtimge spent executing the operating system and only works
for programs whose execution flow is independent of elapses t

In order to provide reproducible debugging sessions fol-tisee and multithreaded applications, a technique called
deterministic replayhas been proposed. A monitoring system collects informaiimapplication input and events driven
by the clock, such as interrupts and scheduling decisionbieWthe system is executed in a debugger, the input is
taken from the recorded trace, and all clock-based eveateeptaced with the events recorded in the trace. The timing
information and interleavings of events in the original@xton are thereby recreated. The monitoring and replatesys
can be implemented in the operating systénrun-time system? 22 or by using hardware suppoit.

The work in this paper is made possible by many different adea in simulator implementation technolot$.10: 13, 14, 26

A few simulation research groups have managed to model aletetrdware system with sufficient detail and efficiency
to run commodity operating systems with large worklo&d®. The SimOS projeét has made similar achievements,
although the simulator presented does not model a compleetinterface and requires operating system modification
Due to the accurate timing model provided, complete systiemulators have proven to be effective tools for perfor-
mance profilingt®2%:2>  Herrod presents examples of simulation model accuradgpeance trade-offs and dynamic
switching of timing models in SIMO%. Gibson et al. have validated the SimOS simulation models p&rformance
measurements on real machirfes.

6. CONCLUSIONS

We propose using complete system simulation as a platforte$ting, debugging, and profiling of programs with quality
of services requirements, such as multimedia applicati@ysadapting the GNU debugger to operate on applications
in simulated Linux systems, we have created a determirastichon-intrusive debugging and monitoring environment.
The debugger is able to present application time flow, armhalicollection of performance statistics from the hardware
operating system, and application level.

A symbolic debugger expects application level data, and itécessary to translate the low-level data, provided by a
simulator, to data useful to a debugger. The main contaloutif the paper is virtual machine translation, a technique f
performing this translation by traversing data structunethe operating system kernel.

We demonstrate how the temporal debugger can be used totesplay jitter in an MPEG video decoder. We also show
how the debugger makes application and operating systemads visible during simulation, and how runtime statisti
from different system levels can are correlated to deadtiises in the video decoder, thereby explaining the caufses o
display jitter.

Currently, the temporal debugger environment supportsuakexamination, or simple automated operations using GDB
scripts. A programmer would benefit more from an automatedilpr, visualising correlations between missed deadlines
and many different types of statistics, for example cacheseas, function call arguments, page faults, and branch deci
sions. As the debugger environment allows non-intrusiebiorg, an automated tool could measure large amounts of data
eagerly, without compromising accuracy.
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