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1 Introduction

This a progress report on “Algorithms and applications of probabilistic reliable broadcast” of work
package 2. We present here the work done in the context of reliable broadcast of events to the inter-
ested processes.

A broadcast scheme which can disseminate events according to their content to the interested
processes is quite useful in a practical setting. In these event dissemination systems [3], information
consumers, called subscribers, register their interest to specific events in order to be asynchronously
notified of any event matching their subscription. A key functionality of event-based systems is to
provide subscribers with the ability to receive only events they are interested in. To this end, it is
desirable to perform filtering according to the content of the event. Subscribers specify their interests
using subscription filters, generally consisting of a number of predicates. Systems that provide this
feature are also known as content-based publish-subscribe systems [3], and are considered for many
applications such as stock exchange notifications and sensor networks.

In this context we worked on an event filtering scheme called GosSkip which is built using a
genuine P2P model. In GosSkip, subscriptions filters are organized according to a lexicographic order
to form a P2P structured overlay so that published events are efficiently routed in limited number of
hops (N being the total number of subscription filters), to interested subscribers. We build such a
structured overlay network using gossip-based techniques. Gossip techniques have been successfully
used in database maintenance [2], multicast [1] and routing tables management [9]. Our structured
overlay network eventually forms a “Skip list [6, 5] As in Skip Net [5], GosSkip has the important
property of preserving content locality in the semantic space.

2 Dictionary-based Model

GosSkip relies on ordering subscription filters. We define a dictionary-based subscription model
where subscription filters can be arranged to introduce a dictionary like order to these filters. As
shown in Example 1, a filter consists of a set of predicates. Each predicate has a 3-tuple, attribute,
value and operator. It is possible to order the values of a given attribute whether the values are of
type numeric, string etc. As a result, a set of predicates related to a given attribute can be ordered:
Example 2 shows the left most predicates of the filters f1, f2, 3, f4, ordered according to the alpha-
betical order of the values while the right most predicates of filter f2, f3 are ordered according to the
numerical order of the values. Based on this, the filters can be ordered by ordering predicates starting
from the left most predicate and progressively ordering the filters according to the other predicates till
the right most predicate. As a result, we have the following order for the filters: f3 < f2 < f4 < f1.

Example 1 An example set of subscription filters:

fl = (class, weather, =), (country, Switzerland, =)
(city, Geneva, =)

f2 = (class, auctions, =), (category, vehicle, =),
(type, cars, =), (year, 2003, =)

f3 = (class, auctions, =), (category, vehicle, =),
(type, cars, =), (year, 2002, =)
f4 = (class weather, =), (country, France, =)

(city, Paris, =)
Example 2 Ordering Individual Predicates:

(class, auctions, =) < (class, weather, =)
(year, 2002, =) < (year, 2003, =)



PEPITO, Deliverable No: D2.5 IST-2001-33234 2nd March 2005

To perform this ordering, peers also need to agree on the predicate order. This can be specified
according to a lexicographic order based on attributes names or at the advertisement phase of the
events by the publisher before any event is published. It is very common that applications rely on a
well defined set of attributes, known by all peers. For example, requests in P2P file sharing systems
contains attributes such as title, associated with the operator contains and size, associated with the
operator >. All requests are made tacitly according to this model.

Once subscription filters are ordered, they are mapped to the overlay structure as discussed in
Section 3. Subsequently, matching events can be forwarded using GosSkip to interested subscribers.

3 Gossip-based Structured Overlay for Efficient Event Filtering

GosSkip is a structured P2P overlay where peers are related to subscription patterns. A peer, and its
location in the overlay structure, is defined by its subscription filter. We now describe how GosSkip
is constructed using gossip-based techniques. We then describe peer insertion, deletion and event
management.

3.1 Overlay Construction

To simplify the presentation, we assume that there is a one-to-one mapping between subscription
filters and nodes, although there might be several subscriptions filters per physical node®.

GosSKip organizes subscription filters in a structured P2P overlay in such a way that their asso-
ciated data items form a sorted linked list like structure. Search for data items may be done simply
by traversing the list. Obviously, as the system size increases, the search becomes inefficient due to a
large number of hops. To circumvent this issue, longer links (such that a link can skip over number of
nodes) between peers are established as in Skip lists so that a search requires only O(log N) routing
hops [6, 5]. In other words, peers require to be aware of their immediate neighbours in the sorted
list and of only few other peers located at increasing distances. Links to immediate neighbours are
straightforward to implement once a peer has located itself in the sorted list. We present below how
to create long links.

Establishing Long Links. GosSkip relies on gossip messages to construct long links. To minimize
the overhead of these gossip messages, it is possible to piggy-back them over heartbeat messages (or
even application messages) as used in the maintenance of most P2P networks. Each node periodically
sends messages to the nodes on the right hand side first, as shown in Figure 1. 2

Each message consists of a collection of entries. Each entry is composed of an identifier (e.g.,
IP address; 1d1 in Figure 1), its associated data item (e.g., a filter; d1 in Figure 1) and a counter.
Periodically, each peer forwards a subset of the entries it receives during the last period. A peer also
adds an entry with its own id, data item and the counter set to zero along with the forwarded entries.
Each peer increments the counter of every entry it receives before forwarding it. Once received, if the
counter at peer P is equal to k-1 (k is a configurable system parameter and in Figure 1 we consider &
as 2) the entry is not further gossiped (by simply removing it from the message) and peer P adds, with
probability p, the peer associated with the removed entry together with the information associated
with that entry to its neighbour list (e.g., as in Step 3 of Figure 1, peer 3 adds Id1 to its neighbour

LIn the rest of the paper, we call a participant of the overlay, a peer.
2For simplicity of presentation, we show nodes forming a linear structure but nodes can form a circular: in other terms,
if there are only 5 nodes in the network, node 1 and 5 are neighbours forming a circle.
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Figure 1: Gossip-based construction of the GosSkip overlay network.
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set together with d1). Peers have neighbours on right and left hand sides, maintained respectively in
rightward- and leftward-neighbour lists.

Note that, as a result of removing entries from messages, once the counter reaches parameter k-1,
the size of the gossip message (in terms of entries) is limited to k entries irrespective of the network
size. At the end of this process, peers know, with probability p, about other peers that are &£ hops
away, on the left hand side. This process is depicted in Figure 1: for simplicity, & is set to 2 and
p = 1. Following the terminology used in [6], we call the immediate neighbours (i.e., one hop away),
level-0 neighbours and the neighbours that are k& hops away level-1 neighbours: for example, as in
Figure 1, node 1 and 2 are level-0 neighbours while node 1 and 3 are level 1 neighbours. Likewise,
each message is associated with a level representing the level of the neighbours between which the
message is sent. By having higher value for p we can introduce high redundancy in terms of neighbors
and links: but this consumes more memory at each peer. On the other hand by reducing p we can
reduce the memory consumption but at the cost of redundancy. Without loss of generality in the
following sections, we consider £ = 2 and p = 1 for simplicity of presentations: but indeed we can
set these parameters to other suitable values.

Higher Level Gossip Messages. To add more longer links (that skips over even more number of
peers), peers gossip similar set of messages but only among level-1 neighbours. Note that level-0
messages are forwarded from left to right: as a result, peers on the right come to know about peers on
the left. Hence peers can forward level-1 messages leftward. In short, if the level is an even number,
the message is forwarded to the right: else to the left. Once a level-1 message with counter set to 0
is received by a peer, that peer learns about another peer on the right that are & hops away (e.g., in
Figure 1 peer 1 learns about peer 3 when peer 1 receives a level-1 message from peer 3).

Following a similar protocol, the entries in these specific messages are stopped for further for-
warding when the counter exceeds k. Whenever an entry is stopped from being further forwarded by
a given peer, it adds the associated peer of the entry as a level 2 neighbour.

Peers with their level 0, 1 and 2 neighbours are shown in Figure 1. The lines in Figure 1 depict
paths of the messages and also the long links between peers. For simplicity, only a limited number
of links are shown: in reality each peer can have level 0, 1 and 2 neighbours. This scheme can be
further extended to form links of greater length by gossiping another set of messages among level 2
neighbours and so on: in other words, additional links will be automatically constructed as the system
size grows. The number of links maintained by a peer is bounded by 2log N.
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1. upon RECEIVE (message msg) with msg.level=[ by peer i

2: out-buffer; « null
3: for all entities e € msg do

4:  ife.counter =0 AND! #0then
5: if I MOD 2=0 then 1: Atpeeri
6: leftward-neighbours.add(l,[e.peer-id,e.peer- 2: for all neighbours in level I € [0..maz] do
value]) )
7. dse 3:  foreachts (I+1)secdo
) - e iy : 4: msg < out-buffer;
8: \r;;:’;v]v)ard neighbours.add(l,[e.peer-id,e.peer 5. e < [myID,myValue,0]
. ; 6: msg <— msg U {e}
9: end if
10:  endif 7 msg.level <1
L 8: if I MOD 2=0 then
11: if e.counter = k-1 then 9: send msg to immediate rightward-neighbour at
12:  ifI MOD 2=0then ' ovel 1 g 9 e
13: leftward-neighbours.add(l+1,[e.peer-id,e.peer- 10 dse
14: els\[/ealue]) 11: send msg to immediate leftward-neighbour at level
) : . - l
15: rightward-neighbours.add(l+1,[e.peer-id,e.peer- 12: end if
value]) )
. . 13:  endfor
16: end if 14: end for
17:  ese . —
18: e.counter « e.counter+1 (b) Message emission
19: out-buffer; «— out-buffer; U {e}
20:  endif
21: end for
(a) Message reception
Figure 2: GosSkip Overlay Construction
3.2 Algorithm

The pseudo-code for the gossiping algorithm is presented on Figure 2. To present the algorithm in
a general form, the data item associated with the peer is referred as the “value” (e.g., peer-value,
myValue): in our case it refers to the subscription filter.

Message Reception. Figure 2(a) shows steps carried out by a peer when it receives a message of
level 1. Once a gossip message is received, one out of two possible link types are created. In the first
link type, links skip number of peers as discussed earlier. These links are constructed if the counter of
a given entry is set to k-1: then the associated value is added to the relevant (either left or rightward)
neighbour list (Figure 2(a) line 11-17) and the entry is no longer gossiped. For example, if the level of
the message is an even, leftward neighbour list is updated (e.g., for a message at level 0, a neighbour
at level 1 is added to leftward list if the counter has reached k-1). If the counter is less than k-1,
the counter of the entity is incremented (line 18) and it is added to the out going buffer (out-buffer;)
corresponding to the level [ (line 19).

The second link type connects immediate neighbours in a given level. For example, peer 1 and
2 are immediate neighbours at level 0; on the other hand peer 1 and 3 are immediate neighbours at
level 1. Whenever the counter of a given entry e is set to 0, e corresponds to an immediate neighbour
at level . Then depending on whether the [ is an odd or even, the corresponding neighbour list is
updated as shown in line 4-10 (level O links are managed when nodes join and leave which is not
shown here). For example in Figure 1, if peer 1 receives a level 1 message from peer 3, peer 1 adds
id and value of peer 3 as the right hand neighbour at level 1.
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Message Emission. Figure 2(b) shows the message forwarding algorithm. For all the neighbours
at each level messages are forwarded periodically in the relevant direction. The period of forwarding
depends on the level: lower level messages are gossiped more frequently. As a result lower level links
are maintained with more accurately (in terms of link length) in the presence of join/leave of peers.

The buffer out-buffer; contains the entries received during the last period: a message is constructed
containing all the entries of this buffer (line 4). An entry corresponding to peer ¢ is also added to the
message (line 5-6) with the associated counter set to O (line 5). The level of the message is set
accordingly (line 7). Each message has a direction according to its level (line 8-12): for example, as
in Figure 1, level 0 messages are sent rightward.

3.3 Joining and Leaving

When a peer wants to join GosSkip, it simply sends a j oi n message to a peer already participating
in the system as in most insertion algorithms [7, 8]. The join message progresses in the sorted list
until the peer location is found and the peer is then inserted still preserving the sorted order. As the
gossip messages are exchanged in the systems, the peer is gradually integrated in the neighbour lists.
When a peer wishes to leave the system, it just stops gossiping messages. Besides, its neighbours
detect their neighbour failure and therefore removes it from their list of neighbours: a new level 0 link
is created by peers besides the failed/departed peer.

If a physical node hosts a large number of subscription filters, there might be some scalability
issues with regards to the state needing to be maintained. However, this issue remains manageable
since the physical node imposes itself the load.

3.4 Event Routing

GosSKip is used to determine how to route events to matching subscriptions. Note that subscription
filters are treated like any other values stored in the sorted linked list in the overlay. Hence event
routing is similar to finding a value in the linked list. In other terms, in GosSKkip, events are forwarded
along the overlay network until the peers that are interested in the event are reached. We consider
that peers publishing events are either part of the overlay or are able to contact a peer participating
in the overlay. The event will then be automatically and efficiently be routed to either one of the
matching peer if any or to a close peer. Forwarding of events should be terminated when there are
no more matching subscriptions. Thanks to the content locality of the structured overlay network, it
is feasible for a given peer to decide when to forward and when to terminate the forwarding process
using only its local knowledge. The absence of any interested peer can be detected since each peer
knows the subscription pattern of its neighbours. Likewise, a matching peer receiving an event will
check whether they are other interested peers (in the case they are contiguous in the overlay) and
forward them the event.

There might be some pathological cases where a large number of events are published with no
interested subscribers. In that case, the nodes closest to the matching value may be overloaded (similar
to the case when there are popular files in DHT based file sharing networks). This can be circumvented
by forwarding a “proxy filter” to wards the publisher.

4  Prototype

In the context of this project we built a prototype implementing our algorithm. In this section we
present the details about our prototype and experiment results obtained from this prototype.
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For evaluating the performance of GosSkip we implemented the algorithm and carried out a set
of experiments using computers that are distributed within EPFL campus 3. Each computer executes
several dozens of GosSkip instances to increase the participating processes up to 1000 in the overlay.
We used a real P2P trace [4] to construct a sample set of subscription filters and events: we also used
a synthetic trace where events and subscriptions are randomly distributed in the corresponding event
and subscription space.

Considering peers’ interests are represented by their shared files, a filter is constructed so that the
filter matches one shared file by the peer. Events are also constructed from such information: one
event represents one file shared by a peer. These events and filters consist of 3 attribute, namely file
name, type and size. In our experiment, the parameter £ was set to 2 and 2500 events were injected
into the overlay with 1000 subscription filters both in the case of real P2P trace and synthetic trace.

Once the overlay network is constructed, we select an event e and forward it to a randomly
selected peer in the overlay. The event is then routed to matching subscriptions if any (or garbage
collected otherwise).We evaluated GosSkip along two metrics: (i) the load on each peer and (ii) the
number of hops involved in event forwarding.

In this preliminary evaluation, to evaluate the load, for each peer, we count the number of match-
ing and non matching events: we call the unmatching events, “noise” events. The number of noise
events received mainly depends on the number of events injected into the overlay. Therefore, we
“normalized the noise” by considering the fraction [noise events at peer/total events injected to over-
lay]. The distributions of noise level among peers are depicted in Figure 3(a) (with real P2P trace)
and Figure 3(b) (with synthetic trace): the x axis represents the normalized noise events and y axis
represents the percentage of peers receiving a given noise level. For example, in the case of real P2P
trace around 10% of peers receive 0.48% of the total number of events sent to the system. The most
heavily loaded peers (0.1% of peers) received only about 1.2% of the total events sent to the system
(note that we do not count in this load the events that peers were indeed interested in). A similar
distribution is observed the synthetic trace.

For each event, we also count the number of hops it has taken before being delivered or garbage
collected by a peer. Figure 4(a) (with real P2P trace) and Figure 4(b) (with synthetic trace) show the
number of events against the hop count: most of the events (e.g., with real P2P trace 635 out of 2500
events) are delivered or garbage collected by using only 4 hops. Again results are similar in both the
traces.

As seen in these experiments, events can be delivered efficiently (with limited amount of hops
bounded by the logarithmic value of subscriptions) while not overloading peers in the overlay.

4.1 Routing in a Dynamic Setting

We also carried out an experiment to see how GosSkip performs in a dynamic scenario: more pre-
cisely we wanted to check how the events would be routed to a newly joined peer. For this we first
constructed an overlay with 300 peers (less than 1/3 of eventual total of peers). Once the network
stabilizes with this initial set of peers, we did the following steps: 1) add a new peer with a randomly
selected subscription and let it joins the overlay 2) just after this peer establishes level 0 links (with
1 hop length) an event that matches the new peer’s subscription is injected into the overlay (note that
by this time the new peer has no other links to and from it other than level O: i.e., no long links) 3) We
then count the number of hops taken to deliver this event to the new peer. Above 3 steps are carried
out till the total number of peers in the network is equal to 1000.

Swe are in the process of deploying the experiments in the Planet Lab.
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Figure 3: Fraction of(noise events/total events in system) received at nodes

In this experiment we used the real P2P trace and a total of 700 events that match subscriptions

of newly joined peers are injected. Figure 5 depicts the number of hops taken to deliver events. The
upper bound for hops for the initial set of peers (i.e., 300 of peers) is 8.22: the upper bound for hops
for the eventual total of peers (i.e., 1000) is 9.96. As seen in Figure 5 some events take more step than
this: but in general GosSkip performs well in this kind of dynamic scenario.
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