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1 Intr oduction

Thisreportpresentstheprogressin workpackage3 (WP3)with respectto thedevelopmentof a“peer-
to-peerOz platform”.

As statedin Annex 1of thePEPITOproject,oneof themainobjectivesof WP3is toextendOzand
Java to reflectnew programmingabstractionsthatusetheprotocolsof WP2,in orderto provide these
languageswith peer-to-peer(P2P)abilities.This deliverableis focusedonextendingOz-Mozart[2].

Wedesignedandimplementedafirst prototypeof apeer-to-peerOzplatform,asa library, called:
Peer-to-PeerSystem– P2PS[4]. SinceOz-Mozartalreadyprovidesadistributedprogrammingenvi-
ronment,developingP2PS attheapplicationlevel wasquitequick(i.e.,it tookuslessthan3 months).
P2PS implementsDKS [8] andGSChord[11, 12], DistributedHashTable(DHT) basedalgorithms
(developedin P2) thatgeneralizeChord[14]. Their main functionality is to provide theapplication
with theability to organizeitself in a structuredoverlaynetwork. Moreover, by makinguseof dif-
ferentalgorithmsdevelopedin WP2, theP2PS library offers efficient point-to-point,multicastand
broadcastcommunicationprimitives,aswell aslow costoverlaynetwork management.

P2PS is deliveredasa first prototypesoftwarepackage[4] containingthesourcecodetogether
with an API documentationand an examplebaseduser tutorial. It is readyto be usedboth, by
researchersto develop and test new algorithms,and by applicationprogrammersto develop P2P
applications.First wasalreadythecasefor theGSChordalgorithm.Secondis thecasefor PostIt[5]
andMatisse-P2P[13] applications.

Thereminderof thedocumentis organizedasfollows. Wecontinuewith therelationof P2PS to
otherworkpackages.In Section3 we introducetheP2PS library, describingits architectureandAPI,
andshowing anexampleof usingit. In Section4 we presenttwo collaborative applications(namely,
PostIt andMatisse-P2P)using the P2PS library. Then, in Section5 we describea point-to-point
bidirectionalsessionmanagerwith fault detectionOz-Mozartwhich is usedby P2PSasa transport
module,providing it with someusefulandpracticalprimitives.Finally, in Section6 wereporton the
integrationof DSS,developedin WP4,into theOz programminglanguageandtheP2PS relationto
DSS.

2 Relation to other workpackagesin PEPITO

Thework in thisdeliverableis relatedto otherworkpackagesasfollows:

WP2 Thegoalof workpackage2 is to develop fully decentralized,scalable,fault-tolerantandself-
organizingapplication-independent infrastructurethat easethe developmentof variousP2P
platformsandapplications.Most of thealgorithmsproposedin WP2will be implementedby
the P2PS library andtestedwith differentapplications.Thus, implementingandtestingthe
algorithmsin Oz-Mozart[2], providesus with quick resultsthat canbe usedasfeed-backto
WP2.

WP4 Thedistribution language-independent middlewarecomponent(i.e., DSS)beingdevelopedin
WP4will beextendedwith P2Pservices.Furthermore,oneof themainobjectivesof WP3 is
to integrateP2Pabilitiesin Oz-Mozart.SinceP2PSoffersP2Pprimitives,providing afirst Oz
implementationof differentalgorithmsproposedin WP2,it canbeusedby theDSSto provide
P2Pfunctionality. Thus,P2PScanbeadaptedto work directly insidetheCommunicationSer-
viceComponent– CSCof DSS[10]. On theotherhand,theAPI proposedby P2PSrepresents
afirst attempttowardswhatwill bethepeer-to-peerAPI in Oz language.
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WP5 Workpackage5 is in charge with building two applicationsdemonstratingthe peer-to-peer
functionalityof thesystemsdevelopedin theproject.TheP2PS library is availableto be(and
asdescribedin Section4, it is already)usedfor developingP2Papplicationsin Oz. Ontheother
hand,by usingtheP2PS library with realapplications,allows us to continuouslyimprove its
API.

3 P2PS: Peer-to-PeerSystem

P2PS is a self-containedpeer-to-peerlibrary written in Oz, on Mozart. It implementsDKS [8] and
GSChord[11, 12], peer-to-peeralgorithmsbasedon theconceptof distributedhashtable. We plan
to have theP2PS functionality migrateinto the language-independent DSS.Prototypingin Oz and
migratingselectedfunctionalityinto theMozartsystemhaslongbeenusedsuccessfullyin theMozart
Consortium.

We continuethis sectionby introducingtheP2PS library, followedby a brief structuredoverlay
network overview. Then,we presenttheP2PSarchitecture,someadditionalcharacteristics,andits
API. An exampleof usingtheP2PS library is alsopresentedat theendof this section.

3.1 P2PS intr oduction

Themain functionalityof P2PS is providing thedistributedpeer-to-peerapplicationswith theabil-
ity to organizethemselves in a structuredoverlay network. Due to its organization,thesystemcan
performefficient key basedrouting,i.e. amessagewith akey

�
is routedthroughouttheoverlaynet-

work to theresponsibleof
�
. Furthermore,P2PSallows theapplicationto form largescalenetworks

by providing it with managementandcommunicationprimitiveswhosecostevolveslogarithmically
with thesystemsize.

The currentservicesprovided by the P2PS library canbe summarizedas follows: connection
primitivessuchasjoin andleave, communicationprimitivessuchaspoint-to-point,broadcast,and
multicast(basedon an idea[9] developedin WP2). Sincethevalueof thepair (key, value) is to be
storedat theapplicationlevel, P2PS doesnot provide a lookupprimitive by itself. However, DHT
operationscanbeimmediatelyprovidedby usingthecommunicationprimitivesofferedby theP2PS
library (seeSection3.6). Moreover, we have undergoing researchto develop morecommunication
primitives,aswell asprovide membershipfunctionalityto P2PS.

3.2 Structured overlay network overview

A structuredoverlay network suchasDKS andGSChordis a graphwherethe nodesrepresentin-
stancesof participantsandtheedgesareconnectionsbetweentheparticipants.Eachparticipantin-
stanceis assigneda uniqueidentifier, uniformly chosenfrom a key spaceset. The key spaceset is
totally orderedsuchthatit is possibleto definetheconceptof successor: thesuccessorof anodewith
identifier � is thenodewhohasthesmalleridentifiergreaterthan � . Eachnodehasa referenceto its
successor, thusgiving thepossibilityto reachany othernodein thesystemby following thesuccessor
links successively. Thesuccessorlink guaranteestheconnectivity andcoherencemaintenanceof the
overlaynetwork. Note that the responsibleof a key

�
is thenodewith thesmalleridentifiergreater

than
�
. Thus,routinga messagefor a key

�
consistsin forwardingthemessageuntil it reachesthe

noderesponsibleof
�
. Giventhis graphconfiguration,thecostto routea messageto its destination

evolveslinearlywith thenetwork sizewhile theroutingtablesizestaysconstant.
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Figure1: The three-layerarchitectureof theP2PS library, andits interactionwith theapplication
andthetransportmodule(Mozart,here).

Nevertheless,a tradeoff mustbemadebetweenthesetwo costs(i.e.,numberof hopsandrouting
table size) in order to obtain a scalableconfiguration. Thus, by addingwell chosenlinks (called
fingers) ateachnode,it is possibleto prove(seeDKS [8]) thatthenumberof routingtableentriesand
thenumberof hopsrequestedto deliver amessagefollow thenetwork sizelogarithmically.

3.3 P2PSarchitecture

The P2PS library is organizedin threelayers: Com, Core , andServices (seeFigure1). They
correspondto P2Pservicesprovided to the application: structuraloperationsin order to preserve
overlaynetwork properties,andmessageexchangeandchannelestablishmentoperations.

3.3.1 Comlayer

Thepurposeof theComlayeris to provide theupperlayer(i.e.,Core ) with point-to-pointcommuni-
cationandchannelestablishmentprimitivesat thelevel of theunderlyingnetwork. It alsoadvertises
temporalandpermanentchannelfailures. The Comlayer is basedon a transportmoduleproviding
it with basiccommunicationchannelsandchannelfailure detection. For the moment,P2PS uses
thedistribution moduleof Mozartasits transportlayer, by employing thecommunicationabstraction
describedin Section5.

Sincea structuredpeer-to-peernetwork is composedof active entities,eachpeermustoffer an
accesspoint. The descriptionof the accesspoint provided by a peerA canbe usedby a peerB in
orderto establishacommunicationchannelbetweenthem.Wechoseto have theComlayerimplicitly
hiding thetransportmediumit employs for a betterseparationbetweenthelayers.

Besideschannelestablishment,theComlayerprovidestheCore layerwith point-to-pointmes-
sagesendingandreceiving primitivesin theunderlyingnetwork. Moreover, to give theability to take
actionwhena channelfails, theComlayeradvertisestheCore layerabouttemporaryfailure (e.g.,
congestion)andpermanentfailureof channels(i.e.,processcrash).

3.3.2 Core layer

TheCore layer, asits nameindicates,is thecentralcomponentof theP2PS library. It implements
DKS [8] andGSChord[11] algorithms.Its purposeis threefold:maintainthe routing tableandthe
successorlist regardlessthenodesjoining andleaving, routekey basedmessagesto their responsible,
andimplementnodejoin andleave mechanisms.
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Thejoin mechanismconsistsin, givenanentry to thesystem,finding theright placeof thejoin-
ing node(i.e.,betweenits successorandpredecessor)andestablishingacommunicationchannelwith
them.Obviously, thepredecessorandsuccessorof thejoining nodeareaffectedby thejoin operation
andthereforthey mustupdatetheirreferencesin orderto reflectthenetwork change.Theparticularity
of the implementeddistributedjoin is thefact that it is atomic. Indeed,oncethe joining node � has
locatedits successor� , it asks� to insertit into thesystem.If a nodereceivesan insertionrequest
while insertinganothernode,it will delaythe requestuntil the currentinsertionhasfinished. Fur-
thermore,a nodecanperformaninsertiononly oncecorrectlyinsertedinto thepeer-to-peeroverlay
network. The leave operationis muchsimplerandconsistsonly in advertising its connectedpeers
abouttheleave.

Themessagerouting algorithmis basedon what is calledthekey lookupprimitive of DKS and
GSChord.It consistsin handingtheincomingmessageto theupperlayerif it reachedits destination
(i.e., if the receiver peeris responsibleof the messageidentifier) or forwardingthe messageto the
closestpeerentryof theroutingtable,accordingto theroutingmetricused.

Anotheroperationis the routing tablemaintenance.Insteadof correctingthe routing tableex-
plicitly by probingperiodically, the routing table is correctedimplicitly (asdescribedin [8]) when
thepeersareactuallyusingthenetwork. While this economicway is well suitedfor maintainingthe
routingtable,it is absolutelynot for maintainingthesuccessorlist of anode.Sincethereasonto keep
thesuccessorlist is to preserve thenetwork coherence(i.e., whenthesuccessorof a peerfailed,the
peerhasto referto thenext peerin thesuccessorlist), apeershouldbenotifiedaboutall modifications
of the � next succeedingpeers( � standsfor thelengthof thesuccessorlist).

3.3.3 Services layer

The Services layer is a kind of wrapper, building up the raw primitives offered by the Core
layer, operationsneededto implementpeer-to-peerapplications. Theseoperationscan fit in two
categories. First is the overlay network managementwhich comprisessysteminitialization, create
connectionaccess,andsystemjoin andleave operations.Secondarethecommunicationprimitives
at the overlay network level which comprisepoint-to-pointmessagesend,andmessagebroadcast
andmulticastoperations.Note that in thecurrentversionno provision is availableyet to guarantee
messagedelivery (seeSection3.4).

Theapplicationcaninteractwith theServices layerby invoking therequiredmethodsdirectly
or by simply readingandwriting informationon thethreeavailablestreams:message , event , and
command(seeSection3.5.3).

3.4 P2PSadditional characteristics

Support for asymmetric connectionsIn orderto guaranteethesystemcorrectness(i.e., eachnode
is reachableusingthe routing algorithm),the overlay hasto organizeitself in to a virtual ring such
that eachnodepointsto the right successor. However, in the caseof asymmetricconnection(e.g.,
causedby a firewall) betweena node� andits successor� , this is not possible.Thesolutionthatwe
provide in P2PShasa proxy-basedapproach.Thenodeto which symmetricconnectionscannot be
established(let’s call it the hiddennode) will have only limited functionality within the system. It
will useits successorasaproxy to getaccessto thesystem.

A hiddennodediffersfrom anordinarynodein thefollowing matters.First,althoughit keepsan
up-to-daterouting table,a hiddennodeis not referredasa finger by any othernodein the system.
Second,it doesnot participatein the routing procedure.Finally, it is only responsibleof the key
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correspondingto its ��� . Moreover, theproxy nodekeepsa referenceto thehiddennodespointingto
it in orderto deliver themthemessagestheirareaddressed.

Fromthepointof view of theprogrammer, thedifferencesbetweenahiddennodeandanordinary
nodeareperceived relatively to two events: in theevent connected the featurefirewall equals
true , andtheeventnewpred doesnotoccurat all (sincethehiddennodedoesnot have a predeces-
sor).Additionally, thehiddennodeis addressedonly themessageswith thesame��� ashis.

Low cost control In order to routemessages,eachpeermaintainsa routing table which partially
reflectsthe network structure.Thus,eachtime the network topologyis modified,the routing table
entriesmustbeupdated.For this, in P2PS, weusethecorrection-on-usemechanismproposedin [8]
which is basedon thenetwork usage.Indeed,insteadof probingthenetwork periodicallyto detect
topologymodifications,a peeris notified aboutan updatewhenit forwardsa messageto a wrong
peer. This mechanismsavesnetwork bandwidthsinceit doesnot produceany messagesfor an un-
usednetwork.

Messagesendreliability TheP2PSlibrary providesreliablemessagesending,exceptin thesituation
wherenodeson thepathbetweensenderandreceiverdisconnectduringthemessagesend.Currently,
whenanodedisconnectsfrom thesystemwhile it is aboutto forwardamessage,thismessagecanbe
lost. In thefutureversionof P2PSwe will extendthelibrary to achieve completereliability, evenin
thefaceof frequentnodefailures.

Nevertheless,anapplicationusingthepresentP2PScanimplement,if necessary, it’s own level
andflavor of reliability on topof thelibrary, if necessary.

3.5 P2PSApplication Programming Interface

This chapterenumeratesanddescribestheclassesandtheir accessiblemethodsof theP2PS library,
thusfamiliarizingonewith its API. For themoment,theP2PS library hasasimplestructurecontain-
ing only oneclass,namelyP2PServices , andacoupleof helpfulprocedures.

3.5.1 P2PS.p2pServic es class

P2PServices is theclassoffering P2Pservices.

init(nid: +NId <= _
pn: +PN <= _
ctrlstrm: +CS <= _
type: +Type <= gschord)

Initialize theclassP2PServices andcreatea P2Pnodeof type Type , whereType is the type
of overlaynetwork to beused(i.e., gschord for GSChordanddks for DKS). It alsocreatesan
accesspoint for this nodeon port numberPN, if specified;otherwisea randomport numberis
chosen.NId is thenodeidentifier(describedin Section3.2). CSis thecommandstream.It is used
to (un)registerfor events(seeSection3.5.3).

createAccess(pn: +PN <= _
tn: ?Tn <= _)
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Createanaccesspoint for thisnodeon port numberPN, if specified.Otherwise,choosea random
port and bind it to PN. Returnthe correspondingtoken Tn of this node(seeSection3.5.2 for
moreon token). This methodis calledbeforea nodeissuesa join, andafter it hasalreadycalled
the leave method. Raiseexceptionp2ps(couldNotCreateAccess pn:) when thereis a
problemcreatingthe access.Raisep2ps(accessAlreadyCreated pn:) whenan accessis
alreadycreatedon thatportnumberPN.

join(tn: +Tn
nid: +NId <= _)

Join this nodeto thesystemvia thenodeat theaddressindicatedby thesocalledtoken Tn (see
Section3.5.2). Note that a nodecanjoin the systemvia any othernodealreadyin the system.
Raiseexceptionp2ps(joinFailed) whenthetokenhasnot theproperform or refersto a dead
site. NId is thenodeidentifier (describedin Section3.2). If NId is specifiedandthis identifier
is alreadyusedby anotherpeerthenthe chosenNId will be the next free one. Raiseexception
p2ps(protocol mismatch name:N version:V arity:A ns:NS) whentheparametersof
thejoining nodedonotmatchthoseof thesystem(i.e., theprotocolemployedandits version,the
arity, thenetwork size).

leave

Detachthisnodefrom thesystem.Closetheaccesspointat thisnode.

sendMsg(to: +NId
msg: +Msg
tr: +Tr <= false )

SendmessageMsg to nodeidentifiedby NId (i.e., whenTr is false ). If Tr is true , NId is
consideredto be a key andMsg is sentto the key’s responsible.The sendis asynchronous.In
thecurrentversionno provision is availableyet to guaranteeits delivery (seeSection3.4). Raise
exceptionp2ps(nodeNotJoined) if thenodeis notpartof any system.

multicastMsg(to: +LNId
msg: +Msg
tr: +Tr <= false )

SendmessageMsg to nodesfound in list LNId . If Tr is true , the ��� s are consideredto be
keys andMsg is sentto the keys’ responsibles.The sendis asynchronous.In the currentver-
sion no provision is available yet to guaranteeits delivery (seeSection3.4). Raiseexception
p2ps(nodeNotJoined) if thenodeis notpartof any system.

broadcastMsg(msg: +Msg)

SendmessageMsg to all nodesin the system. The sendis asynchronous.In the currentver-
sion no provision is available yet to guaranteeits delivery (seeSection3.4). Raiseexception
p2ps(nodeNotJoined) if thenodeis notpartof any system.

getToken(tn: ?Tn)

Returntheaddressof thisnodeasa tokenTn (seealsoSection3.5.2).

8
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getAddr(ip: ?IP
pn: ?PN)

ReturntheIP addressandtheportnumberof thisnode.

getNodeId(nid: ?NId)

Returnthe ��� of thisnode.

getMsgStrm(ms: ?MS)

Returna streamon which the received messageswill be put. The messageshave the form of
therecordrcvMsg(fm:F msg:M) , whereF denotesthesendernodeandMthemessagecontent.
Notethatall messagesreceivedbeforebindingMSarenotavailable.

getEvntStrm(es: ?ES)

Returna streamon which eventswill besent.Notethatall messagesreceivedbeforebindingES

arenotavailable(seealsoSection3.5.3).

3.5.2 Token(un)wrapping

A token is a placeholderthatcarriestheaddressinformationof a nodein P2PS. Thenodeaddress
is providedby theunderlyingcommunicationlevel andits formatcanvary (e.g.,IP andportnumber,
DSSticket).

In orderto join aP2PSsystem,anodehasto specifytheaccesspointof any othernodealreadyin
thesystemin theform of a token.Onecaneitherobtainthetokenfrom theinterestednode,or hecan
build it up with P2PS.addressToToken procedure,given thenode’s IP addressandport number.
Theoppositeprocedureis P2PS.tokenToAddress .

addressToToken(ip: +IP
pn: +PN
tn: ?Tn)

Givenanaddressasthe IP andtheportnumberPN, returnthecorrespondingtokenTn.

tokenToAddress(tn: +Tn
ip: ?IP
pn: ?PN)

Given a valid addressbasedtoken Tn, return the addressas the IP and the port numberPN.
Otherwise,raiseexceptionp2ps(notAddressBasedToken tn:) whenthetokenis not valid.

3.5.3 Working with events

Eventsrepresentasynchronousactionsthatoccurat differentlevelsat a node(i.e., serv , core , and
com). An applicationcanwatchtheeventsandreactaccordingly.
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(Un)Register an event In orderto have accessto events,an applicationhasto register for thoseit
is interestedin via thecommandstreamCSprovidedatmethodinit of classP2PS.p2pServices .
To registerfor aneventonehasto sendthefollowing recordon thecommandstream:c(lv:Level

cmnd:Command) , specifyingthecorrespondinglevel (i.e.,serv , core , andcom) andthecommand
regEvnt(evntlst: +EvntLst) , whereEvntLst is a list of eventsto registerto.
To unregisteraneventonehasto sendthe following recordon thecommandstream:c(lv:Level

cmnd:Command) , specifyingthecorrespondinglevel (i.e., serv , core , or com) andthecommand
unregEvnt(evntlst: +EvntLst) , whereEvntLst is a list of eventsto unregister.

Eventssupported Currentlyonly thecore level supportsevents;they areenumeratedasfollows.

alone

Issuedwhenthenodeleavesthesystem.This eventis registeredby default.

connected

Issued when the node becomes connected to a P2PS system. It has the form
connected(firewall: ?B) , where B is a booleanindicating whether the node can be
(false ) or not (true ) accesseddirectly by other nodesin the system. In the latter case,this
nodeusesits successorasa proxy in orderto bepartof thesystem(seeSection3.4 for moreon
proxynode).This eventis registeredby default.

newcon

Issuedwhenthis nodeis usedby anothernodeidentifiedby NId asa proxy to enterthesystem
(seeSection3.4for moreonproxy node).It hastheform newcon(NId) .

newft

Issuedwhen the finger table of this node has changed. It has the form newft(nid:?NId

table:?T) , whereT is a recordof node��� s representingthefingersof thisnode.

newpred

Issuedwhenthisnodehasanew predecessornode.It hastheform newpred(nid:?NId) .

newsuc

Issuedwhenthisnodehasanew successornode.It hastheform newsuc(nid:?NId) .

proxycon

Issuedwhena nodeconnects/disconnects to/from this node. It hasthe form proxycon(?NP) ,
whereNP is the numberof nodesusingthis nodeasproxy (seeSection3.4 for moreon proxy
node).

10
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3.6 A simple exampleusing the P2PS library

Wepresenta simpleexampleof a P2Psystemcomposedof threepeerswhich usestheP2PS library.
The systemis composedof threenodes,node1 , node2 , andnode3 , wherenode2 andnode3
join thesystemthroughnode1 . In this examplenode3 sendsa multicastmessageto node1 and
node2 , anda point-to-pointmessageto node1 . Moreover, we will extendthis examplewith DHT
operations.Thecoderunsdirectly in theOz ProgrammingInterface.

The first nodeof a P2Psystemis alwaysspecial. Actually, it representsa systemby itself. In
our case,node1 decidesto work on port number3001. It runsa loop over themessagestreamand
displaysthemessagesaddressedto it.

declare /* the node1 */
[P2PS]={Module.link ["P2PS.ozf"]}

MyIP % IP address
MyPN % port number

% create a node with id=1 on port 3001
CP2PS = {New P2PS.p2pServices init(nid:1 pn:3001)}

% get the Ip and port# of this node
{CP2PS getAddr(ip:MyIP pn:MyPN)}

{System.showInfo ´ node at address ip: ´ #MyIP# ´ and pn: ´ #MyPN}

% get the message stream and show each received message
thread

for M in {CP2PS getMsgStrm(ms:$)} do
{Show M}

end
end

We createnode2 with ��� 16. It joins the systemvia node1 specifyingits addressand port
number. Furtheron,we runa loop to wait andshow themessagessentto thisnode.

declare /* the node2 */
[P2PS]={Module.link ["P2PS.ozf"]}

% create a node with id=16 on any port number
CP2PS = {New P2PS.p2pServices init(nid:16)}

% wrap address into token
Tn = {P2PS.addessToToken ´ 127.0.0.1 ´ 3001}

% connect to the system via a node (node1) by providing its Ip and port#
{CP2PS join(tn:Tn)}

% get the message stream and show each received message
thread

for M in {CP2PS getMsgStrm(ms:$)} do
{Show M}

end
end
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We createnode3 with ��� 24. node3 choosesto join thesystemvia node1 (notethat it could
havedonethejoin via node2 ) specifyingits addressandportnumber. Furtheron,it sendsamulticast
messageto node1 andnode2 , andapoint-to-pointmessageto node1 .

declare /* the node3 */
[P2PS]={Module.link ["P2PS.ozf"]}

% create a node with id=16 on any port number
CP2PS = {New P2PS.p2pServices init(nid:24)}

% connect to the system via a node (node1) by providing its Ip and port#
{CP2PS join(tn:{P2PS.addessToToken ´ 127.0.0.1 ´ 3001})}

% send one message to node 1 and node 16
{CP2PS multicastMsg(to:[1 16] msg:hello)}

% send one message to node 1
{CP2PS sendMsg(to:1 msg:sasa)}

Thethree-peersystemexampleshows how to build up a P2Psystemandhow theP2PS library
canbeusedfor messageexchangebetweenpeers.Moreover, thisexamplecanbeenrichedwith DHT
operationssuchasput a valueto a givenkey, andget a valuecorrespondingto a givenkey (notethat
theget correspondsto the lookupprimitive). Thekey canbe any integer rangingfrom � to 	�

� ,
where 	 is the sizeof the virtual searchspace.The valuecanbe any Oz languagevariable. The
following two proceduresimplementtheinsertionandrespectively theretrieval of a valueto/from a
distributeddictionary. Theremoveoperationcanbeaddedsimilarly.

proc {PutVal Key Val}
{CP2PS sendMsg(to:Key msg:put(Key Val) tr: true )}

end

proc {GetVal Key Val}
{CP2PS sendMsg(to:Key msg:get(Key Val) tr: true )}

end

Insertingthe valueVal at the key Key into the distributed dictionary translatesto storingVal

at thenoderesponsiblefor Key. Thus,theprocedurePutVal simply sendsthemessageput to the
noderesponsiblefor Key. The put messagecontainsthe key and the valuefields. Similarly, the
procedureGetVal simply sendsthemessageget to thenoderesponsiblefor Key. Thevaluein the
get messagewill beboundby thenoderesponsiblefor Key. Thebinding is donetransparentlyby
thedistribution of Mozart.

To form thedistributeddictionary, we adda local dictionaryLclDict = {Dictionary.new}

to eachnodein the P2Psystem. Now we will seehow the put andget messagesareinterpreted
at a peernode. For this, we modify the loop that processesthe incomingmessages.Thus, if the
receivedmessageis put(Key Val) thenthevalueVal is storedatkey Key into thelocaldictionary.
On theotherhand,if the received messageis get(Key Val) thenVal will beboundto thevalue
correspondingto thekey Key in thelocal dictionary.

thread
for M in {CP2PS getMsgStrm(ms:$)} do

case M of rcvMsg(msg:C fm:_) then
case C of put(Key Val) then

{Dictionary.put LclDict Key Val}

12
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Figure2: Screenshotof thePostItapplication.

[] get(Key Val) then
{Dictionary.get LclDict Key Val}

else skip end
else skip end

end
end

Whenextendingthethree-peersystemexamplewith DHT operations,weassumed,for simplicity,
thatthesystemdoesnot change(i.e., thereis nonodecomingor leaving). A morecompleteexample
would includekey/valuepair redistribution whennodesarejoining andleaving.

4 Two applications using the P2PS library

4.1 PostIt

PostIt [5] is a graphicalapplicationwhereuserssharea virtual boardfor publishingpostits – short
time live texts – seeFigure2. A postitmessageis associatedwith anabsoluteexpirationtime. There
is only one logical boardsharedbetweenuserswhich is replicatedto every of them,and they are
organizedasaP2Poverlaynetwork.

In orderto avoid singlepointsof failure,andto achievescalabilitythereis notasingleresponsible
of theboard.Adding a postit to the logical boardis donemonotonically. Whena peerissuesa new
postitit addsit to its localboard(i.e.,its view). Then,it advertisesthisoperationtogetherwith thenew
postit to all theotherpeers.This announcementis doneby usingthebroadcastprimitive of P2PS.
However, usingtheP2PS broadcastprimitive is not enoughto ensurethat all peerswill eventually
have thesameview of thesharedboard.In orderto converge towardsa commonview of theshared
board,PostItsynchronizesthe views eachtime thenetwork changes.That is, eachtime a peerhas
a new successor, they synchronizetheir views with eachother. After thesynchronizationprocedure,
themissingpostitsatonesidearebroadcastedto all theotherpeers.
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Figure3: Screenshotof theMatisse-P2Papplication.

Removing apostitfrom thesharedboardis muchsimpler. Eachpeerremovestheexpiredpostits
from its local boardthus,eventually, theexpiredpostitswill beremovedfrom thewholesystem.

ThePostItapplicationis implementedin Oz-MozartusingtheP2PS library. It hasalreadybeen
successfullytestedin LAN andMAN, evenwith peerslayingbehindfirewall.

4.2 Matisse-P2P

Matisse-P2P[13] is basedon a stand-aloneapplication,calledMatisse[1]. Theoriginal Matisseis a
drawing tool thatintendsto promotethedrawing creativity of youngchildrenandenablethemto feel
confidentwith theirown creations.In Matissetheusercanchoosebetweendrawing patchesor lines.
Drawing lines requiresa greatermasteryandtechniquethandrawing color patches.This is why a
novice userwill ratherdraw color patchesthanfine lines. Matisse-P2Pusesthesamedrawing idea
(seeFigure3). In additiona meanshasbeendevisedto enablemultiple usersto draw synchronously
in a virtual drawing spacemaking it a nice peer-to-peercollaborative application. Matisse-P2Pis
currentlybeingdevelopedin Oz andit employs theP2Pprimitivesof theP2PS library.

Matisse-P2Pcanbeusedasa demonstratorapplication,showing differentcapabilitiesprovided
by thethird generationP2Pplatformdevelopedin PEPITO project.Thefollowing featuresof theP2P
platformcanbehighlighted:
Group communication primiti vesEachof the shareddrawings in Matisse-P2Pis associatedwith
a groupandfunctionality is provided to addnew groups,remove existing groupsandto participate
(subscribe)in anon-goingcollaborative drawing session.
Robustnessto network failur esThis is in orderto make surethatusersfeel confidentin usingthe
applicationandnetwork failureswill actuallytake placewithout userstakingnoticeof them.
Minimum systemmaintenanceThefactthattheapplicationis implementedonadecentralized(not
server based)platform,will allow it to bedeployedwith minimumoverlaycosts.
Low infrastructur e cost for the end user Matisse-P2Pis an applicationthat canrun eitheron a
desktopPC or on an hand-heldcomputingdevice. The peer-to-peerplatform will enableto shift
computingefforts throughthe existing nodesof the platform – if needbe – in order to guarantee
anywhere,anytime accessto theMatisse-P2Papplication.
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5 A point-to-point bidir ectional sessionmanagerwith fault detection

The P2PS library allows nodesto freely join andleave the overlay network. However, ascommu-
nicationin the underlyingnetwork is basedon point-to-pointchannels,nodeshave to connectand
disconnectsuccessively from othernodes;i.e., they requireasessioncommunicationmanager. Since,
thebuilt-in datatypesof Oz don’t provide a directway to implementsessions,a Sessionmodulehas
beencreatedspecificallyfor this very purpose.

The Sessionmoduleattachesa statestreamto eachrunningcommunicationsession.The state
streamreflectsthe currentknowledgeof the health of the network communication,providing the
informationrequiredby applicationsto toleratenetwork faults. Thus,theuseof theSessionmodule
madethedetectionof network faultsin P2PSmucheasier. Moreover, theSessionmoduleprovides
P2PS with two additionalusefulfeatures.That is, the possibility to closea connection(necessary
in a self-organizednetwork), and the fact that a connectionis bidirectional(very useful to exploit
thesymmetryin GSChord).The Sessionmoduleis written in Oz, on Mozart,andis availableasa
library [6].

Although Oz providesnatively a connectionmechanismbasedon the exchangeof an encoded
string, this string is usuallybroughtfrom oneOz processto anotherusinganexternalmediumsuch
asa webserver. In thecaseof P2PS, onecannot rely on suchexternalmedium.Thus,theSocket-
Connection(seeSection5.2)modulehasbeendevelopedto useastandardcombinationof IP address
andsocket numberto makeOzprocessesconnecttogether. Consequently, theP2PSnodesonly need
to know anIP anda socket numberto connecttogether;thereis no moreexternalmediumrequired.
TheSocketConnectionmoduleis written in Oz,onMozart,andis availableasa library [7].

5.1 The SessionModule

The Sessionmoduleprovidesa communicationchannelrespectingthe following setof properties.
For acompletedescriptionof thismodulereferto theSessionpackagein theattachedpapers.

� A Sessioninstanceobtainedby Session.new representsonesideof acommunication.

� Whentwo instancesareconnectedtogether, they offer a bidirectionalcommunicationchannel
betweenthesetwo points. Messagesarereceived on a stream. Thereis only onereception
streampersessioninstancethat receivesall messagesfrom all successive connectionsof this
instance.

� At maximumtwo Sessioninstancescanbeconnectedtogetherat any time.

� Any of thetwo sidesof a sessioncommunicationchannelcanbreaktheconnection.Eachside
canreconnectbackor to othersessioninstances.

� Eachsessioninstancealsoprovidesa free-for-all communicationchannelwhereanyonecan
sendmessagesfreely without having to connect.Thesemessagesarereceived on a different
stream.An exampleis anapplicationwhichwantsto providearemotecontrolto severalremote
clients,but only oneatatime. With theSessionmodule,theapplicationcanuseasinglesession
instanceto let only oneremoteclient connectata time. Whentheclientwantsto stopworking
with theapplication,it canclosethesession,andanotherclient canthentake over. If a client
is alreadyconnectedto theapplicationandanotheronewantsto connectto it also,it canuse
the free-for-all channelto notify theapplicationaboutthat. If thereareseveralapplicationsthe
client wantsto connectto successively, it candosousingasinglesessioninstance.

15



PEPITO, DeliverableNo: D3.5 IST-2001-33234 30thJune2003

� Eachsessioninstanceproducesa link statestream.Connectionschangeof thecommunication
link with thecurrentlyconnectedsessionanddisconnectionsgeneratemessagesonthatstream.
This canbe usedto createfault-tolerantapplicationswithout usingtheMozartFault module.
Thepossiblemessageson thatstreamare:

connect This sessioninstancehasjust beenconnectedto anothersessioninstance.Messages
canbesentto theothersite.

disconnect This sessioninstancehasbeendisconnectedby the othersessioninstance.No
messagecanbesentwhile disconnected.

tempFail Thereis a communicationproblemthat temporarilypreventsthe messagesfrom
arriving to the other site. A tempFail may changeinto a permFail or into ok , or stays
forever (until the site decidesto breakthe session).Note that the applicationcanstill send
messagesin thisstate.They will bebufferedandsentcorrectlywhenthecommunicationturns
ok or droppedif thecommunicationis broken.

permFail Theothersitewasdetectedcrashed.It is thesameasdisconnect exceptthatthere
is nouseto try andcontacttheothersiteanymore;it is deadforever.

ok After a tempFail , this statemeansthe communicationis fine again,and messagesare
normallyarriving at theothersite.

5.1.1 Application Programming Interface (a short description)

{Session.new ?S}

Returnanew sessioninstance.

{Session.connect S1 S2}

ConnectS1 with S2. Raisean exceptionif S1 or S2 arealreadyconnectedto anothersession.
Raiseanexceptionif S2 is unreachable.

{Session.disconnect S}

DisconnectS from whatever othersessionit wasconnectedto. This is a synchronousdisconnec-
tion; i.e., it waitsfor all pendingmessagesto arrive beforedisconnecting.

{Session.break S}

DisconnectS from whatever othersessionit wasconnectedto. This is an assoonaspossible
disconnection,andsomemessagesmaybedroppedin theprocess.

{Session.getStream S ?Xs}

Returnthestreamof messagessentby thesessionsconnectedto S.
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{Session.getStateStream S ?Xs}

Returnthe streamof communicationstatesof S with the othersessionsit is successively con-
nectedto. This streamcanbecomposedof oneof thefollowing atoms:connect , disconnect ,
tempFail , ok , permFail .

{Session.getState S ?T}

Returnthecurrentstateof S.

{Session.sSend S M}

SendMto thereceptionstreamof thesessionS is connectedto in a synchronousway: this com-
mandblocksuntil this messagehasarrived on the receptionstreamof the othersite. Raisean
exceptionif S is notcurrentlyconnected.

{Session.aSend S M}

SendMto thereceptionstreamof thesessionS is connectedto. Doesn’t block. Raiseanexception
if S is not currentlyconnected.

{Session.isConnected S ?B}

Returntrue if S is currentlyconnected,false otherwise.

5.2 The SocketConnectionmodule

TheSocketConnectionmoduleprovidesasocket-basedmechanismto establishconnectionsbetween
independentOz processes.Oneprocess(calledserver) opensa socket with which othersites(called
clients)canconnectto establisha connection.For a completedescriptionof this modulereferto the
Socketspackagein theattachedpapers.Two differenttypesof socket connectionsaresupported:
One-to-oneconnectionsAllow to establishasingleconnectiononly.
Many-to-one connectionsAllow multiple connectionswith thesamesocket to thesamevalue.Val-
uesfor many-to-oneconnectionsareofferedthroughgates.

6 The Distrib uted Subsystem

The Distribution Subsystem– DSS[10] is a middlewareimplementedin WP4 of PEPITO. During
thefirst yearof theproject,thebasicfunctionalityof themiddlewarehasbothbeendefinedandim-
plemented.Thishasresultedin anovel approachto distribution of programminglanguageconstructs
thatallows for simple,yetexpressive instrumentationof distribution behavior.

Duringthefirst half of thesecondyear, focushasservedfrom basicservicestowardsP2Pservices.
Out of the threepropertiesthat definea P2Pnode,simultaneouslybeinga server, a client, and a
router, the DSScould act asa server anda client. Naturally, the platform hadto be extendedwith
thecapabilityof routing. This sectionwill briefly describethe integrationandOz-DSSandhow the
P2PS library is relatedto it.
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6.1 The Oz-DSSintegration

Work hasstartedon the integrationof Mozart andthe DSS.In a prototypeversion[3] the already
existing distribution supportfor Mozart is replacedwith the DSS,the systemis referredto asOz-
DSS.Oz-DSSoffers transparentdistribution of all its languageentities(somethingthatwasmissing
in Mozart). Furthermore,it implementscorrecthandlingof distributed operations,by preserving
threadidentities. Addedto this is the possibility to definedistribution strategy for singleentities,
cateringfor finegrainedoptimizationof distributedapplications.

TheOz-DSSplatformhasalsobeenusedto investigatetheusageof P2Palgorithmsto enhance
connectivity. Network problemsthatcommonlyhaltadistributedcomputation,likemoving processes
andasymmetricnetwork connections,cannow be handledtransparently. This work hasbeencon-
ductedjointly by ValentinMesarosat UCL andErik Klintskog togetherwith ZachariasEl-Bannaat
SICS.

TheOz-DSSplatformhasreacheda maturestate,asprevious mentionedit offersnotablymore
functionality thanMozart of today. However, it lackssomeof thestability found in thewell main-
tainedMozartsystem.Furthermore,Oz-DSSis basedon a oneyearold versionof Mozart,andthus
lackssomeof the later bug fixesand improvements. During the next autumn,the latestavailable
Mozart systemwill be enhancedwith the distribution supportof the DSS,thusmaking it a fully-
fledgedP2Pprogrammingplatform.

6.2 The P2PSrelation to DSS

SinceP2PSoffersP2Pprimitives,providing an implementationof differentalgorithmsproposedin
WP2,it canbeusedby theDSSto provide P2Pservices.

The ongoingwork that we conducton the usageof P2Palgorithmsto improve connectivity in
distributedsystemsis successful.As it wasmentioned,this work wasdonein theOz-DSSplatform.
Consequently, theP2PS library can,with little effort, beusedby theOz-DSSsystem.Thebenefitsof
therelationP2PS-DSSaretwofold. First,new algorithmsaddedto theP2PS library will immediate
beavailableto theOz-DSSsystem.Second,theP2PS modulecanusetheadvancedpoint-to-point
communicationabstractionsprovidedby theDSS.Thusavoiding redundantimplementationefforts.

7 Attached papers

1. Maria F. Ramalho. Whatwould childrenunableto attendschoollearnfrom constructingOZ
TALES. In Proc. of EUROLOGO2003, August2003(to appear).

Thefollowing package is availableat theindicatedURL:

2. P2PS03,June2003.http://wikis.info.ucl.ac.be:8080/index .php/ Peer2 PeerSy stem

Universtit́e catholiquedeLouvain,andCETIC,Belgium.
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