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1 Intr oduction

Thisreportpresentshe progressn workpackage (WP3)with respecto thedevelopmenif a“peer
to-peerOz platform”.

As statedn Annex 1 of thePEPITO project,oneof themainobjectivesof WP3is to extendOzand
Javato reflectnen programmingabstractionshatusethe protocolsof WP2,in orderto provide these
languagesvith peerto-peer(P2P)abilities. This deliverableis focusedon extendingOz-Mozart[2].

We designedandimplementedafirst prototypeof a peerto-peerOz platform,asalibrary, called:
Peerto-PeelSystem- P2PS[4]. SinceOz-Mozartalreadyprovidesadistributedprogrammingervi-
ronmentdevelopingP2PS attheapplicationlevel wasquitequick (i.e., it tookuslessthan3 months).
P2PSimplementsDKS [8] andGSChord11, 12], DistributedHashTable(DHT) basedalgorithms
(developedin P2)thatgeneralizeChord[14]. Their mainfunctionalityis to provide the application
with the ability to organizeitself in a structuredoverlay network. Moreover, by makinguseof dif-
ferentalgorithmsdevelopedin WP2, the P2PS library offers efficient point-to-point,multicastand
broadcastommunicatiorprimitives,aswell aslow costoverlay network management.

P2PS s deliveredasa first prototypesoftware packageg4] containingthe sourcecodetogether
with an APl documentatiorand an example basedusertutorial. It is readyto be usedboth, by
researcherso develop and testnew algorithms,and by applicationprogrammergo develop P2P
applications First wasalreadythe casefor the GSChordalgorithm. Seconds the casefor Postlt[5]
andMatisse-P2R13] applications.

Thereminderof thedocumenis organizedasfollows. We continuewith therelationof P2PSto
otherworkpackagesin Section3 weintroducethe P2PSlibrary, describingts architectureandAPI,
andshaving anexampleof usingit. In Section4 we presentwo collaboratve applicationghamely
Postltand Matisse-P2Pusingthe P2PS library. Then,in Section5 we describea point-to-point
bidirectionalsessiormanagemith fault detectionOz-Mozartwhich is usedby P2PS asatransport
module,providing it with someusefulandpracticalprimitives. Finally, in Section6 we reportonthe
integrationof DSS,developedin WP4,into the Oz programminganguageandthe P2PSrelationto
DSS.

2 Relation to other workpackagesin PEPITO
Thework in this deliverableis relatedto otherworkpackagessfollows:

WP2 The goal of workpackage? is to developfully decentralizedscalable fault-tolerantandself-
organizing application-indepatent infrastructurethat easethe developmentof various P2P
platformsandapplications.Most of the algorithmsproposedn WP2will beimplementedoy
the P2PS library andtestedwith differentapplications. Thus,implementingandtestingthe
algorithmsin Oz-Mozart[2], providesus with quick resultsthat canbe usedasfeed-backio
WP2.

WP4 Thedistribution language-indepeedt middlevare componenti.e., DSS)beingdevelopedin
WP4will be extendedwith P2Pservices.Furthermorepneof the mainobjectvesof WP3is
to integrateP2Pabilitiesin Oz-Mozart.SinceP2PS offers P2Pprimitives,providing afirst Oz
implementatiorof differentalgorithmsproposedn WP2,it canbeusedby the DSSto provide
P2Pfunctionality Thus,P2PS canbeadaptedo work directly insidethe CommunicatiorSer
vice Component CSCof DSS[10]. Ontheotherhand,the API proposedy P2PSrepresents
afirst attempttowardswhatwill bethe peerto-peerAPI in Oz language.
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WP5 Workpackages is in chage with building two applicationsdemonstratinghe peerto-peer
functionality of the systemsdevelopedin the project. The P2PSlibrary is availableto be (and
asdescribedn Sectiord, it is already)usedfor developingP2Papplicationsn Oz. Ontheother
hand,by usingthe P2PSlibrary with real applicationsallows usto continuouslyimprove its
API.

3 P2PS Peerto-Peer System

P2PSis a self-containegeerto-peerlibrary written in Oz, on Mozart. It implementsDKS [8] and
GSChord[11, 12], peerto-peeralgorithmsbasedon the conceptof distributed hashtable. We plan
to have the P2PS functionality migrateinto the language-indeperdt DSS. Prototypingin Oz and
migratingselectedunctionalityinto theMozartsystemhaslong beenusedsuccessfullyn theMozart
Consortium.

We continuethis sectionby introducingthe P2PS ibrary, followed by a brief structuredoverlay
network overview. Then,we presenthe P2PS architecturesomeadditionalcharacteristicsandits
API. An exampleof usingthe P2PSlibrary is alsopresentedtthe endof this section.

3.1 P2PSintr oduction

The main functionality of P2PS s providing the distributed peerto-peerapplicationswith the abil-
ity to organizethemselesin a structuredoverlay network. Due to its organization the systemcan
performefficientkey basedouting,i.e. amessagavith akey & is routedthroughouthe overlaynet-
work to theresponsiblef k. FurthermoreP2PS allows the applicationto form large scalenetworks
by providing it with managemerd&indcommunicatiorprimitiveswhosecostevolveslogarithmically
with the systemsize.

The currentservicesprovided by the P2PS library canbe summarizechsfollows: connection
primitives suchasjoin andleave, communicatiorprimitives suchas point-to-point,broadcastand
multicast(basedon anidea[9] developedin WP2). Sincethe value of the pair (key, valug is to be
storedat the applicationlevel, P2PS doesnot provide a lookup primitive by itself. However, DHT
operationcanbeimmediatelyprovided by usingthe communicatiorprimitivesofferedby the P2PS
library (seeSection3.6). Moreover, we have undegoing researcho develop more communication
primitives,aswell asprovide membershigunctionalityto P2PS.

3.2 Structured overlay network overview

A structuredoverlay network suchas DKS and GSChordis a graphwherethe nodesrepresentn-
stancef participantsandthe edgesare connectiondetweerthe participants.Eachparticipantin-
stanceis assignedh uniqueidentifier uniformly chosenfrom a key spaceset. The key spacesetis
totally orderedsuchthatit is possibleto definethe concepbf successarthe successoof anodewith
identifiern is thenodewho hasthe smalleridentifiergreatethann. Eachnodehasareferencdo its
successothusgiving thepossibilityto reachary othernodein thesystenby following thesuccessor
links successiely. Thesuccessolink guaranteeghe connectiity andcoherencenaintenancef the
overlay network. Notethatthe responsibleof a key & is the nodewith the smalleridentifier greater
thank. Thus,routinga messagdor a key k£ consistan forwardingthe messageintil it reacheghe
noderesponsibleof k. Giventhis graphconfigurationthe costto routea messageo its destination
evolveslinearly with the network sizewhile theroutingtablesizestaysconstant.
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Figurel: Thethree-layerarchitectureof the P2PS library, andits interactionwith the application
andthetransporimodule(Mozart, here).

Neverthelessatradeof mustbe madebetweernthesetwo costs(i.e., numberof hopsandrouting
table size) in orderto obtain a scalableconfiguration. Thus, by addingwell chosenlinks (called
fingers) ateachnode,it is possibleto prove (seeDKS [8]) thatthe numberof routingtableentriesand
the numberof hopsrequestedo deliver amessagéollow the network sizelogarithmically

3.3 P2PSarchitecture

The P2PS library is organizedin threelayers: Com Core , andServices (seeFigurel). They
correspondo P2P servicesprovided to the application: structuraloperationsin orderto presere
overlay network propertiesandmessagexchangeandchannekestablishmenbperations.

3.3.1 Comlayer

Thepurposeof the Comlayeris to provide theupperlayer(i.e., Core ) with point-to-pointcommuni-
cationandchannelestablishmenprimitivesat the level of the underlyingnetwork. It alsoadwertises
temporaland permanenthannelffailures. The Comlayeris basedon a transportmoduleproviding
it with basiccommunicationchannelsand channelfailure detection. For the moment,P2PS uses
thedistribution moduleof Mozartasits transporiayer, by emplo/ing the communicatiorabstraction
describedn Section5.

Sincea structuredpeerto-peernetwork is composedf active entities,eachpeermustoffer an
accesyoint. The descriptionof the accesgoint provided by a peerA canbe usedby a peerB in
orderto establisra communicatiorchannebetweerthem.We choseto have the Comlayerimplicitly
hiding the transportmediumit emplgys for a betterseparatiorbetweerthelayers.

Besideschannelestablishmenthe Comlayer providesthe Core layerwith point-to-pointmes-
sagesendingandreceving primitivesin theunderlyingnetwork. Moreover, to give theability to take
actionwhena channeffails, the Comlayer adwertisesthe Core layerabouttemporaryfailure (e.g.,
congestionandpermanentailure of channeldi.e., processrash).

3.3.2 Core layer

TheCore layer, asits nameindicates,s the centralcomponenof the P2PSlibrary. It implements
DKS [8] andGSChord[11] algorithms. Its purposes threefold: maintainthe routing tableandthe

successadlist regardlesshenodegoining andleaving, routekey basednessage® theirresponsible,
andimplementnodejoin andleave mechanisms.

5
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Thejoin mechanisntonsistan, givenanentryto the system finding the right placeof the join-
ing node(i.e., betweerits successoandpredecessogndestablishingacommunicatiorchannekith
them.Obviously, the predecessandsuccessoof thejoining nodeareaffectedby thejoin operation
andthereforthey mustupdatetheirreference# orderto reflectthe network change Theparticularity
of theimplementedlistributedjoin is the factthatit is atomic. Indeed,oncethe joining noden has
locatedits successop, it asksp to insertit into the system.If a nodereceivesaninsertionrequest
while insertinganotherode,it will delaythe requestuntil the currentinsertionhasfinished. Fur-
thermorea nodecanperformaninsertiononly oncecorrectlyinsertedinto the peerto-peeroverlay
network. The leave operationis muchsimplerand consistsonly in adwertisingits connecteceers
abouttheleave.

The messageouting algorithmis basedon what s calledthe key lookup primitive of DKS and
GSChord.It consistan handingtheincomingmessagéo the upperlayerif it reachedts destination
(i.e., if therecever peeris responsibleof the messagedentifier) or forwardingthe messageo the
closestpeerentry of theroutingtable,accordingo theroutingmetricused.

Anotheroperationis the routing table maintenance Insteadof correctingthe routing table ex-
plicitly by probing periodically the routing tableis correctedimplicitly (asdescribedn [8]) when
the peersareactuallyusingthe network. While this economioway is well suitedfor maintainingthe
routingtable,it is absolutelynotfor maintainingthesuccessdlist of anode.Sincethereasorto keep
the successolist is to presere the network coherencei.e., whenthe successoof a peerfailed, the
peerhasto referto thenext peerin thesuccessadist), apeershouldbenotifiedaboutall modifications
of ther next succeedingeers(r standdor thelengthof the successolist).

3.3.3 Services layer

The Services layeris a kind of wrappey building up the raw primitives offered by the Core
layer, operationsneededto implementpeerto-peerapplications. Theseoperationscan fit in two
catgories. Firstis the overlay network managemenivhich comprisessysteminitialization, create
connectionaccessandsystemjoin andleave operations.Secondarethe communicatiorprimitives
at the overlay network level which comprisepoint-to-pointmessagesend,and messagéroadcast
andmulticastoperations.Note thatin the currentversionno provision is available yet to guarantee
messagelelivery (seeSection3.4).

Theapplicationcaninteractwith the Services layerby invoking therequiredmethodddirectly
or by simply readingandwriting informationon thethreeavailablestreamsmessage , event , and
command (seeSection3.5.3).

3.4 P2PSadditional characteristics

Support for asymmetric connectionsin orderto guaranteghe systemcorrectnesgi.e., eachnode
is reachablausingthe routing algorithm), the overlay hasto organizeitself in to a virtual ring such
that eachnodepointsto the right successorHowever, in the caseof asymmetricconnection(e.g.,
causedy afirewall) betweera noden andits successop, thisis not possible.The solutionthatwe
provide in P2PS hasa proxy-basedpproach.The nodeto which symmetricconnectionannot be
establishedlet’s call it the hiddennodg will have only limited functionality within the system. It
will useits successoasa proxy to getaccesgo the system.

A hiddennodediffersfrom anordinarynodein thefollowing matters First, althoughit keepsan
up-to-daterouting table, a hiddennodeis not referredasa finger by ary othernodein the system.
Second,it doesnot participatein the routing procedure. Finally, it is only responsibleof the key
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correspondingo its id. Moreover, the proxy nodekeepsa referencdo the hiddennodespointingto
it in orderto deliverthemthe messagetheir areaddressed.

Fromthepointof view of theprogrammerthedifferencedetweerahiddennodeandanordinary
nodeare perceved relatively to two events: in the event connected the featurefirewall equals
true , andtheeventnewpred doesnotoccuratall (sincethe hiddennodedoesnot have apredeces-
sor). Additionally, the hiddennodeis addressednly the messagewith the sameid ashis.

Low cost control In orderto route messageseachpeermaintainsa routing table which partially
reflectsthe network structure. Thus, eachtime the network topologyis modified, the routing table
entriesmustbe updatedFor this, in P2PS, we usethe correction-on-usenechanisnproposedn [8]
which is basedon the network usage.Indeed,insteadof probingthe network periodicallyto detect
topology modifications,a peeris notified aboutan updatewhenit forwardsa messageo a wrong
peer This mechanisnsasesnetwork bandwidthsinceit doesnot produceary messagefor anun-
usednetwork.

Messagesendreliability TheP2PSlibrary providesreliablemessagsendinggexceptin thesituation
wherenodeson the pathbetweersendeandrecever disconnecturingthemessagsend.Currently
whenanodedisconnect$rom thesystemwhile it is aboutto forwarda messagethis messageanbe
lost. In thefuture versionof P2PSwe will extendthelibrary to achieze completereliability, evenin
thefaceof frequentnodefailures.

Neverthelessan applicationusingthe presentP2PS canimplement,if necessaryit's own level
andflavor of reliability ontop of thelibrary, if necessary

3.5 P2PSApplication Programming Interface

This chapterenumerateanddescribeghe classesandtheir accessiblenethodsof the P2PSlibrary,
thusfamiliarizingonewith its API. For themomentthe P2PSlibrary hasa simplestructurecontain-
ing only oneclass,namelyP2PServices , andacoupleof helpful procedures.

3.5.1 P2PS.p2pServic es class

P2PServices s theclassoffering P2Pservices.

init(nid: +NId <= _
pn: +PN <= _
ctristrm: +CS <=

type: +Type <= gsc_hord)

Initialize the classP2PServices andcreatea P2Pnodeof type Type , whereType is the type
of overlay network to be used(i.e., gschord for GSChordanddks for DKS). It alsocreatesan
accessoint for this nodeon port numberPN, if specified;otherwisea randomport numberis
chosenNId isthenodeidentifier(describedn Section3.2). CSis thecommandstream It is used
to (un)registerfor events(seeSection3.5.3).

createAccess(pn: +PN <= _
tn: ?Tn <= )
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Createanaccesgointfor thisnodeon port numberPN if specified.Otherwise choosearandom
port and bind it to PN Returnthe correspondingoken Tn of this node (seeSection3.5.2 for
moreon token). This methodis calledbeforea nodeissuesajoin, andafterit hasalreadycalled
the leave method. Raiseexception p2ps(couldNotCreateAccess pn:)) whenthereis a
problemcreatingthe access.Raisep2ps(accessAlreadyCreated pn:) whenanaccesds
alreadycreatedon thatport numberPN

join(tn: +Tn
nid: +NIld <= )

Jointhis nodeto the systemvia the nodeat the addressndicatedby the so calledtoken Tn (see
Section3.5.2). Note that a nodecanjoin the systemvia ary othernodealreadyin the system.
Raiseexceptionp2ps(joinFailed) whenthetokenhasnotthe properform or refersto a dead
site. NId is the nodeidentifier (describedn Section3.2). If NId is specifiedandthis identifier
is alreadyusedby anotherpeerthenthe chosenNIid will bethe next free one. Raiseexception
p2ps(protocol  _mismatch name:N version:V  arity:A ns:NS) whentheparametersf

thejoining nodedo not matchthoseof the system(i.e., the protocolemplog/edandits version,the
arity, the network size).

leave

Detachthis nodefrom the system.Closetheaccesgointat this node.

sendMsg(to:  +NId
msg: +Msg
tr:  +Tr <= false )

SendmessageMsg to nodeidentifiedby Nid (i.e., whenTr is false ). If Tr istrue , Nid is

consideredo be a key andMsg is sentto the key’s responsible.The sendis asynchronousin

the currentversionno provision is availableyet to guarantedts delivery (seeSection3.4). Raise
exceptionp2ps(nodeNotJoined) if thenodeis notpartof ary system.

multicastMsg(to: +LNId
msg: +Msg
tr:  +Tr <= false )

SendmessageMsg to nodesfound in list LNId . If Tr is true , the ids are consideredo be
keys andMsg is sentto the keys’ responsibles.The sendis asynchronousln the currentver
sion no provision is available yet to guaranteets delivery (seeSection3.4). Raiseexception
p2ps(nodeNotJoined) if thenodeis not partof any system.

broadcastMsg(msg: +Msg)

Sendmessagevisg to all nodesin the system. The sendis asynchronous.In the currentver
sion no provision is available yet to guaranteets delivery (seeSection3.4). Raiseexception
p2ps(nodeNotJoined) if thenodeis not partof any system.

getToken(tn: ?Tn)

Returnthe addres®f thisnodeasatokenTn (seealsoSection3.5.2).
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getAddr(ip: ?IP
pn: ?PN)

Returnthe P addressandthe port numberof this node.

getNodeld(nid: ?NId)
Returntheid of this node.

getMsgStrm(ms: ?MS)

Returna streamon which the receved messagewill be put. The messagesiave the form of
therecordrcvMsg(fm:F  msg:M) , whereF denoteghe sendemodeandMthe messageontent.
Notethatall messagerecevedbeforebindingMSarenot available.

getEvntStrm(es: ?ES)

Returna streamon which eventswill be sent.Notethatall messagegeceied beforebinding ES
arenotavailable(seealsoSection3.5.3).

3.5.2 Token (un)wrapping

A token is aplaceholdethatcarriesthe addressnformationof a nodein P2PS. The nodeaddress
is provided by the underlyingcommunicatiorievel andits formatcanvary (e.g.,IP andportnumber
DSSticket).

In orderto join aP2PS systemanodehasto specifytheaccespoint of arny othernodealreadyin
the systemin theform of atoken. Onecaneitherobtainthetokenfrom theinterestechode,or hecan
build it up with P2PS.addressToToken proceduregiventhe nodes IP addressand port number
Theoppositeprocedurds P2PS.tokenToAddress

addressToToken(ip: +IP
pn: +PN
tn:  ?Tn)

GivenanaddresasthelP andtheportnumberPN returnthecorrespondingokenTn.

tokenToAddress(tn: +Tn
ip: ?IP
pn: ?PN)

Given a valid addressbasedtoken Tn, return the addressasthe IP and the port numberPN
Otherwiseraiseexceptionp2ps(notAddressBasedToken tn:) whenthetokenis notvalid.

3.5.3 Working with events

Eventsrepresenasynchronousctionsthatoccurat differentlevels at a node(i.e., serv , core , and
com). An applicationcanwatchthe eventsandreactaccordingly
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(Un)Register an event In orderto have accesdo events,an applicationhasto registerfor thoseit
is interestedn via the commandstreamCS providedat methodinit  of classP2PS.p2pServices

To registerfor aneventonehasto sendthefollowing recordon the commandstream:c(lv:Level
cmnd:Command), specifyingthe correspondingevel (i.e.,serv , core , andcom) andthe command
regEvnt(evntlst: +EvntLst) ,whereEvntLst isalist of eventsto registerto.

To unraggisteran eventonehasto sendthe following recordon the commandstream:c(lv:Level
cmnd:Command), specifyingthe correspondindevel (i.e., serv , core , or com) andthe command
unregEvnt(evntlst: +EvntLst) , whereEvntLst is alist of eventsto unregister

Eventssupported Currentlyonly thecore level supportsavents;they areenumeratedsfollows.

alone

Issuedwhenthe nodeleavesthe system.This eventis registeredby default.

connected

Issued when the node becomes connectedto a P2PS system. It has the form
connected(firewall: ?B), where B is a booleanindicating whether the node can be
(false ) or not (true ) accessedlirectly by other nodesin the system. In the latter case,this
nodeusesits successoasa proxy in orderto be part of the system(seeSection3.4 for moreon
proxy node).This eventis registeredby default.

newcon

Issuedwhenthis nodeis usedby anothemodeidentifiedby Nid asa proxy to enterthe system
(seeSection3.4for moreon proxy node).lIt hastheform newcon(Nid)

newft

Issuedwhen the finger table of this node has changed. It hasthe form newft(nid:?NId
table:?T) , whereT is arecordof nodeids representinghefingersof this node.

newpred

Issuedwhenthis nodehasa new predecessanode.It hasthe form newpred(nid:?NId)

newsuc

Issuedwhenthis nodehasa new successonode.lt hastheform newsuc(nid:?NId)

proxycon

Issuedwhena nodeconnects/disconits to/from this node. It hasthe form proxycon(?NP)
whereNP is the numberof nodesusing this nodeas proxy (seeSection3.4 for more on proxy
node).

10
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3.6 A simple exampleusingthe P2PSlibrary

We present simpleexampleof a P2Psystemcomposedf threepeerswhich useshe P2PSlibrary.
The systemis composedf threenodes,nodel , node2 , andnode3 , wherenode2 andnode3
join the systemthroughnodel . In this examplenode3 sendsa multicastmessagé¢o nodel and
node2 , anda point-to-pointmessagéo nodel . Moreover, we will extendthis examplewith DHT
operationsThecoderunsdirectly in the Oz Programmingnterface.

The first nodeof a P2Psystemis always special. Actually, it represents systemby itself. In
our casenodel decidego work on port number3001. It runsaloop over the messagestreamand
displaysthe messageaddressetb it.

declare /* the nodel */
[P2PS]={Module.link ['P2PS.ozf"]}

MylP % | P address
MyPN % port numnber

% create a node with id=1 on port 3001
CP2PS = {New P2PS.p2pServices init(nid:1 pn:3001)}

% get the Ip and port# of this node
{CP2PS getAddr(ip:MyIP pn:MyPN)}

{System.showInfo "node at address ip: “#MylP#" and pn: " #MyPN}
% get the nmessage stream and show each recei ved nmessage
thread
for Min {CP2PS getMsgStrm(ms:$)} do
{Show M}
end
end

We createnode2 with id 16. It joins the systemvia nodel specifyingits addressand port
number Furtheron, we run aloop to wait andshav the messagesentto this node.

declare /* the node2 */
[P2PS]={Module.link ['P2PS.ozf"]}

% create a node with id=16 on any port nunber
CP2PS = {New P2PS.p2pServices init(nid:16)}

% w ap address into token
Tn = {P2PS.addessToToken ~127.0.0.1 ~ 3001}

% connect to the systemvia a node (nodel) by providing its Ip and port#
{CP2PS join(tn:Tn)}

% get the message stream and show each received nmessage

thread
for Min {CP2PS getMsgStrm(ms:$)} do
{Show M}
end
end

11
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We createnode3 with id 24. node3 choosedo join the systemvia nodel (notethatit could
have donethejoin vianode2 ) specifyingits addresgndportnumber Furtheron, it sendsamulticast
messagé¢o hodel andnode2 , anda point-to-pointmessagéo nodel .

declare /* the node3 */
[P2PS]={Module.link ['P2PS.ozf"]}

% create a node with id=16 on any port nunber
CP2PS = {New P2PS.p2pServices init(nid:24)}

% connect to the systemvia a node (nodel) by providing its Ip and port#
{CP2PS join(tn:{P2PS.addessToToken ©127.0.0.1 ~ 3001})}

% send one nessage to node 1 and node 16
{CP2PS multicastMsg(to:[1 16] msg:hello)}

% send one nessage to node 1
{CP2PS sendMsg(to:1  msg:sasa)}

Thethree-peesystemexampleshowvs how to build up a P2Psystemandhow the P2PS library
canbeusedfor messagexchangebetweerpeers.Moreover, this examplecanbeenrichedwith DHT
operationsuchasputavalueto a givenkey, andget a valuecorrespondingo a givenkey (notethat
the get correspondso the lookupprimitive). The key canbe ary integer rangingfrom 0 to N — 1,
where N is the size of the virtual searchspace. The value canbe ary Oz languagevariable. The
following two proceduresmplementthe insertionandrespecirely theretrieval of a valueto/from a
distributeddictionary Theremore operationcanbeaddedsimilarly.
proc {Putval Key Val}

{CP2PS sendMsg(to:Key = msg:put(Key Val) tr: true )}
end

proc {Getval Key Val}
{CP2PS sendMsg(to:Key  msg:get(Key Val) tr: true )}
end

Insertingthe value Val at the key Key into the distributed dictionarytranslatedo storingVal
atthe noderesponsibldgor Key. Thus,the procedurePutval simply sendsghe messageut to the
noderesponsibldor Key. The put messageontainsthe key andthe valuefields. Similarly, the
procedureGetvVal simply sendsghe messageget to thenoderesponsibldor Key. Thevaluein the
get messageavill be boundby the noderesponsibldor Key. The binding is donetransparentiyby
thedistribution of Mozart.

To form the distributed dictionary we adda local dictionaryLclDict = {Dictionary.new}
to eachnodein the P2Psystem. Now we will seehow the put andget messagesreinterpreted
at a peernode. For this, we modify the loop that processeshe incoming messagesThus,if the
recevedmessagés put(Key Val) thenthevalueVval is storedatkey Key into thelocaldictionary
On the otherhand,if the receved messageés get(Key Val) thenval will be boundto the value
correspondingo the key Key in thelocal dictionary
thread

for Min {CP2PS getMsgStrm(ms:$)} do

case M of rcvMsg(msg:C fm: ) then
case C of put(Key Val) then
{Dictionary.put LcIDict  Key Val}

12
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Figure2: Screenshodf the Postltapplication.

[ get(Key Val) then
{Dictionary.get LcIDict Key Val}
else skip end
else skip end
end
end

Whenextendingthethree-peesystemexamplewith DHT operationsywe assumedfor simplicity,

thatthe systemdoesnot changs(i.e., thereis no nodecomingor leaving). A morecompleteexample
would includekey/valuepair redistritution whennodesarejoining andleaving.

4 Two applications using the P2PSlibrary

4.1 Postlt

Postlt[5] is a graphicalapplicationwhereuserssharea virtual boardfor publishingpostits — short
time live texts — seeFigure2. A postitmessages associateavith anabsolutesxpirationtime. There
is only onelogical boardsharedbetweenuserswhich is replicatedto every of them,andthey are
organizedasa P2Poverlay network.

In orderto avoid singlepointsof failure,andto achieve scalabilitythereis notasingleresponsible
of theboard. Adding a postitto the logical boardis donemonotonically Whena peerissuesa nev
postitit addsit to its localboard(i.e.,its view). Then,it adwertiseghisoperatiortogethemwith thenewx
postitto all the otherpeers. This announcemeris doneby usingthe broadcasprimitive of P2PS.
However, usingthe P2PS broadcasprimitive is not enoughto ensurethatall peerswill eventually
have the sameview of the sharedboard. In orderto corverge towardsa commonview of the shared
board,Postltsynchronizeshe views eachtime the network changes.Thatis, eachtime a peerhas
anew successoithey synchronizeheir views with eachother After the synchronizatiorprocedure,
the missingpostitsat onesidearebroadcastetb all the otherpeers.

13
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Figure3: Screenshobf the Matisse-P2Rapplication.

Remwing a postitfrom the sharedboardis muchsimpler Eachpeerremoresthe expired postits
from its local boardthus,eventually the expired postitswill beremovedfrom thewhole system.

The Postltapplicationis implementedn Oz-Mozartusingthe P2PSlibrary. It hasalreadybeen
successfullyestedn LAN andMAN, evenwith peerdaying behindfirewall.

4.2 Matisse-P2P

Matisse-P2R13] is basedon a stand-alon@pplication,calledMatisse[1]. Theoriginal Matisseis a
drawing tool thatintendsto promotethedrawing creatvity of youngchildrenandenablethemto feel
confidentwith their own creationsln Matissethe usercanchoosebetweerdraving patcheor lines.
Drawing lines requiresa greatermasteryandtechniquethan drawing color patches.This is why a
novice userwill ratherdrawn color patcheghanfine lines. Matisse-P2Risesthe samedrawing idea
(seeFigure3d). In additiona meanshasbeendevisedto enablemultiple usersto drav synchronously
in a virtual draving spacemakingit a nice peerto-peercollaboratve application. Matisse-P2Hs
currentlybeingdevelopedin Oz andit employs the P2Pprimitivesof the P2PSlibrary.
Matisse-P2Rcanbe usedasa demonstratoapplication,shawving differentcapabilitiesprovided
by thethird generatiorP2Pplatformdevelopedin PEPITO project. Thefollowing featuresof the P2P
platformcanbe highlighted:
Group communication primiti ves Eachof the shareddravings in Matisse-P2Hs associatedvith
a groupandfunctionality is provided to addnew groups,remove existing groupsandto participate
(subscribejn anon-goingcollaboratve drawving session.
Robustnessto network failur esThisis in orderto make surethatusersfeel confidentin usingthe
applicationandnetwork failureswill actuallytake placewithout userstakingnoticeof them.
Minimum systemmaintenanceThefactthatthe applicationis implementedn a decentralizednot
sener based)platform,will allow it to bedeployedwith minimum overlay costs.
Low infrastructur e costfor the end user Matisse-P2Rs an applicationthat canrun eitheron a
desktopPC or on an hand-heldcomputingdevice. The peerto-peerplatform will enableto shift
computingefforts throughthe existing nodesof the platform — if needbe — in orderto guarantee
arywhere arytime accesgo the Matisse-P2Rpplication.
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5 A point-to-point bidir ectional sessiormanagerwith fault detection

The P2PS library allows nodesto freely join andleave the overlay network. However, ascommu-
nicationin the underlyingnetwork is basedon point-to-pointchannelsnodeshave to connectand
disconnecsuccesskely from othernodesj.e., they requirea sessiorcommunicatiormanagerSince,
thebuilt-in datatypesof Oz dont provide a directway to implementsessionsa Sessiormodulehas
beencreatedspecificallyfor this very purpose.

The Sessiormoduleattachesa statestreamto eachrunningcommunicatiorsession.The state
streamreflectsthe currentknowvledge of the health of the network communication providing the
informationrequiredby applicationgo toleratenetwork faults. Thus,the useof the Sessiormodule
madethe detectionof network faultsin P2PS mucheasier Moreover, the Sessiormoduleprovides
P2PS with two additionalusefulfeatures.Thatis, the possibility to closea connection(necessary
in a self-oganizednetwork), and the fact that a connectionis bidirectional(very usefulto exploit
the symmetryin GSChord). The Sessiommoduleis written in Oz, on Mozart, andis availableasa
library [6].

Although Oz provides natively a connectionmechanisnmbasedon the exchangeof an encoded
string, this stringis usually broughtfrom one Oz procesgo anotherusingan externalmediumsuch
asawebsener. In the caseof P2PS, onecannotrely on suchexternalmedium. Thus,the Soclet-
Connectiorn(seeSection5.2) modulehasbeendevelopedto usea standarccombinationof IP address
andsoclet numberto make Oz processesonnectogether Consequentiithe P2PS nodesonly need
to know anlP anda soclet numberto connecttogetherthereis no moreexternalmediumrequired.
The SocletConnectiormoduleis written in Oz, on Mozart,andis availableasalibrary [7].

5.1 The SessiorModule

The Sessiommoduleprovides a communicationchannelrespectinghe following setof properties.
For acompletedescriptionof this modulereferto the Sessiorpackagen theattachedapers.

> A Sessionnstanceobtainedoy Session.new representgnesideof acommunication.

> Whentwo instancesreconnectedogetherthey offer a bidirectionalcommunicatiorchannel
betweenthesetwo points. Messagesrereceved on a stream. Thereis only onereception
streamper sessiorinstancethat recevesall messagefrom all successie connectionof this
instance.

> At maximumtwo Sessiorinstanceganbe connectedogetheratary time.

> Any of thetwo sidesof a sessiorcommunicatiorchannelcanbreakthe connection Eachside
canreconnecbackor to othersessiorinstances.

> Eachsessioninstancealso providesa free-forall communicatiorchannelwherearnyone can
sendmessagefreely without having to connect. Thesemessagesarereceved on a different
stream.An exampleis anapplicatiorwhich wantsto provide aremotecontrolto severalremote
clients,but only oneatatime. With the Sessiormodule theapplicationcanuseasinglesession
instanceto let only oneremoteclient conneciatatime. Whenthe clientwantsto stopworking
with the application,it canclosethe sessionandanotherclient canthentake over. If aclient
is alreadyconnectedo the applicationandanotheronewantsto connectto it also,it canuse
thefree-forall channelto notify the applicationaboutthat. If thereareseveralapplicationghe
clientwantsto connecto successkly, it cando sousinga singlesessiorinstance.
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> Eachsessiorinstanceproduceslink statestream.Connectionshangeof the communication
link with thecurrentlyconnectedessioranddisconnectiongeneratenessagesnthatstream.
This canbe usedto createfault-tolerantapplicationswithout usingthe Mozart Fault module.
Thepossiblemessagesn thatstreamare:

connect This sessiorinstancehasjust beenconnectedo anothersessiorinstance Messages
canbesentto theothersite.

disconnect  This sessiorinstancehasbeendisconnectedby the othersessiorinstance.No
messageanbe sentwhile disconnected.

tempFail Thereis a communicationproblemthat temporarily preventsthe messagefrom
arriving to the othersite. A tempFail may changeinto a permFail or into ok, or stays
forever (until the site decidesto breakthe session). Note that the applicationcan still send
messages this state. They will be bufferedandsentcorrectlywhenthe communicatiorturns
ok or droppedf thecommunications broken.

permFail Theothersitewasdetectedrashedlt isthesameasdisconnect exceptthatthere
is no useto try andcontactthe othersiteanymore;it is deadforever.

ok After atempFail , this statemeansthe communicationis fine again,and messagesare
normallyarriving atthe othersite.

5.1.1 Application Programming Interface (a short description)

{Session.new  ?S}
Returnanew sessiorinstance.

{Session.connect S1 S2}

Connects1 with S2. Raisean exceptionif S1 or S2 arealreadyconnectedo anothersession.
Raiseanexceptionif S2 is unreachable.

{Session.disconnect S}

Disconnects from whatever othersessiorit wasconnectedo. Thisis asynchronouslisconnec-
tion; i.e., it waitsfor all pendingmessageto arrive beforedisconnecting.

{Session.break S}

Disconnects from whatever other sessiont was connectedo. This is anassoonas possible
disconnectionandsomemessagemay bedroppedn the process.

{Session.getStream S ?Xs}

Returnthe streamof messagesentby the sessiongonnectedo S.
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{Session.getStateStream S ?Xs}

Returnthe streamof communicationstatesof S with the other sessionst is successkely con-
nectedo. This streamcanbe composef oneof thefollowing atoms:connect , disconnect
tempFail , ok, permFail

{Session.getState S ?T}

Returnthe currentstateof S.

{Session.sSend S M}

SendMto thereceptionstreamof the sessiors is connectedo in a synchronousvay: this com-
mandblocksuntil this messagdiasarrived on the receptionstreamof the othersite. Raisean
exceptionif Sis notcurrentlyconnected.

{Session.aSend S M}

SendMto thereceptionstreamof thesessiors is connectedo. Doesnt block. Raiseanexception
if Sis notcurrentlyconnected.

{Session.isConnected S 7B}

Returntrue if Sis currentlyconnectedfalse otherwise.

5.2 The SocketConnectionmodule

The SocletConnectiommoduleprovidesa soclet-basednechanisnto establishconnectiondetween
independen©z processesOneprocesgcalledsener) opensa soclet with which othersites(called
clients)canconnecto establisha connection.For a completedescriptionof this modulereferto the
Socletspackagén theattachecpapers.Wwo differenttypesof soclet connectionaresupported:
One-to-oneconnectionsAllow to establisha singleconnectioronly.

Many-to-one connectionsAllow multiple connectionsvith the samesoclet to the samevalue. Val-
uesfor mary-to-oneconnectionsareofferedthroughgates.

6 The Distrib uted Subsystem

The Distribution Subsystem+ DSS[10] is a middlevareimplementedn WP4 of PEPITO. During
the first yearof the project,the basicfunctionality of the middlewvare hasboth beendefinedandim-
plementedThis hasresultedn anovel approactto distribution of programmindanguageconstructs
thatallows for simple,yet expressie instrumentatiorof distribution behaior.

Duringthefirst half of thesecond/ear focushassenedfrom basicservicesowardsP2Pservices.
Out of the three propertiesthat definea P2P node, simultaneouslybeing a sener, a client, anda
router the DSScould actasa sener anda client. Naturally the platform hadto be extendedwith
the capabilityof routing. This sectionwill briefly describethe integrationandOz-DSSandhow the
P2PSlibrary is relatedto it.
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6.1 The Oz-DSSintegration

Work hasstartedon the integration of Mozartandthe DSS.In a prototypeversion[3] the already
existing distribution supportfor Mozart is replacedwith the DSS, the systemis referredto as Oz-
DSS.0z-DSSofferstranspaentdistribution of all its languageentities(somethinghatwasmissing
in Mozart). Furthermorejt implementscorrecthandlingof distributed operations by preserving
threadidentities. Addedto this is the possibility to definedistribution stratey for single entities,
cateringfor fine grainedoptimizationof distributedapplications.

The Oz-DSSplatform hasalsobeenusedto investigatethe usageof P2Palgorithmsto enhance
connectiity. Network problemghatcommonlyhaltadistributedcomputationlike moving processes
andasymmetricnetwork connectionscannow be handledtransparently This work hasbeencon-
ductedjointly by ValentinMesarosat UCL andErik Klintskog togetherwith Zacharia€l-Bannaat
SICS.

The Oz-DSSplatform hasreacheda maturestate,asprevious mentionedt offers notablymore
functionality thanMozart of today However, it lackssomeof the stability foundin the well main-
tainedMozartsystem.FurthermoreOz-DSSis basedon a oneyearold versionof Mozart,andthus
lacks someof the later bug fixes and improvements. During the next autumn,the latestavailable
Mozart systemwill be enhancedvith the distribution supportof the DSS, thus makingit a fully-
fledgedP2Pprogrammingplatform.

6.2 The P2PSrelationto DSS

SinceP2PS offers P2Pprimitives, providing animplementatiorof differentalgorithmsproposedn
WP2,it canbeusedby the DSSto provide P2Pservices.

The ongoingwork that we conducton the usageof P2Palgorithmsto improve connectiity in
distributed systemss successfulAs it wasmentionedthis work wasdonein the Oz-DSSplatform.
Consequentlythe P2PSlibrary can,with little effort, beusedby the Oz-DSSsystem.The benefitsof
therelationP2PS-DSSaretwofold. First, new algorithmsaddedo the P2PS library will immediate
be availableto the Oz-DSSsystem.Secondthe P2PS modulecanusethe advancedpoint-to-point
communicatiorabstractionprovided by the DSS. Thusavoiding redundantmplementatiorefforts.

7 Attached papers

1. Maria F. Ramalho. Whatwould childrenunableto attendschoollearnfrom constructingdZ
TALES. In Proc. of EUROLOGO2003August2003(to appear)

Thefollowing padkage is availableat theindicatedURL:

2. P2PS03June2003. http://wikis.info.ucl.ac.be:8080/index .php/ Peer2 PeerSy stem
Universtigé catholiquede Louvain, andCETIC, Belgium.
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