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1 Intr oduction

As statedin Annex 1 of the PEPITO project,oneof the main objectives of WP3 is to extendOz
andJava to reflectnew programmingabstractionsthat usethe protocolsof workpackage2 (WP2),
in orderto provide theselanguageswith peer-to-peer(P2P)abilities. This deliverableis focusedon
extendingOz-Mozart[2] andit is thesecondreporton presentingtheprogressin WP3with respect
to thedevelopmentof thepeer-to-peerOz platform,calledP2PS [3]. P2PS providesthedeveloper
with the possibility of building andworking with P2Poverlay applications,offering differentP2P
primitivesandservices.Although independentof the underlyingP2Ptechnology, P2PS currently
only supportsTango[7, 8]. Tangois a peer-to-peeralgorithm,thatwe developedin WP2,to better
structurerelative exponentialnetworks to increasetheir scalability. Note that the Tangoalgorithm
waspreviously (in deliverableD3.5)calledGSChord.

Sincethefirst reporton“D3.5: Peer-to-peerOzplatform(1)”, theP2PS peer-to-peerplatformhas
beenenrichedwith additionalfunctionalityandfeatures.First, we shouldsaythatP2PS hasa new
API which is moreflexible andmoreergonomicthanthepreviousone. Indeed,giventhefeed-back
wehadfrom developersusingP2PS, wefoundit veryusefulto improveits API. ThecompleteAPI is
providedasanattacheddocumentto thepresentdeliverable.Second,weshouldmentionthefactthat
thefunctionalityof P2PS hasbeenenrichedwith one-to-onereliablecommunicationprimitive, and
thatwork on providing one-to-many communicationprimitive is currentlyundertaking.Finally, we
shouldsaythat for P2PS we took thechoiceof carryingout with theTangopeer-to-peeralgorithm
andtemporarilystoppingthesupportfor DKS [6]. WetookthisdecisionbecauseDKS andTangoare
very similar, but still thefunctionalityof Tangowaspresentedto bemoreattractive. However, given
themodularityof P2PS, supportfor DKS canbeeasilyprovidedwith quitesmalleffort. Moreover,
thenew API is designedto supportbothTangoandDKS algorithms.

P2PS is deliveredasa softwarepackage[3] containingthe sourcecodetogetherwith an API
documentationandan example-basedusertutorial. It is readyto be usedboth, by researchersto
developandtestnew algorithms,andby programmersto developP2Papplications.On the

�������
of

October2003we madea public releaseof P2PS on MOGUL [1]; theofficial archive of Oz-Mozart
libraries.Sincethen,P2PS hasbecomeknown to researchersin thedomainof overlaynetworksand
P2Psystemsandits websiteis daily visited.

The remainderof this documentis organizedasfollows. We continuewith the relationof our
work to otherworkpackages.In Section3 we briefly recall theprinciplesof structuredP2Psystems.
In Section4 we describethe main functionality provided by P2PS. In Section5 we describethe
architectureof P2PS, while in Section6 wedescribetheinternalsof thecommunicationprimitive. In
Section7 weshow how to write asimpleapplicationfor P2PS andhow to extendit, andin Section8
we describetwo existing applicationsthat useP2PS. Then,we concludeanddescribehow we see
P2PS is goingto evolve from now on.

2 Relation to other workpackages

Thework in thisdeliverableis relatedto otherworkpackagesin PEPITO asfollows:

WP2 Thegoalof workpackage2 is to develop fully decentralized,scalable,fault-tolerantandself-
organizingapplication-independent infrastructurethat easethe developmentof variousP2P
platformsandapplications.Most of thealgorithmsproposedin WP2will be implementedby
theP2PS library andtestedwith differentapplications.Thus, implementingandtestingthe
algorithmsin Oz-Mozart,providesuswith quickresultsthatcanbeusedasfeed-backto WP2.
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WP4 Thedistribution language-independent middlewarecomponent(i.e.,DSS)beingdevelopedin
WP4will beextendedwith P2Pservices.Furthermore,oneof themainobjectivesof WP3is
to integrateP2Pabilitiesin Oz-Mozart.SinceP2PS offersP2Pprimitives,providing afirst Oz
implementationof differentalgorithmsproposedin WP2,theAPI proposedbyP2PS represents
afirst attempttowardswhatcanbecomethepeer-to-peerAPI in Oz languageaswell asfor the
peer-to-peerfunctionalityof DSS.

WP5 Workpackage5 is in charge with building applicationsdemonstratingthe peer-to-peerfunc-
tionality of thesystemsdevelopedin theproject. TheP2PS library is availableto be(andas
describedin Section8, it is already)usedfor developingP2Papplicationsin Oz. On theother
hand,by usingtheP2PS library with realisticapplications,allows usto continuouslyimprove
its API, basedon thefeedbackwegetfrom applicationdevelopers.

3 Structured P2Psystems:overview

In this sectionwe briefly recall theprinciplesandnotationsof thestructuredP2Pnetworks. We take
theChordalgorithm[12] asa casestudysincea)Chordis oneof thefirst P2Palgorithmsbasedon
theideaof DistributedHashTable– DHT, andb) TangoandChordhave many commonalities.

A first characteristicof astructuredP2Psystemis thatit is DHT-based,wherekey#valuepairsare
associatedto nodesin theoverlaynetwork dependingon the “distance”betweenthekey id andthe
nodes’ids. (Hereinafter, we will usethetermnodeto refer to both thenodeandits identifierunder
thehashfunction,asthemeaningwill beclearfrom thecontext.). Both,nodesandkeys, take values
in thesameidentifierspace.In thecaseof Chord,the identifierspaceis a virtual ring within which
hashednodeanddataitemkey identifiers arespreadby usinga consistenthashing.

An otherimportantcaracteristicof astructuredP2Psystemis thefactthattheoverlaynetwork is
well definedin orderto achieve logarithmickey lookup. With theadventof theDHT-basedsystems,
the main procedurein the P2Psystems,the key lookup, wasprovided with someguarantees.For
instance,a lookupfor a key will not take morethana certainmaximumnumberof hops.

In Chordeachnodehasa predecessoranda successorrepresentingreferencesto the previous
andrespectively thesubsequentnodein the identifierspace.A key is storedat thenodesucceeding
the id of that key on the circular identifier space. Thus, the naive lookup procedurefor a certain
key reducesto looking for the first nodewhoseid is greaterthan, or equalto the id of that key
alongthe identifier space,going clockwise. To speedup the lookup process,eachnodemaintains
supplementaryreferences(calledfingers) aboutsomeothernodesinsidea routing table. Given an
identifierspaceof size ���
	�� , besidethereferencesto its predecessorandsuccessor, eachnodein
theChordsystemstoresk fingers.Notethatin structuredP2Psystemsthereis a tradeoff betweenthe
sizeof theroutingtableat eachnodeandthemaximumnumberof hopsa requestwould take when
looking for akey.

4 Functionality

In this sectionwe presentthe main functionalityprovided by our P2PplatformcalledP2PS: Peer-
to-PeerSystem. This functionalityis providedvia theclassP2PS.p2pServices. TheP2PS library
providesthe developerwith the possibilityof building andworking with P2Poverlay applications,
offering differentP2Pprimitivesandservices.P2PS is providing thedistributedpeer-to-peerappli-
cationswith a meansto organizethemselves in large scalestructuredoverlay networks aswell as
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providing themwith managementandcommunicationprimitiveswhosecostsevolve logarithmically
with thesystemsize.For detailson its API youcanreferto theattacheddocumentto this report.

The main functionality provided by theP2PS library canbe summarizedasfollows: network
managementprimitivessuchascreate,join andleave a network, communicationprimitivessuchas
one-to-one,broadcastandmulticast,andmonitoringprimitives. With P2PS we intendedto provide
basicP2Pprimitiveson top of which morespecializedservicesto bebuilt. Looking for therespon-
sible of a key is not provided asa basicprimitive in P2PS. Instead,the main basicprimitivesare
sendingandreceiving a messagefrom onenodeto another. Nevertheless,dictionaryoperationscan
be immediatelyprovided by usingthe communicationprimitivesofferedby theP2PS library (see
Section7.2). Furthermore,we have undergoing researchto extendthe functionality of P2PS with
otherprimitives(seeSection10).

4.1 Createa network

This functionalityprovidestheprogrammerwith thepossibility to createa P2Poverlaynetwork. It
will createthefirst nodeof a network. Whatthis actuallymeansis thatanAccessPoint is created
for this node(for thedescriptionof theaccesspoint, seeSection5.1). In orderto createa network
in P2PS, onewill usethemethodcreateNet. This methodcanbefeaturedwith differentoverlay
network andnodeparameters(e.g.,themaximumoverlaynetwork size,the id of this node),aswell
aswith parametersrelatedto thelocalaccesspoint (e.g.,IP andport number).Then,aftercreatinga
peernode,its accesspointcanbepublished,thusallowing remoteconnectionsto it from othernodes.
Furthermore,the nodeis provided with messageandevent streamson which messagesfrom other
nodesandrespectively differentnodeandnetwork eventswouldeventuallybeaccessible.

4.2 Join a network

Whenjoining anoverlaynetwork, a peernoden needsto have theknowledgeof anAccessPoint
of anotherpeernodep alreadypresentin therespective overlaynetwork. Theunderneathprotocols
will actuallyjoin n to thenetwork via thenodep. Notethatnodep servesonly asanentrypoint to
thenetwork for noden. Generally, thepositionof a joining nodeinto thesystemdoesnotdependon
theentrypoint it usesto get into thenetwork. In orderto join a network in P2PS, onewill usethe
methodjoinNet. This methodcanbe featuredwith differentnodeparameters(e.g.,the id of this
node),aswell aswith parametersrelatedto thelocalaccesspoint (e.g.,IP andport number).As any
othernodein theoverlaynetwork, anew joinednodewill beassociatedanaccesspoint. Furthermore,
onceinsidethenetwork, a nodemayreceive messagesfrom othernodesfrom thenetwork, andnode
andnetwork eventson theassociatedmessageandrespectively eventstreams.

4.3 Leavea network

Leaving an overlaynetwork meansimplicitly disconnectingthis nodefrom all theothernodesit is
connectingto in theoverlaynetwork. Although,generally, a P2Pnetwork toleratesnodefailures,it
is expectedthatanodemakesagracefullyleave. Thus,underneath,anodewill runasimpleprotocol
to disconnectfrom its neighbors. In order to leave a network in P2PS, one will usethe method
leaveNet. Thiswill terminatethemessageandtheeventstreams.
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4.4 Messageexchange

P2PS providesend-to-endcommunicationprimitives. That is, exchangingmessagesbetweenpeers
throughouttheoverlaynetwork. Dueto its organization,thesystemcanperformefficient key based
routing. That is, a messagefrom a nodes to a noded is routedthroughoutthe overlay network
accordingwith thecorrespondingkey lookupprocedure,whered is considereda key.

Notethatonecanindicateto sendamessageeitherto thenoderesponsiblefor thekey with value
d, or directly to thenodewhoseid equalsd. While in the formercasethemessagemayeventually
alwaysreachits destination,in the latter thedestinationmaysimply not bepresent.Both flavorsof
themessagedelivery areusefulin practice.To sendone-to-onemessagesin P2PS, onewill usethe
methodsend. To sendreliableone-to-onemessages,onewill usethemethodrsend. For detailson
thecommunicationreliability, seeSection6.

Anothercommunicationprimitive provided by P2PS is one-to-many. Simplebroadcast and
multicast is provided. Both protocolsemployedarebasedonanidea[9] developedin WP2. That
is, exploit thetreestructureof aChord-like systems.In thecaseof thebroadcast,themessageis sent
to all thenodesin thenetwork. In thecaseof multicast,themessageis sentto a given list of nodes;
that is, explicit multicast. As in the caseof one-to-onemessages,in the caseof multicastonecan
chooseto sendthe messageeitherto nodes’responsibles,or directly to the nodeswhoseids equal
thosein thedestinationlist.

To increaseits reliability, anapplicationmight decideto replicatethecontentstoredat a nodeto
someof thenode’s successors(i.e.,thesuccessorlist). ThemethodsendToSucc canbeusedto send
amessageto anumberof successorsof anode(whoever they be).

4.5 Monitoring

In a dynamicnetwork asP2Poverlay networks, beingawareof the statusandof the changeswith
respectto thepeernodeandthenetwork mightbeveryusefulfor theupperlyingapplication.A good
exampleis the applicationrunningon nodeswith limited resources.Thus,in P2PS we decidedto
provide a setof eventson the event streamassociatedwith eachpeernode. Theseeventsindicate
changesontheconnectionswith thenode’spredecessorandsuccessors.Thisway, for example,if the
successorof anodehaschanged,theapplicationcandoreplicationon thenew successor.

Anotherwayof monitoringthepeernodeisofferedby themethodgetStatistics. It providesa
setof information– mostof it in theform of counters– aboutthestatusof thepeernode.For example,
onecanhave informationaboutthe followings: thenumberof incomingandoutgoingconnections,
thenumberof dataandcontrolmessagessentby thisnode,thenumberof dataandcontrolmessages
forwardedby thisnode.

4.6 Others

Dealwith asymmetricconnections

In orderto guaranteethesystemcorrectness(i.e.,eachnodeis reachableusingtheroutingalgorithm),
theoverlayhasto organizeitself in to a virtual ring suchthateachnodepointsto theright successor.
However, in thecaseof asymmetricconnection(e.g.,causedby a firewall) betweena noden andits
successorp, this is not possible.Thesolutionthatwe provide in P2PS hasa proxy-basedapproach.
Thenodeto whichsymmetricconnectionscannot beestablished(let’s call it hiddennode) will have
only limited functionalitywithin thesystem.It will useits successorasa proxy to getaccessto the
system.
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A hiddennodediffersfrom anordinarynodein thefollowing matters.First,althoughit keepsan
up-to-dateroutingtable,a hiddennodeis not referredto asa fingerby any othernodein thesystem.
Second,it doesnot participatein the routing procedure.Finally, it is only responsibleof the key
correspondingto its id. Moreover, theproxy nodekeepsa referenceto thehiddennodespointingto
it in orderto deliver themthemessagestheirareaddressed.

Fromthepointof view of theprogrammer, thedifferencesbetweenahiddennodeandanordinary
nodeareperceived relatively to two events: in theeventconnected the featureuseProxy equals
true , andthe eventnewpred doesnot occurat all (sincethe hiddennodedoesnot have a prede-
cessor).Additionally, thehiddennodeis addressedonly themessageswith thesameid ashis. Note
that,whenjoining theoverlaynetwork, apeernodeby itself canimplicitly chooseto act,or not,asa
hiddennode.

Low costcontrol

In orderto routemessages,eachpeermaintainsa routing tablewhich partially reflectsthenetwork
structure.Thus,eachtimethenetwork topologyis modified,theroutingtableentriesmustbeupdated.
For this end,in P2PS we usethecorrection-on-usemechanism– proposedin [6] anddevelopedin
WP2 – which is basedon the network usage.Indeed,insteadof probingthe network periodically
to detecttopologymodifications,a peeris notifiedaboutanupdatewhenit forwardsa messageto a
“wrong” peer. Thismechanismsavesnetwork bandwidthsinceit doesnotproduceany extramessages
for anunusednetwork.

5 Ar chitecture

The P2PS library is organizedin threelayers: COM, Core, andServices (seeFigure1). They
correspondto P2Pservicesprovided to the application: structuraloperationsin order to preserve
overlaynetwork properties,andmessageexchangeandchannelestablishmentoperations.

5.1 COM layer

TheCOM layeris in chargewith interfacingwith theunderlyingphysicalnetwork. It providesfunc-
tionality to the Core layer. Basically, COM will provide communicationfunctionality througha
commonAPI, regardlessthe physicalprotocolemployed, suchasTCP, UDP, andBluetooth. The
functionalityprovided by theCOM layer is: accesspoint creation,connectionestablishment,basic
communicationprimitives,andfaultdetection.

Accesspoint creation. We definean accesspoint to be an addressableentry point to a node. It
is the COM layer who definesthe form andthe meaningof an accesspoint. Moreover, the
representationof anaccesspoint– AccessPoint will haveameaningonly to theCOM layer.
It can, for example,be definedasan ipAddr/socketNr pair, but its definition canalsobe
security-flavored. Theaccesspoint creationprimitive consistsin creatinganaccesspoint for
a peernode. Therecanbeoneaccesspoint perpeernode. Then,a nodepeercanpublishits
accesspoint, thusallowing remoteconnectionsto it.

Connectionestablishment. Theconnectionestablishmentoffersconnect anddisconnect prim-
itives for point-to-pointconnectingto andrespectively disconnectingfrom a node,given its
AccessPoint.
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Services
Core
Com

Mozart VM

Peer−to−peer application
Msg  Evnt

P2PS

Figure1: Thethree-layerarchitectureof aP2PS node,andits interactionwith theapplicationand
thetransportmodule(providedby MozartVM, here).

Basiccommunicationprimiti ves. Thebasiccommunicationprimitivesprovidedaresend message
andreceive message.They arepoint-to-pointprimitivesproviding reliabledatatransferover
a connectionestablishedvia anAccessPoint. For this end,P2PS usestheSockets [5] and
Session [4] modulesdevelopedatUCL on topof Mozart.

Fault detection. Thefault detectionprimitivesprovide with ameansfor detectingdifferenttypesof
network anomaliesrelativeto point-to-pointconnectionsuchaspermanentfaultsandtemporary
faultsaswell asannouncingthemto higherlevels.For thisend,again,P2PS usestheSockets
andSession modules.Giventhehigh dynamicsof a P2Pnetwork, this functionality is very
important.

5.2 Core layer

An overlaynetwork topologycanbeviewedasa graphcomposedof arcsandnodes.Thepurposeof
theCore layer is to provide high-level connectivity primitivesbetweenpeernodes,thusallowing to
addandremove arcsto andrespectively from anode.

TheCore layer, asits nameindicates,is thecentralcomponentof theP2PS library. It implements
the Tango[7, 8] algorithm. Its purposeis threefold: implementnodejoin and leave mechanisms,
routekey basedmessagesto their responsible,andmaintainthe routing tableandthesuccessorlist
regardlessthenodesjoining andleaving.

Joining/leaving a network. Given an entry (i.e., anAccessPoint) to the system,the join mech-
anismconsistsin finding the right placeof the joining nodewithin the overlay network, i.e.,
betweenits successorandpredecessor, andestablishinga communicationchannelwith them.
Obviously, the predecessorandsuccessorof the joining nodeareaffectedby the join opera-
tion andthereforthey mustupdatetheir referencesin orderto reflectthenetwork change.The
particularityof the implementeddistributedjoin is the fact that it is atomic. Indeed,oncethe
joining node� haslocatedits successor
 , it asks
 to insertit into thesystem.If anodereceives
aninsertionrequestwhile insertinganothernode,it will delaytherequestuntil thecurrentin-
sertionhasfinished.Furthermore,anodecanperformaninsertiononly oncecorrectlyinserted
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into theoverlaynetwork. Theleave operationis muchsimplerandconsistsonly in advertising
its connectedpeersabouttheleave,anddisconnectingfrom them.

Routing messages.Themessageroutingalgorithmis basedon what is calledthekey lookupprimi-
tive. It consistsin handingtheincomingmessageto theupperlayerif it reachedits destination
(i.e., if thereceiver peeris responsibleof themessageidentifier)or forwardingthemessageto
theclosestpeerentryof theroutingtable,accordingto theroutingmetricused.

Topologymaintenance. Anotheroperationis overlaytopologymaintenance,or routingtablemain-
tenance.This procedureis run at eachnodeandconsistsin maintainingconnectionsto well
definedneighborsin orderto ensurecertainglobalguarantees(e.g.,a lookupfor akey will not
take morethanacertainmaximumnumberof hops).Insteadof correctingtheroutingtableex-
plicitly by probingperiodicallytheneighbors,theroutingtablein P2PS is correctedimplicitly
whenthepeersareactuallyusingthenetwork (asdescribedin [6]). While thiseconomicwayis
well suitedfor maintainingtheroutingtable,it is absolutelynot for maintainingthesuccessor
list of a node.Sincethereasonto keepthesuccessorlist is to preserve thenetwork coherence
(i.e.,whenthesuccessorof a peerfailed,thepeerhasto referto thenext peerin thesuccessor
list), a peershouldbenotifiedaboutall modificationsof the � next succeedingpeers( � stands
for thelengthof thesuccessorlist).

5.3 Services layer

TheServices layeris akindof wrapper, building uptheraw primitivesofferedby theCore layer;op-
erationsneededto implementpeer-to-peerapplications.Theseoperationscanfit into two categories.
First is the overlay network managementwhich comprisessysteminitialization, createconnection
access,andsystemjoin andleaveoperations.Secondarethecommunicationprimitivesat theoverlay
network level which compriseone-to-onemessagesend,andmessagebroadcastandmulticastoper-
ations.Notethat in thecurrentversionof P2PS thereliableone-to-onecommunicationprimitive is
provided(for moredetailsoncommunicationreliability referto Section6).

Theapplicationcaninteractwith theServices layerby invoking the requiredmethodsdirectly
andbysimplyreadinginformationonthetwo availablestreams:message andevent associatedwith
eachpeernode.Themessageandeventstreamsarea way of asynchronouslyobtaininginformation
aboutthereceivedmessagesandrespectively thenodeandnetwork events.

6 Reliablecommunicationprimiti ve

In many situations,onewouldliketo havereliability communicationbetweennodeswithin anetwork.
Moreover, it would be very usefulto have differentdegreesof reliability (e.g.,FIFO order, partial
order). As in any network, in an overlay network, in order to provide reliability communication
betweenany two nodeswithin thenetwork, it doesnotsuffice to ensurethecommunicationreliability
on all the edgeswithin that network. The reasonfor this is that, usually, a connectionspansover
more thantwo nodes,andthesenodeshave a certainprobability to fail. SincemostP2Psystems
are dynamic(i.e., relatively high rate of nodesjoining/leaving) providing reliable communication
primitivesis beveryuseful.

In our previous report,D3.5, on P2PS we mentionedthe fact that the P2PS library provided
reliablemessagesending,except in the situationwherenodeson the pathbetweensenderandre-
ceiverdisconnectduringthemessagesend,andthusloosingthatmessage.Sincethen,work hasbeen
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Figure2: Differentstatesof aconnectionbetweentwo nodes.NodeA initiatesconnectionto nodeB.

conductedto introducereliablecommunicationprimitive for P2PS andthusachieving communica-
tion reliability even in the faceof frequentnodefailures. Thus,we introducedreliableone-to-one
communicationinto P2PS. Moreover, weareundertakingresearchandwork for introducingreliable
one-to-many communication.We continuethis sectionwith describingthedesigndecisionswe took
whenintroducingthecommunicationreliability into P2PS.

6.1 Implicit connectivity

In orderto provide reliablecommunicationbetweentwo nodesin a network, a connectionhasto be
establishedbetweenthem. This implies sharinga state– consistingof messagessent,received, or
lost – at both nodes. Whendesigningthe connectionprotocolwe followed the ideaof end-to-end
arguments[11], whereit is suggestedthatonly thenodesinvolvedin theconnectionshouldshareany
connectionstate.Furthermore,wedon’t assumeroutingsymmetryfor thenodessharingaconnection.
Thatis, thepaths(in bothdirections)betweenthenodesdonothave to bethesame.

Oneof our main goalsis to provide reliability througha simpleAPI. Thus,we decidedto use
implicit connectivity. That is, whena reliablesendis invoked from a nodeA to a nodeB, unless
alreadyexisting,a new connectionis establishedbetweenthetwo nodes.In this case,thefirst of the
two nodesinvoking thereliablesendwill initiate theconnection.After theconnectionestablished,all
messagesexchangedbetweenthetwo nodeswill obey thereliability rulesof thatconnection,e.g.,all
messageswill eventuallybedeliveredin order. Furthermore,afteraninactivity period,a connection
betweentwo nodescanbeteareddown byany of theparties.Again,thisis doneimplicitly. In Figure2
weshow thestatesof aconnectionbetweentwo nodesA andB, with nodeA initiating theconnection.

6.2 RelatedAPI

In this subsectionwe describethe reliable communicationmethodwithin P2PS, addingdifferent
functionalitiesto it, stepby step.For themoment,thebasicone-to-onesendtogetherwith thesyn-
chronoussendfunctionalityis alreadyimplemented.We have ongoingwork on providing function-
ality onsendto responsibleandreliability degreeaswell asonreliablemulticast.
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One-to-onesend. For the programmer, simply sendinga reliablemessagefrom onenodepeerto
anothershouldnotbemuchdifferentthanthebest-effort send method.Thefollowing method
invokedat a nodeA will opena connection,unlessit alreadyexists,betweennodeA andnode
B anddeliver the messageMsg to B. The sendis reliable in the sensethat all messageswill
eventuallybedeliveredin a FIFOmanner.

rsend(dst:B msg:Msg)

Synchronousand asynchronoussend. Thecommunicationproceduresin P2PSwereasynchronous.
With theintroductionof communicationreliability, thecommunicationprocedurescanbemade
synchronous,if needbe. This canbedonewith theoptionalparameterAck, andby takingad-
vantageof thedata-drivenmechanismin Oz-Mozart. Indeed,theAck variablewill bebound
eitherto acked assoonasit is known that themessagewasacknowledgedasreceived,or to
nonacked whentheconnectionis closedandtherehasnotbeenreceivedany acknowledgment
for thatmessage.

rsend(dst:NId msg:Msg ack:Ack )

Sendto responsible.Thecommunicationprimitivesin P2PS provide theapplicationwith thepos-
sibility of sendingmessagesnotonly to anodepeeridentifiedby anodeid NId, but alsoto the
node(whoever it is) responsiblefor agivenkey. Thiscanbedonewith theoptionalparameter
TR whichis abooleanspecifyingwhether, or not,to sendthemessageto theresponsibleof NId
(here,NId is consideredto bea key). If duringtheconnectiontheresponsibleof thekey has
changed,theapplicationis notified.

rsend(dst:NId msg:Msg ack:Ack toResp:TR )

Messagecontextand reliability degree. In order to easily recover the non acked messageswhen
the connectionis ungracefullyclosed,a context canbe provided with eachmessageto be
sent.Thiscontext, thatcanbeany Ozentity (e.g.,integer, procedure),will bepairedwith each
nonackedmessagereturnedby P2PS with theeventcloseConn.

rsend(dst:NId msg:Msg ack:Ack toResp:TR context:C rdegree:RD )

Connectionevents. The fact of openinga connectionto a nodePId is notified to theprogrammer
by the event openConn. Afterwards,closinga connectionis notified to the programmerby
theeventcloseConn. Botheventsareraisedatbothnodesinvolvedwith theconnection.The
remainingnon acked messages(eachmessagepairedwith the correspondingcontext) are
availablein thelist RM. Thesetwo areadditionaleventsto theeventsetthatP2PS providesto
theapplicationvia theeventstreamassociatedwith eachpeernode.

openConn(peerId:PId)

closeConn(peerId:PId rmnMsgs:RM)

7 A simpleexampleusingP2PS

Wepresenta simpleexampleof a P2Psystemcomposedof threepeerswhich usestheP2PS library.
The systemis composedof threenodes,node1, node2, andnode3, wherenode2 andnode3
join thesystemthroughnode1 andrespectively node2. In this examplenode3 sendsa multicast
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messageto node1 andnode2, andanone-to-onemessageto node1. Furthermore,we extendthis
examplewith Dictionary functionality. The coderunsdirectly in the Oz ProgrammingInterfaceof
Mozart.SinceP2PS is implementedin Oz-Mozart,oneneedstheOzvirtual machineto compileand
useit.

7.1 Threepeersystem

Thefirst nodeof aP2Psystemis alwaysspecial.Actually, it representsasystemby itself. In ourcase,
node1 decidesto work onportnumber3001 andtakethenodeId equalto1. It runsaloopoverthe
messagestreamanddisplaysthemessagesaddressedto it. Thefollowing is thecodeimplementing
node1.

declare /* node1 */
[P2PS] = {Module.link [´ x-ozlib://cetic_ucl/p2ps/P2PS.ozf´ ]}
MS

% Create first node (with id 1) in a P2PS network.
% Set the port# in the access point config to 3001.
OP2PS = {New P2PS.p2pServices

createNet(nodeConfig: nodeConfig(nodeId:1)
apConfig: apConfig(pn:3001)
msgStrm: MS)}

% Display each message received on the message stream.
for M in MS do

{Show M}
end

Then,we createnode2 with nodeId 16. This nodejoins thesystemvia node1 specifyingits
remoteAccessPoint astheIP addressandportnumber. Furtheron,werunaloopto wait andshow
themessagessentto thisnode.Thefollowing is thecodeimplementingnode2.

declare /* node 2 */
[P2PS] = {Module.link [´ x-ozlib://cetic_ucl/p2ps/P2PS.ozf´ ]}

% Build the access point token of a node (node1) in the P2PS network.
RAP = {P2PS.address2ap "127.0.0.1" 3001}

% Create a node with id 16 and join the network, using the token RAP.
OP2PS = {New P2PS.p2pServices

joinNet(remoteAP: RAP
nodeConfig: nodeConfig(nodeId:16)
apConfig: apConfig(pn:3002))}

% Get the message stream and display each received message.
for M in {OP2PS getMsgStrm($)} do

{Show M}
end

Finally, we createnode3 without specifyingits nodeId; thenodewill beprovidedwith a ran-
dom id. This nodechoosesto join the systemvia node2, specifyingits addressandport number.

12
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Note that it couldhave chosento join via any othernodewithin thenetwork, e.g.,node1. Further
on,it sendsareliableone-to-onemessagetonode1, andamulticastmessagetonode1 andnode2.
Thefollowing is thecodeimplementingnode3.

declare /* node3 */
[P2PS] = {Module.link [´ x-ozlib://cetic_ucl/p2ps/P2PS.ozf´ ]}

% Build the access point token of a node (here, node2) in the P2PS network.
RAP = {P2PS.address2ap "127.0.0.1" 3002}

% Create a node and join the network, using the token RAP.
OP2PS = {New P2PS.p2pServices joinNet(remoteAP: RAP)}

% Reliably send a message to node with id 1.
{OP2PS rsend(dst:1 msg:sasa)}

% Send a multicast message to nodes with id 1 and 16.
{OP2PS multicast(dst:[1 16] msg:hello)}

7.2 Dictionary functionality

Thepreviousexampleshows how to constructa P2Psystemandhow theP2PS library canbeused
for exchangingmessagesbetweenpeers.This examplecanbe enrichedwith dictionaryoperations
suchasput a valueto a given key, andget a valuecorrespondingto a given key (notethat get
correspondsto a lookupoperation).Thekey canbeany integer rangingfrom 0 to maxNetSize-1,
i.e., thesizeof thevirtual searchspaceconsidered.Thevaluecanbeany Ozvalue.

To form the distributeddictionary, we first adda local dictionaryLclDict to eachpeerin the
network. WealsokeepadictionaryTmpDict to beusedto achieve synchronizationwith theGetVal
procedure.

LclDict = {Dictionary.new}
TmpDict = {Dictionary.new}

The following two proceduresimplementthe insertionandrespectively the retrieval of a value
to/froma distributeddictionary. Theremove operationcanbeaddedsimilarly.

proc {PutVal +Key +Val}
{OP2PS send(dst:Key msg:put(Key Val) toResp:true )}

end

proc {GetVal +Key ?Val}
{OP2PS send(dst:Key msg:get(Key) toResp:true )}
{Dictionary.put TmpDict Key Val}
{Wait Val}

end

InsertingvalueVal at key Key into the distributed dictionary translatesto storingVal at the
noderesponsibleof Key. Thus, the procedurePutVal simply sendsthe messageput to the node
responsibleof Key. Theput messagecontainsthekey andthevaluefields.ProcedureGetVal sends
themessageget to thenoderesponsibleof Key. NotethatVal is temporarystoredin TmpDict and
boundwhenwereceive theanswerto themessageget from thenoderesponsibleof Key.
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Now, in orderto beableto interpretthesemessages,we have to changea bit the loop thatpro-
cessestheincomingmessagesasfollows.

% get the message stream and process each received message
for M in {OP2PS getMsgStrm($)} do

case M of rcvMsg(msg:Payload src:Src dst:_) then
% store the (key value) pair to the local dictionary
case Payload of put(Key Val) then

{Dictionary.put LclDict Key Val}

% return the value corresponding to Key
[] get(Key) then Val in

{Dictionary.get LclDict Key Val}
{OP2PS send(dst:Src msg:ret(Key Val) toResp:true )}

% receive the value at key Key
[] ret(Key Val) then

{Dictionary.get TmpDict Key Val}
{Dictionary.remove TmpDict Key}

else skip end
else skip end

end

If we receive themessageput(Key Val), thevalueVal is storedat key Key in the local dic-
tionary. If themessageis get(Key), thevaluecorrespondingto Key is returnedwith themessage
ret(Key Val). If the messageis ret(Key Val), bind Val to the variablestoredat key Key in
TmpDict.

Note that for simplicity, we assumedthat the network doesnot change,i.e., thereis no node
joining or leaving thenetwork. A morecompleteexamplewould includesomekind of redundancy
andreplication.

8 Applications usingP2PS

This sectionmakesan enumerationof two applicationsthat have beendevelopingusingP2PS as
underlyingnetwork organization.They arethe collaborationfruit betweenUCL, on onehand,and
CETIC(www.cetic.be) andrespectively INRIA, on theotherhand.

8.1 Community Panel

Softwaredevelopmentis rarelyasolotask.Thedevelopmentprocessof asoftware,startingfrom the
conceptualdesignto thecodeimplementation,is theconcernof a teaminvolving a lot of peoplenot
necessarilylocatedatthesameplace.Despiteof its benefits,collaborationis timeconsuming.Indeed,
somestudiesreveal that theefforts dedicatedto collaborationamongdevelopersleave lessthanhalf
of the workdayto do any real coding. Collaborative tools canhelp to increasethe part of the day
to do any realcodingwhile still supportinga high level of collaboration.Sincefrom the individual
developer’s perspective, the IDE (integrateddevelopmentenvironment)is wherecodingtake place,
why not includingcollaborative codeeditioncapabilitiesalongsidetheeditor, compileranddebugger.

TheCommunity-Panel,comingwith thepeer-to-peerfacilitiesprovidedby theP2PS library, is a
first steptowarda collaborative IDE. Theobjective of this applicationis to aggregateOz-developers
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Figure3: TheCommunity-PanelGUI.

concernedwith a commonproblemin onecommunityandproviding thecommunitywith tools for
real-timecollaborative edition.

Thetargetedfunctionalitiesof theCommunity-Panelarethreefold.First, theapplicationprovides
userswith communitymembershipinformation. This informationcan be partial or complete,re-
gardingthesizeof thecommunityandscalabilityissues,but canbeextendedon theuser’s request.
Second,theapplicationfacilitatesthecommunicationbetweendevelopersby supportingchat-likeand
instantmessagingfacilitiescomingwith friendsmanagementtools.Thisallows to meetappropriated
communityor personaccordingto the usermatter, by involving socialconnectionsvia the friends
managementtools. Finally, theCommunity-Panelprovidesa developingframework for exchanging
codein text/binaryformatbut alsolanguageentity. For instance,onecanimagineto developanap-
plicationby adoptinga componentbasedarchitecturewheretheCommunity-Panelplaystherole of
real-timecomponentconnector.

Up to now, theCommunity-Paneldemonstratordoesnotmeetall thetargetedobjectives.Onecan
seethat theCommunity-PanelInterfaceis composedof 3 areas: themembership,thereceivedmes-
sagesandthesubmitareas.Themembershipareadisplaysall theavailablegroupsandtheconnected
users.Thereceivedmessagesareadisplaysall themessagesreceivedduringthesession.Thesubmit
areais composedof atext boxallowing to write amessageandto attachsomeOz-code.Oncetheuser
received a messagewith anattachment,shecanretrieve thecorrespondingOz-Codeby clicking on
� Attachment� in thereceivedmessagesarea.TheretrievedOz-Codewill beinsertedin thecurrent
buffer of theOPI (OzProgrammingInterface),justafterthecursorposition.

Thefriendsmanagementtoolsandthelanguageentitysharingarenotyetsupportedbut thisdoes
not preventtheusageof theCommunity-Panel.We have developedthecorefunctionalitiesallowing
afirst experimentationoncollaborative IDE.

8.2 PostIt

PostItis a graphicalapplicationwhereuserssharea virtual boardfor publishingpostits, shorttime
live text, seeFigure4. A postitmessageis associatedwith anabsoluteexpirationtime. Thereis only
onelogical boardsharedbetweenuserswhich is replicatedto every of them,andthey areorganized
asa P2Poverlaynetwork. In orderto addnew postit to thelogical board,thePostItapplicationrely
on thebroadcastprimitive provided by theP2PS library. Thegarbagecollectionof expiredpostits
is performedat eachpeerby removing theexpiredpostitsfrom its local boardthus,eventually, the
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Figure4: ThePostItGUI.

expiredpostitswill beremovedfrom thewholesystem.
Thedemonstratoris currentlyunderextensionat INRIA. Thepurposeof this evolution is to add

new functionalitiesregardinggroupmanagementandthus,allowing PostItusersto create,join and
leave PostItgroupsandto communicatewithin thesegroups.

9 Conclusion

This deliverableis the secondreport on the progressin WP3 with respectto the developmentof
thepeer-to-peerOz platform. Throughoutthedocumentwe describedour platform,calledP2PS –
Peer-to-PeerSystem,focusingon its functionalityaswell ason its architecture.TheP2PS library is
developedin Oz-Mozartandit implementsTango,adistributedhashtablebasedalgorithmdeveloped
in WP2. Fromits functionality, onecanseethatP2PS is simpleandvery practicalto constructand
work with large scaledistributed applications. The feedback– sinceoneyearnow, from the first
release– we aregettingfrom differentdevelopersusingP2PS allow usto continuouslyimprove its
API andfunctionality.

The P2PS library is available to be (and it is already)usedfor developing P2Papplications.
Community-PanelandPostItaretwo examplesof two realisticapplicationsthatuseP2PS. Moreen-
couraging,P2PS will beemployedasa distributedcommunicationenvironmentin researchprojects
to startat UCL andCETIC beginning next year. Although quite in advancedstate,P2PS system
is not matureyet. As describedin the next section,we have undergoing researchandfurther work
planedto enrichits functionality, makingit evenmoreattractive for developers.
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10 Further work

ThissectionenumeratesthewaysweseeP2PS evolvefromnow on. TheworkonP2PSwill continue
within projectsthatwe’re goingto beinvolvedsuchasEVERGROW (www.evergrow.org).

Event basedarchitecture Basedonourexperienceondevelopingpeer-to-peermiddleware,wehave
startedto investigateanevent-basedarchitecturefocusedon globalapplicationanddistributed
softwareupgrade.An event-basedarchitectureis composedof two actors:therearetheclients
whoproduceandconsumeevents,andtheevent-mapperwhomaintainsapublication-notification
relationbetweeneventproducersandconsumers.Theroleof theevent-mapperis to propagate
the eventspublishedby event producersto the interestedevent consumers.For that purpose,
theevent-mapperofferstwo functionalities:publicationandsubscription.Via thesubscription
functionality, aneventconsumercommunicatesits interestby exportingevent-filters,i.e. event
descriptionbasedoneventstructureand/oreventcontent.Via thepublicationfunctionality, an
event-producercanpublishsomeevent instanceandthussharesomeinformationwith event-
consumers.Oncean event is published,the event-mapperperformsa consumersselection
basedon thefilters providedthroughthesubscriptionprocessandnotifiesall event-consumers
whosefiltersacceptthepublishedeventinstance.

Two of the benefitsof suchan architecturearethe addressingandtime decouplingbetween
producersandconsumers.Indeed,a producerdoesnot addressdirectly a consumerand,pro-
ducersandconsumersrelatedto a commoneventdo not have to beavailableat thesametime.
Bothbenefitsleadto anarchitecturecomposedof loosecoupledcomponents.

Usually, theevent-basedarchitectureis usedin distributedapplicationin orderto connectdif-
ferentcomponentsof aglobalapplication.Ourapproachdiffersby investigatingfirst theusage
of suchan architectureasmodulelinker in a centralized,oneprocessapplication(i.e. local
event-mapper)andthen,basedon theresultsobtainedfor a centralizedapplication,adaptthe
architectureto distributedapplication(i.e.globalevent-mapper).

Providing theevent-basedarchitecturewith adequatepublicationandnotificationsemanticwill
help us to write global applicationssupportingrun-timecodeupgradeandrun-timemodifi-
cationof application’s functionality. We intendto apply this architectureorganizationto the
P2PS library.

AccessPoints Thecurrentinterfacefor sendingmessagesbetweennodesin aP2PS network is rather
primitive. All messagesreceivedby anodeappearonasinglestream.AccessPointsextendthis
basicinterfaceto supportanarbitrarynumberof namedmessagequeuesoneachnode(this is a
generalizationof theaddress,port numberaddressingschemepopularizedby TCP/IP).Do not
confusetheseAccessPoints foundat thenodelevel with AccessPoint foundat theoverlay
network level, actingasagateway to theoverlaynetwork

UsingthisabstractionweprovideP2PPorts,whichbehavelikeOz’sbuilt-in portsbut messages
aresentvia theOverlayNetwork.

RPCs OzsupportsRemoteProcedureCallsvia logic variables.Unboundlogic variablesareembed-
dedin thesentmessageandthecallerblockson theseunboundvariableswhenit needstheir
value. The receiver of the messagereturnsvaluesto the caller simply by binding the logic
variablesin theusualway.

17



PEPITO, DeliverableNo: D3.6 IST-2001-33234 30thJune2004

Whenusingthismechanismwith P2PS, bindingtheembeddedlogic variableby thecalleewill
causea directconnectionto bemadeto thecaller’s node.This maybeundesirable,thecaller
maybebehindafirewall or maynothave theresourcesfor theconnection.

We have extendedtheP2PS interface(usingtheAccessPointsdescribedin theprevioussec-
tion) to provideanoverlayRPC.Whenthecalleebindstheembeddedlogicvariablethebinding
will returnto thecallervia theoverlaynetwork, ratherthanby adirectcommunication.

Reliablegroup communication. As alreadymentioned,wearecurrentlyfinishingtheintegrationof
one-to-onereliablecommunicationprimitive. Afterwards,we will work on providing one-to-
many reliablecommunicationprimitive. Thechallengehereis to provide reliablecommunica-
tion in a relatively highly dynamicnetwork. For thisend,therearedifferentalgorithmswecan
choose.Thework [10] developedin WP2on probabilisticalgorithmsfor multicastservicesin
thecontext of largegroupshasgotourattention.
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