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1 Intr oduction

As statedin Annex 1 of the PEPITO project, one of the main objectves of WP3 s to extend Oz
andJava to reflectnenv programmingabstractionghat usethe protocolsof workpackage? (WP2),
in orderto provide theselanguagewvith peerto-peer(P2P)abilities. This deliverableis focusedon
extendingOz-Mozart[2] andit is the secondreporton presentinghe progressn WP3with respect
to the developmentof the peerto-peerOz platform, calledP2PS [3]. P2PS providesthe developer
with the possibility of building andworking with P2P overlay applications offering different P2P
primitives and services. Although independenbf the underlyingP2Ptechnology P2PS currently
only supportsTango[7, 8]. Tangois a peerto-peeralgorithm,thatwe developedin WP2,to better
structurerelative exponentialnetworks to increasetheir scalability Note thatthe Tangoalgorithm
waspreviously (in deliverableD3.5) calledGSChord.

Sincethefirstreporton“D3.5: Peerto-peerOzplatform(1)”, theP2PS peerto-peerplatformhas
beenenrichedwith additionalfunctionality andfeatures.First, we shouldsaythat P2PS hasa new
API which is moreflexible andmoreergonomicthanthe previous one. Indeed giventhe feed-back
we hadfrom developersusingP2PS, we foundit very usefulto improve its API. ThecompleteAPl is
providedasanattachedlocumento the presentleliverable.Secondwe shouldmentionthefactthat
the functionality of P2PS hasbeenenrichedwith one-to-oneeliablecommunicatiorprimitive, and
thatwork on providing one-to-may communicatiorprimitive is currentlyundertaking.Finally, we
shouldsaythatfor P2PS we took the choiceof carryingout with the Tangopeerto-peeralgorithm
andtemporarilystoppingthesupportfor DKS [6]. Wetook this decisionbecaus®KS andTangoare
very similar, but still the functionality of Tangowaspresentedo be moreattractve. However, given
themodularityof P2PS, supportfor DKS canbe easilyprovided with quite smalleffort. Moreover,
thenew API is designedo supportbothTangoandDKS algorithms.

P2PS is deliveredas a software packagd3] containingthe sourcecodetogetherwith an API
documentatiorand an example-basedisertutorial. It is readyto be usedboth, by researcherso
develop andtestnew algorithms,andby programmerso develop P2Papplications.On the 30** of
October2003we madea public releaseof P2PS on MOGUL [1]; the official archive of Oz-Mozart
libraries.Sincethen,P2PS hasbecomeknown to researchers the domainof overlay networksand
P2Psystemsandits websiteis daily visited.

The remainderof this documents organizedasfollows. We continuewith the relationof our
work to otherworkpackagesin Section3 we briefly recallthe principlesof structured®2Psystems.
In Section4 we describethe main functionality provided by P2PS. In Section5 we describethe
architectureof P2PS, while in Section6 we describgheinternalsof thecommunicatiorprimitive. In
Section7 we shav haw to write a simpleapplicationfor P2PS andhow to extendit, andin Section8
we describetwo existing applicationshatuseP2PS. Then,we concludeand describehowv we see
P2PS is goingto evolve from now on.

2 Relationto other workpackages

Thework in this deliverableis relatedto otherworkpackage# PEPITO asfollows:

WP2 The goal of workpackage? is to developfully decentralizedscalable fault-tolerantandself-
organizing application-indepetent infrastructurethat easethe developmentof various P2P
platformsandapplications.Most of the algorithmsproposedn WP2will beimplementedyy
the P2PS library andtestedwith differentapplications. Thus,implementingandtestingthe
algorithmsin Oz-Mozart,providesuswith quick resultsthatcanbe usedasfeed-backo WP2.

3
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WP4 Thedistribution language-indepeerdt middlevare componen(i.e., DSS)beingdevelopedin
WP4will be extendedwith P2Pservices.Furthermorepneof the main objectivesof WP3is
to integrateP2Pabilitiesin Oz-Mozart.SinceP2PS offers P2Pprimitives,providing afirst Oz
implementatiorof differentalgorithmsproposedn WP2,the API proposedy P2PSrepresents
afirst attempttowardswhatcanbecomehepeerto-peerAPI in Oz languageaswell asfor the
peerto-peerfunctionalityof DSS.

WP5 Workpackageb is in chage with building applicationsdemonstratinghe peerto-peerfunc-
tionality of the systemsdevelopedin the project. The P2PS library is availableto be (andas
describedn Section8, it is already)usedfor developingP2Papplicationdn Oz. Ontheother
hand,by usingthe P2PS library with realisticapplicationsallows usto continuouslyimprove
its API, basedn thefeedbackwe getfrom applicationdevelopers.

3 Structured P2P systems:overview

In this sectionwe briefly recallthe principlesandnotationsof the structured?2Pnetworks. We take
the Chordalgorithm[12] asa casestudysincea) Chordis oneof the first P2Palgorithmsbasedon
theideaof DistributedHashTable— DHT, andb) TangoandChordhave mary commonalities.

A first characteristiof astructuredP2Psystemis thatit is DHT-basedwherekey#valuepairsare
associatedo nodesin the overlay network dependingon the “distance”betweerthe key id andthe
nodes’ids. (Hereinafterwe will usethetermnodeto referto boththe nodeandits identifierunder
the hashfunction,asthe meaningwill be clearfrom the contet.). Both, nodesandkeys, take values
in the sameidentifier space.In the caseof Chord,the identifier spaces a virtual ring within which
hashechodeanddataitem key identifies arespreaddy usinga consistenhashing.

An otherimportantcaracteristiof a structured?2Psystemis thefactthatthe overlay network is
well definedin orderto achieve logarithmickey lookup. With the adwent of the DHT-basedsystems,
the main procedurein the P2Psystemsthe key lookup was provided with someguarantees For
instancealookupfor akey will nottake morethana certainmaximumnumberof hops.

In Chordeachnodehasa predecessoanda successorepresentingeferencego the previous
andrespectiely the subsequemodein theidentifierspace.A key is storedat the nodesucceeding
theid of thatkey on the circularidentifier space. Thus, the nave lookup procedurefor a certain
key reducesto looking for the first nodewhoseid is greaterthan, or equalto the id of that key
alongthe identifier space going clockwise. To speedup the lookup processgachnode maintains
supplementaryeferencegcalledfingers) aboutsomeothernodesinsidea routing table Givenan
identifier spaceof size N = 2%, besidethe referenceso its predecessaindsuccessoreachnodein
theChordsystenstoresk fingers.Notethatin structured?2Psystemshereis atradeof betweerthe
sizeof the routing tableat eachnodeandthe maximumnumberof hopsa requestvould take when
looking for akey.

4 Functionality

In this sectionwe presenthe main functionality provided by our P2Pplatform called P2PS: Peer
to-Peer SystemThis functionalityis providedvia theclassP2PS. p2pSer vi ces. The P2PS library
providesthe developerwith the possibility of building andworking with P2Poverlay applications,
offering differentP2Pprimitivesandservices.P2PS is providing the distributed peerto-peerappli-
cationswith a meansto organizethemseles in large scalestructuredoverlay networks aswell as
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providing themwith managemerdndcommunicatiorprimitiveswhosecostsevolve logarithmically
with the systensize. For detailsonits API you canreferto theattachedlocumento thisreport.

The main functionality provided by the P2PS library canbe summarizedasfollows: network
managemenprimitives suchascreate join andleave a network, communicatiorprimitivessuchas
one-to-oneproadcasand multicast,andmonitoringprimitives. With P2PS we intendedto provide
basicP2Pprimitiveson top of which morespecializedserviceso be built. Looking for therespon-
sible of a key is not provided asa basicprimitive in P2PS. Instead,the main basicprimitivesare
sendingandreceving a messagérom onenodeto another Neverthelessdictionaryoperationsan
be immediatelyprovided by usingthe communicatiorprimitives offered by the P2PS library (see
Section7.2). Furthermorewe have undegoing researchio extendthe functionality of P2PS with
otherprimitives(seeSectionl10).

4.1 Createanetwork

This functionality providesthe programmemvith the possibilityto createa P2Poverlay network. It
will createthefirst nodeof a network. Whatthis actuallymeanss thatan AccessPoi nt is created
for this node(for the descriptionof the accesgoint, seeSection5.1). In orderto createa network
in P2PS, onewill usethemethodcr eat eNet . This methodcanbe featuredwith differentoverlay
network andnodeparameterge.g.,the maximumoverlay network size,theid of this node),aswell
aswith parameterselatedto thelocal accesgoint (e.g.,IP andport number).Then,aftercreatinga
peernode its accespointcanbepublishedthusallowing remoteconnectiongo it from othernodes.
Furthermorethe nodeis provided with messagend event streamson which messagefrom other
nodesandrespeciiely differentnodeandnetwork eventswould eventuallybe accessible.

4.2 Join a network

Whenjoining an overlay network, a peernoden needso have the knowledgeof an AccessPoi nt
of anothempeernodep alreadypresenin therespectie overlay network. The underneatiprotocols
will actuallyjoin n to the network via the nodep. Notethatnodep senesonly asanentrypointto
thenetwork for noden. Generallythe positionof a joining nodeinto the systemdoesnotdependon
the entry pointit usesto getinto the network. In orderto join a network in P2PS, onewill usethe
methodj oi nNet . This methodcanbe featuredwith differentnodeparameterge.g.,theid of this
node),aswell aswith parameterselatedto thelocal accesgoint (e.g.,IP andportnumber).As ary
othernodein theoverlaynetwork, anew joinednodewill beassociatednaccespoint. Furthermore,
onceinsidethe network, a nodemayreceve messagefom othernodesfrom the network, andnode
andnetwork eventson the associatethessag@andrespecirely eventstreams.

4.3 Leaveanetwork

Leaving an overlay network meansamplicitly disconnectinghis nodefrom all the othernodesit is
connectingo in the overlay network. Although, generally a P2Pnetwork toleratesnodefailures,it
is expectedhata nodemakesa gracefullyleave. Thus,underneathanodewill runasimpleprotocol
to disconnectrom its neighbors. In orderto leave a network in P2PS, one will usethe method
| eaveNet . Thiswill terminatethe messagandthe eventstreams.
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4.4 Messageexchange

P2PS providesend-to-enccommunicatiorprimitives. Thatis, exchangingmessagebetweerpeers
throughouthe overlay network. Dueto its organization the systemcanperformefficient key based
routing. Thatis, a messagdrom a nodes to a noded is routedthroughoutthe overlay network
accordingwith the correspondindsey lookupprocedurewhered is consideredh key.

Notethatonecanindicateto sendamessageitherto the noderesponsibldor thekey with value
d, or directly to the nodewhoseid equalsd. While in the former casethe messagéenay eventually
alwaysreachits destinationjn the latter the destinatiormay simply not be present.Both flavors of
themessagelelivery areusefulin practice.To sendone-to-onanessage P2PS, onewill usethe
methodsend. To sendreliableone-to-onemessagegnewill usethemethodr send. For detailson
thecommunicatiorreliability, seeSection6.

Anothercommunicatiorprimitive provided by P2PS is one-to-may. Simplebr oadcast and
mul ti cast is provided. Both protocolsemplo/edarebasedonanidea[9] developedin WP2. That
is, exploit thetreestructureof a Chord-like systemsIn the caseof the broadcastthe messagés sent
to all thenodesin the network. In the caseof multicast,the messagés sentto a givenlist of nodes;
thatis, explicit multicast. As in the caseof one-to-onemessagesdn the caseof multicastonecan
chooseto sendthe messageitherto nodes’responsiblesor directly to the nodeswhoseids equal
thosein the destinatiorist.

To increasats reliability, anapplicationmight decideto replicatethe contentstoredat a nodeto
someof thenodes successoré.e., thesuccessdist). ThemethodsendToSucc canbeusedto send
amessagéo a numberof successorsf anode(whoeverthey be).

4.5 Monitoring

In a dynamicnetwork as P2Poverlay networks, beingaware of the statusand of the changeswith
respecto the peernodeandthe network mightbevery usefulfor the upperlyingapplication.A good
exampleis the applicationrunningon nodeswith limited resources.Thus,in P2PS we decidedto
provide a setof eventson the event streamassociatedvith eachpeernode. Theseeventsindicate
change®ntheconnectionsvith thenodes predecessandsuccessorslhisway, for example,if the
successoof anodehaschangedthe applicationcando replicationon the newv successor

Anotherway of monitoringthepeemodeis offeredby themethodget St at i sti cs. It providesa
setof information—mostof it in theform of counters-aboutthe statusof thepeemode.For example,
onecanhave informationaboutthe followings: the numberof incomingandoutgoingconnections,
thenumberof dataandcontrolmessagesentby this node the numberof dataandcontrolmessages
forwardedby this node.

4.6 Others
Dealwith asymmetric connections

In orderto guarante¢hesystencorrectnes§.e.,eachnodeis reachableisingtheroutingalgorithm),
theoverlay hasto organizeitself in to a virtual ring suchthateachnodepointsto theright successor
However, in the caseof asymmetricconnection(e.g.,causedy a firewall) betweera noden andits
successop, thisis not possible.The solutionthatwe provide in P2PS hasa proxy-basedpproach.
Thenodeto which symmetricconnectiongannot be establishedlet’s call it hiddennodg will have
only limited functionalitywithin the system.It will useits successoasa proxy to getaccesgo the
system.



PEPITO, DeliverableNo: D3.6 IST-2001-33234 30thJune2004

A hiddennodediffersfrom anordinarynodein thefollowing matters.First, althoughit keepsan
up-to-dateroutingtable,a hiddennodeis not referredto asafingerby ary othernodein the system.
Second,it doesnot participatein the routing procedure.Finally, it is only responsibleof the key
correspondingo its id. Moreover, the proxy nodekeepsa referenceo the hiddennodespointingto
it in orderto deliverthemthe messagetheirareaddressed.

Fromthepointof view of theprogrammerthedifferencedbetweerahiddennodeandanordinary
nodeare perceved relatively to two events: in the eventconnect ed the featureusePr oxy equals
true , andthe eventnewpr ed doesnot occurat all (sincethe hiddennodedoesnot have a prede-
cessor).Additionally, the hiddennodeis addressednly the messagewith the sameid ashis. Note
that,whenjoining the overlay network, a peernodeby itself canimplicitly chooseo act,or not, asa
hiddennode.

Low costcontrol

In orderto routemessagesachpeermaintainsa routing tablewhich partially reflectsthe network
structure.Thus,eachtimethenetwork topologyis modified theroutingtableentriesmustbeupdated.
For this end,in P2PS we usethe correction-on-usenechanism- proposedn [6] anddevelopedin
WP2 — which is basedon the network usage. Indeed,insteadof probingthe network periodically
to detecttopologymodificationsa peeris notified aboutan updatewhenit forwardsa messagé¢o a
“wrong” peer Thismechanisnsavesnetwork bandwidthsinceit doesnotproduceary extramessages
for anunusecdhetwork.

5 Architecture

The P2PS library is organizedin threelayers: COM, Core, and Services (seeFigurel). They
correspondo P2Pservicesprovided to the application: structuraloperationsin orderto presere
overlaynetwork propertiesandmessagexchangeandchannekestablishmenbperations.

5.1 COM layer

TheCOM layeris in chagewith interfacingwith theunderlyingphysicalnetwork. It providesfunc-
tionality to the Core layer Basically COM will provide communicatiorfunctionality througha
commonAPI, regardlesshe physicalprotocolemplo/ed, suchas TCP, UDP, and Bluetooth. The
functionality provided by the COM layeris: accesgoint creation,connectionestablishmentbasic
communicatiorprimitives,andfault detection.

Accesgpoint creation. We definean accessoint to be an addressablentry point to a node. It
is the COM layer who definesthe form andthe meaningof an accesgpoint. Moreover, the
representationf anaccespoint— AccessPoi nt will have ameaningonly to the COM layet
It can,for example,be definedasani pAddr /socket Nr pair, but its definition canalsobe
security-flaored. The accesgoint creationprimitive consistsn creatingan accesgoint for
a peernode. Therecanbe oneaccesgoint per peernode. Then,a nodepeercanpublishits
accesgoint, thusallowing remoteconnectiongo it.

Connectionestablishment. The connectiorestablishmenoffersconnect anddi sconnect prim-
itives for point-to-pointconnectingto andrespectiely disconnectingrom a node, given its
AccessPoi nt .



PEPITO, DeliverableNo: D3.6 IST-2001-33234 30thJune2004

Peer—to—peer application

Msg Evnt
A A
P2PS
Services_J |
Core  _J L
Com g K

Mozart VM

Figurel: Thethree-layemarchitectureof a P2PS node,andits interactionwith the applicationand
thetransportmodule(provided by MozartVM, here).

Basiccommunication primiti ves. Thebasiccommunicatiormprimitivesprovidedaresend message
andr ecei ve messageThey arepoint-to-pointprimitivesproviding reliabledatatransferover
aconnectiorestablishediia anAccessPoi nt . For this end,P2PS useshe Socket s [5] and
Sessi on [4] modulesdevelopedat UCL ontop of Mozart.

Fault detection. Thefault detectiorprimitivesprovide with ameandor detectingdifferenttypesof
network anomalieselative to point-to-pointconnectiorsuchaspermanentaultsandtemporary
faultsaswell asannouncinghemto higherlevels. For thisend,again,P2PS usesheSocket s
andSessi on modules.Giventhe high dynamicsof a P2Pnetwork, this functionalityis very
important.

5.2 Core layer

An overlay network topologycanbe viewed asa graphcomposeaf arcsandnodes.The purposeof
the Core layeris to provide high-level connectiity primitivesbetweerpeernodesthusallowing to
addandremore arcsto andrespectiely from anode.

TheCore layer, asits nameindicatesjs thecentralcomponenof theP2PS library. It implements
the Tango([7, 8] algorithm. Its purposeis threefold: implementnodejoin andleaze mechanisms,
routekey basedmessageto their responsibleand maintainthe routing table andthe successolist
regardlesghenodegoining andleaving.

Joining/leaving a network. Givenanentry(i.e., an AccessPoi nt ) to the system the join mech-
anismconsistsn finding the right placeof the joining nodewithin the overlay network, i.e.,
betweenits successoandpredecesspandestablishinga communicatiorchannelwith them.
Obhviously, the predecessoand successoof the joining nodeare affectedby the join opera-
tion andthereforthey mustupdatetheir referencesn orderto reflectthe network change.The
particularity of theimplementedlistributedjoin is the factthatit is atomic. Indeed,oncethe
joining noden haslocatedts successaop, it asksp to insertit into thesystem.If anodereceves
aninsertionrequestwhile insertinganothemode,it will delaythe requesuntil the currentin-
sertionhasfinished.Furthermorea nodecanperformaninsertiononly oncecorrectlyinserted
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into theoverlay network. Theleave operationis muchsimplerandconsistonly in adwertising
its connectegbeersabouttheleave, anddisconnectindgrom them.

Routing messagesThe messageoutingalgorithmis basedon whatis calledthe key lookupprimi-
tive. It consistan handingtheincomingmessagéo the upperlayerif it reachedts destination
(i.e.,if therecever peeris responsiblef the messagédentifier) or forwardingthe messagéo
theclosesipeerentryof theroutingtable,accordingo theroutingmetricused.

Topologymaintenance. Anotheroperations overlaytopologymaintenanceyr routingtablemain-
tenance.This procedures run at eachnodeand consistsin maintainingconnectiongo well
definedneighborsn orderto ensurecertainglobalguaranteeée.g.,alookupfor akey will not
take morethana certainmaximumnumberof hops).Insteadof correctingthe routingtableex-
plicitly by probingperiodicallythe neighborstheroutingtablein P2PS is correctedmplicitly
whenthepeersareactuallyusingthenetwork (asdescribedn [6]). While thiseconomiovayis
well suitedfor maintainingthe routingtable, it is absolutelynot for maintainingthe successor
list of anode. Sincethereasorto keepthe successolist is to presere the network coherence
(i.e.,whenthe successoof apeerfailed, the peerhasto referto the next peerin the successor
list), a peershouldbe notified aboutall modificationsof ther next succeedingeers(r stands
for thelengthof the successalist).

5.3 Services layer

TheServices layeris akind of wrapperbuilding uptheraw primitivesofferedby the Core layer;op-
erationsneededo implementpeerto-peerapplications.Theseoperationganfit into two cateyories.
Firstis the overlay network managememvhich comprisessysteminitialization, createconnection
accessandsystemjoin andleave operationsSecondarethe communicatiorprimitivesatthe overlay
network level which compriseone-to-onemessagsend,andmessag®roadcasandmulticastoper
ations. Notethatin the currentversionof P2PS the reliableone-to-onecommunicatiorprimitive is
provided (for moredetailson communicatiomreliability referto Section6).

The applicationcaninteractwith the Services layer by invoking the requiredmethodsdirectly
andby simplyreadingnformationonthetwo availablestreamsnessage andevent associategvith
eachpeernode. The messagandeventstreamsarea way of asynchronouslypbtaininginformation
aboutthereceved messageandrespectiely the nodeandnetwork events.

6 Reliablecommunication primiti ve

In mary situationspnewouldliketo have reliability communicatiofbetweemodeswithin anetwork.
Moreover, it would be very usefulto have differentdegreesof reliability (e.g., FIFO order partial
order). As in ary network, in an overlay network, in orderto provide reliability communication
betweerary two nodeswithin thenetwork, it doesnotsufice to ensurehe communicationeliability
on all the edgeswithin that network. The reasonfor this is that, usually a connectionspansover
morethantwo nodes,andthesenodeshave a certainprobability to fail. SincemostP2Psystems
aredynamic(i.e., relatively high rate of nodesjoining/learing) providing reliable communication
primitivesis bevery useful.

In our previous report, D3.5, on P2PS we mentionedthe fact that the P2PS library provided
reliable messagesending,exceptin the situationwherenodeson the path betweensenderandre-
cewer disconnectluringthe messagsend andthusloosingthatmessageSincethen,work hasbeen
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node A . node B 1. Connection establishment +
rsend : data exchange
I 1 TN 2. Data exchange
S I 3. Inactivity period
T 2 rsend '
s

4. Connection tear down

Figure2: Differentstatesof aconnectiorbetweertwo nodes.NodeA initiatesconnectiorto nodeB.

conductedo introducereliablecommunicatiorprimitive for P2PS andthusachiering communica-
tion reliability evenin the faceof frequentnodefailures. Thus,we introducedreliable one-to-one
communicatiorinto P2PS. Moreover, we areundertakingesearctandwork for introducingreliable

one-to-may communicationWe continuethis sectionwith describinghe designdecisionsve took

whenintroducingthecommunicatiorreliability into P2PS.

6.1 Implicit connectvity

In orderto provide reliablecommunicatiorbetweertwo nodesin a network, a connectiorhasto be
establishedetweenthem. This implies sharinga state— consistingof messagesent,receved, or
lost — at both nodes. When designingthe connectionprotocol we followed the idea of end-to-end
argumentg11], whereit is suggestethatonly thenodesnvolvedin the connectiorshouldshareary
connectiorstate.Furthermorewe dont assumeoutingsymmetryfor thenodessharingaconnection.
Thatis, the paths(in bothdirections)betweerthe nodesdo not have to bethesame.

Oneof our main goalsis to provide reliability througha simple API. Thus, we decidedto use
implicit connectrity. Thatis, whena reliable sendis invoked from a nodeA to a nodeB, unless
alreadyexisting, a new connectioris establishedbetweerthe two nodes.In this case thefirst of the
two nodesnvoking thereliablesendwill initiate theconnection After the connectiorestablishedall
messagesxchangedetweerthetwo nodeswill obey thereliability rulesof thatconnectione.g.,all
messagewill eventuallybe deliveredin order Furthermoreafteraninactvity period,a connection
betweenwo nodesanbeteareddown by ary of theparties.Again, thisis doneimplicitly. In Figure2
we shaw the statef aconnectiorbetweertwo nodesA andB, with nodeA initiating the connection.

6.2 RelatedAPI

In this subsectiorwe describethe reliable communicatiormethodwithin P2PS, addingdifferent
functionalitiesto it, stepby step. For the moment,the basicone-to-onesendtogethemwith the syn-
chronoussendfunctionalityis alreadyimplemented We have ongoingwork on providing function-
ality on sendto responsibl@andreliability degreeaswell asonreliablemulticast.

10
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One-to-onesend. For the programmersimply sendinga reliable messagdrom one node peerto
anothershouldnot be muchdifferentthanthe best-efort send method.Thefollowing method
invoked ata nodeA will opena connectionunlessit alreadyexists, betweemodeA andnode
B anddeliver the messagavsg to B. The sendis reliablein the sensethat all messagewill
eventuallybedeliveredin a FIFO manner

rsend(dst: B nmsg: Msg)

Synchronousand asynchionoussend. Thecommunicatioprocedurei P2PS wereasynchronous.
With theintroductionof communicatiomeliability, thecommunicatiomproceduresanbemade
synchronousif needbe. This canbe donewith the optionalparameteAck, andby takingad-
vantageof the data-drivenmechanisnin Oz-Mozart. Indeed,the Ack variablewill be bound
eitherto acked assoonasit is known thatthe messagevasacknavliedgedasreceved, or to
nonacked whentheconnectioris closedandtherehasnotbeenrecevedary acknaviedgment
for thatmessage.

rsend(dst: Nl d msg: Msg ack:Ack )

Sendto responsible. The communicatiorprimitivesin P2PS provide the applicationwith the pos-
sibility of sendingmessagesot only to anodepeeridentifiedby anodeid NI d, but alsoto the
node(who everit is) responsibldor a givenkey. This canbe donewith the optionalparameter
TRwhichis aboolearspecifyingwhetheyor not, to sendthemessagéo theresponsiblef NI d
(here,Ni d is consideredo be a key). If duringthe connectiorthe responsiblef the key has
changedtheapplicationis notified.

rsend(dst: Nl d msg: Msg ack: Ack toResp:TR )

Messagecontextand reliability degree. In orderto easily recover the non acked messagesvhen
the connectionis ungracefullyclosed,a cont ext canbe provided with eachmessagéo be
sent.This contet, thatcanbeary Oz entity (e.g.,integer, procedure)will bepairedwith each
nonacked messageeturnedby P2PS with theeventcl oseConn.

rsend(dst: Nld nsg: Msg ack: Ack toResp: TR context:C  rdegree:RD )

Connectionevents. The fact of openinga connectiornto a nodePI d is notified to the programmer
by the eventopenConn. Afterwards,closinga connectionis notified to the programmetby
theeventcl oseConn. Both eventsareraisedat bothnodesinvolvedwith theconnection.The
remainingnon acked messagegeachmessageairedwith the correspondingont ext ) are
availablein thelist RM Thesetwo areadditionaleventsto the eventsetthat P2PS providesto
theapplicationvia the eventstreamassociateavith eachpeernode.

openConn( peerl d: Pl d)
cl oseConn(peerld: Pld rrmMsgs: RV

7 A simple exampleusing P2PS

We presentsimpleexampleof a P2Psystemcomposef threepeerswhich useshe P2PS library.
The systemis composedf threenodes,nodel, node2, andnode3, wherenode2 andnode3
join the systemthroughnodel andrespectiely node2. In this examplenode3 sendsa multicast
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messageo nodel andnode2, andanone-to-onanessagéo nodel. Furthermorewe extendthis
examplewith Dictionaryfunctionality The coderunsdirectly in the Oz Programmingnterfaceof
Mozart. SinceP2PS is implementedn Oz-Mozart,oneneedghe Oz virtual machineto compileand
useit.

7.1 Threepeersystem

Thefirst nodeof aP2Psystemis alwaysspecial Actually, it representa systemby itself. In ourcase,
nodel decidego work onportnumber3001 andtakethenodel d equatlto 1. It runsaloopoverthe
messagstreamanddisplaysthe messageaddressetb it. The following is the codeimplementing
nodel.

declare /* nodel */
[P2PS] = {Module.link [“x-ozlib://cetic_ucl/p2ps/P2PS. 0zf ]}
VS

% Create first node (with id 1) in a P2PS network.
% Set the port# in the access point config to 3001.
OP2PS = { New P2PS. p2pServi ces
creat eNet (nodeConfi g: nodeConfi g(nodel d: 1)
apConfi g: apConfi g(pn: 3001)
msgSt rm VB) }

% Di spl ay each nessage received on the nessage stream
for Min M do

{ Show M
end

Then,we createnode2 with nodel d 16. Thisnodejoins the systemvia nodel specifyingits
remoteAccessPoi nt asthelP addresandportnumber Furtheron,werunaloopto wait andshav
themessagesentto this node.Thefollowing is the codeimplementinghode?2.

declare /* node 2 */
[P2PS] = {Module.link [“x-ozlib://cetic_ucl/p2ps/P2PS. ozf ]}

% Bui l d the access point token of a node (nodel) in the P2PS networKk.
RAP = {P2PS. address2ap "127.0.0.1" 3001}

% Create a node with id 16 and join the network, using the token RAP.
OP2PS = { New P2PS. p2pServi ces
j oi nNet (r enot eAP: RAP
nodeConfi g: nodeConfi g(nodel d: 16)
apConfi g: apConfi g(pn: 3002))}

% Get the nessage stream and di spl ay each recei ved nessage.
for Min {OP2PS get MsgStrn($)} do

{Show M
end

Finally, we createnode3 without specifyingits nodel d; the nodewill be providedwith aran-
domid. This nodechoosego join the systemvia node2, specifyingits addressaandport number

12
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Notethatit could have choseno join via ary othernodewithin the network, e.g.,nodel. Further
on, it sendsareliableone-to-onanessagéo nodel, andamulticastmessagéo nodel andnode2.
Thefollowing is the codeimplementinghode3.

declare /* node3 */
[P2PS] = {Module.link [“x-ozlib://cetic_ucl/p2ps/P2PS. ozf ]}

% Bui l d the access point token of a node (here, node2) in the P2PS networKk.
RAP = {P2PS. address2ap "127.0.0.1" 3002}

% Create a node and join the network, using the token RAP.
OP2PS = {New P2PS. p2pServi ces joi nNet (renot eAP: RAP)}

% Rel iably send a nessage to node with id 1.
{OP2PS rsend(dst:1 nsg: sasa)}

% Send a multicast nmessage to nodes with id 1 and 16.
{OP2PS nmul ticast(dst:[1 16] nsg: hello)}

7.2 Dictionary functionality

The previous exampleshavs how to constructa P2Psystemandhow the P2PS library canbe used
for exchangingmessagebetweenpeers. This examplecan be enrichedwith dictionary operations
suchasput avalueto agivenkey, andget avaluecorrespondindo a given key (notethat get
correspondso alookupoperation).Thekey canbe ary integerrangingfrom 0 to maxNet Si ze- 1,
i.e.,thesizeof thevirtual searcrspaceconsideredThevaluecanbeary Oz value.

To form the distributed dictionary we first add a local dictionaryLcl Di ct to eachpeerin the
network. We alsokeepa dictionaryTnpDi ct to beusedto achiee synchronizatiomwith the Get Val
procedure.

Lcl Di ct
TnpDi ct

{Di ctionary. new}
{Dictionary. new}

The following two proceduresmplementthe insertionandrespectrely the retrieval of a value
to/froma distributeddictionary Ther enove operationcanbeaddedsimilarly.

proc {PutVal +Key +Val}
{ OP2PS send(dst: Key nsg: put (Key Val) toResp:true )}
end

proc {GetVal +Key ?Val}
{ OP2PS send(dst: Key nsg: get (Key) toResp:true )}
{Dictionary.put TnpDict Key Val}
{wait Vval}

end

Insertingvalue Val at key Key into the distributed dictionary translatedo storingVval at the
noderesponsibleof Key. Thus,the procedurePut Val simply sendsthe messageut to the node
responsibl®f Key. Theput messageontainghekey andthevaluefields. Procedureet Val sends
themessag@get tothenoderesponsiblef Key. NotethatVal istemporarystoredin TnpDi ct and
boundwhenwe receve theansweito themessagget from thenoderesponsiblef Key.
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Now, in orderto be ableto interpretthesemessagesye have to changea bit the loop that pro-
cessesheincomingmessageasfollows.

% get the nessage stream and process each received nessage
for Min {OP2PS get MsgStrn($)} do
case M of rcvMsg(nsg: Payl oad src: Src dst: ) then
% store the (key value) pair to the local dictionary
case Payl oad of put(Key Val) then
{Dictionary.put LclDict Key Val}

% return the val ue corresponding to Key
[1 get(Key) then Val in
{Dictionary.get LclDict Key Val}
{OP2PS send(dst: Src nsg:ret(Key Val) toResp:true )}

% receive the value at key Key
[] ret(Key Val) then
{Di ctionary.get TnpDict Key Val}
{Dictionary.renove TnpDi ct Key}
else skip end
else skip end
end

If we receve the message@ut (Key Val), thevalueVal is storedatkey Key in the local dic-
tionary If the messagés get (Key), thevaluecorrespondindo Key is returnedwith the message
ret (Key Val). If themessagésret (Key Val), bind Val to the variablestoredat key Key in
TrpDi ct .

Note that for simplicity, we assumedhat the network doesnot change,i.e., thereis no node
joining or leaving the network. A morecompleteexamplewould includesomekind of redundang
andreplication.

8 Applications using P2PS

This sectionmakes an enumeratiorof two applicationsthat have beendeveloping using P2PS as
underlyingnetwork organization. They arethe collaborationfruit betweenUCL, on onehand,and
CETIC (www.cetic.be) andrespectiiely INRIA, ontheotherhand.

8.1 Community Panel

Softwaredevelopmenis rarelya solotask. The developmentprocesof a software,startingfrom the
conceptuatiesignto the codeimplementationis the concernof ateaminvolving alot of peoplenot
necessarilyocatedatthesameplace.Despiteof its benefitscollaboratioris time consumingindeed,
somestudiesreveal thatthe efforts dedicatedo collaborationramongdevelopersieave lessthanhalf
of the workdayto do ary real coding. Collaboratve tools canhelp to increasehe part of the day
to do ary real codingwhile still supportinga high level of collaboration.Sincefrom the individual
developers perspectie, the IDE (integrateddevelopmentervironment)is wherecodingtake place,
why notincludingcollaboratve codeeditioncapabilitiesalongsideheeditor, compileranddehugger
The Community-Rinel,comingwith the peerto-peerfacilitiesprovided by the P2PS library, is a
first steptoward a collaboratve IDE. The objective of this applicationis to aggregateOz-derelopers
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Figure3: The Community-RnelGUI.

concernedvith a commonproblemin onecommunityandproviding the communitywith tools for
real-timecollaboratve edition.

Thetagetedfunctionalitiesof the Community-Rinelarethreefold.First, theapplicationprovides
userswith communitymembershignformation. This informationcan be partial or complete,re-
gardingthe size of the communityandscalabilityissueshut canbe extendedon the users request.
Secondtheapplicationfacilitatesthe communicatioetweerdeveloperdoy supportingchat-like and
instantmessagindacilitiescomingwith friendsmanagemertools. This allows to meetappropriated
communityor personaccordingto the usermatter by involving social connectionssia the friends
managemeribols. Finally, the Community-Rinelprovidesa developingframevork for exchanging
codein text/binary formatbut alsolanguageentity. For instancepnecanimagineto developanap-
plicationby adoptinga componenbasedarchitecturavherethe Community-Rinelplaysthe role of
real-timecomponentonnectar

Up to now, the Community-Rineldemonstratodoesnot meetall thetargetedobjectives. Onecan
seethatthe Community-RinelInterfaceis composedf 3 areas the membership,theeceved mes-
sagesandthesubmitareas Themembershi@readisplaysall the availablegroupsandthe connected
users.Thereceivved messageareadisplaysall the messagereceved duringthe sessionThe submit
areais composeaf atext boxallowing to write amessageandto attachsomeOz-code Oncetheuser
receved a messagavith anattachmentshecanretrieve the correspondingz-Codeby clicking on
< Attachments in thereceved messagearea.Theretriered Oz-Codewill beinsertedn thecurrent
buffer of the OPI (Oz Programmingnterface),justafterthe cursorposition.

Thefriendsmanagemerbolsandthelanguageentity sharingarenotyet supportedut thisdoes
not preventthe usageof the Community-Rinel. We have developedthe corefunctionalitiesallowing
afirst experimentatioron collaboratie IDE.

8.2 Postlt

Postltis a graphicalapplicationwhereuserssharea virtual boardfor publishingpostit, shorttime
live text, seeFigured. A postitmessagés associatedvith anabsolutesxpirationtime. Thereis only
onelogical boardsharedbetweeruserswhich is replicatedto every of them,andthey areorganized
asaP2Poverlaynetwork. In orderto addnew postitto the logical board,the Postltapplicationrely
on the broadcasprimitive provided by the P2PS library. The garbagecollectionof expired postits
is performedat eachpeerby remaving the expired postitsfrom its local boardthus, eventually the
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expiredpostitswill beremovedfrom thewholesystem.

The demonstratois currentlyunderextensionat INRIA. The purposeof this evolutionis to add
new functionalitiesregardinggroupmanagemerandthus, allowing Postltusersto create join and
leave Postltgroupsandto communicatevithin thesegroups.

9 Conclusion

This deliverableis the secondreport on the progressn WP3 with respectto the developmentof
the peerto-peerOz platform. Throughoutthe documentwve describedur platform, calledP2PS —
Peefto-PeerSystemfocusingonits functionalityaswell asonits architecture The P2PS library is
developedin Oz-Mozartandit implementsTango,adistributedhashtablebasedalgorithmdeveloped
in WP2. Fromits functionality onecanseethat P2PS is simpleandvery practicalto constructand
work with large scaledistributed applications. The feedback— sinceone yearnow, from the first
release- we aregettingfrom differentdevelopersusingP2PS allow usto continuouslyimprove its
APl andfunctionality
The P2PS library is available to be (andit is already)usedfor developing P2P applications.
Community-RinelandPostltaretwo examplesof two realisticapplicationghatuseP2PS. More en-
couragingP2PS will beemplged asa distributed communicatiorervironmentin researclprojects
to startat UCL and CETIC beginning next year Although quite in advancedstate,P2PS system
is not matureyet. As describedn the next section,we have undegoing researcrandfurther work

planedto enrichits functionality makingit evenmoreattractve for developers.
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10 Further work

Thissectiorenumeratethewayswe seeP2PS evolve from now on. Thework on P2PS will continue
within projectsthatwe’re goingto beinvolved suchasEVERGROW (www.evergrow.org).

Event basedarchitecture Basednourexperienceondevelopingpeerto-peemiddlevare,we have
startedto investigatean event-basedrchitecturdocusedon globalapplicationanddistributed
softwareupgrade An event-basedrchitectures composeaf two actors:therearetheclients
whoproduceandconsumeavents,andtheevent-mappewhomaintainsapublication-notificatio
relationbetweereventproducerandconsumersTherole of the event-mappeis to propagate
the eventspublishedby event producergo the interestedavent consumers For that purpose,
the event-mappepfferstwo functionalities:publicationandsubscription Via the subscription
functionality aneventconsumecommunicategts interestby exportingevent-filters,i.e. event
descriptionbasedn eventstructureand/oreventcontent.Via the publicationfunctionality an
event-producecanpublishsomeeventinstanceandthussharesomeinformationwith event-
consumers.Oncean event is published,the event-mappemperformsa consumersselection
basedn thefilters providedthroughthe subscriptiorprocessandnotifiesall event-consumers
whosefilters accepthe publishedeventinstance.

Two of the benefitsof suchan architectureare the addressingndtime decouplingbetween
producersandconsumersindeed,a producerdoesnot addresslirectly a consumeiand, pro-
ducersandconsumerselatedto a commoneventdo not have to be availableat the sametime.
Both benefitdeadto anarchitectureeomposeaf loosecoupledcomponents.

Usually the event-basedirchitecturas usedin distributedapplicationin orderto connectdif-
ferentcomponentsf aglobalapplication.Our approachdiffersby investigatindfirst theusage
of suchan architectureas modulelinker in a centralized one processapplication(i.e. local
event-mapperpandthen,basedon the resultsobtainedfor a centralizedapplication,adaptthe
architectureo distributedapplication(i.e.globalevent-mapper).

Providing theevent-basedarchitecturavith adequat@ublicationandnotificationsemantiawill

help us to write global applicationssupportingrun-time code upgradeand run-time modifi-
cationof applications functionality We intendto apply this architectureorganizationto the
P2PS library.

AccessPoints Thecurrentinterfacefor sendingnessageletweemodedn aP2PS network is rather
primitive. All messagesecevedby anodeappeaonasinglestream Accessointsextendthis
basicinterfaceto supportanarbitrarynumberof namedmessaggueuesn eachnode(thisis a
generalizatiorof the addressport numberaddressingchemepopularizedby TCP/IP).Do not
confusetheseAccessPoints found at the nodelevel with AccessPoi nt found at the overlay
network level, actingasa gatevay to the overlay network

Usingthisabstractiorwe provide P2PPorts whichbehae like Oz’s built-in portsbut messages
aresentvia the Overlay Network.

RPCs Oz supportsRemoteProcedureCallsvia logic variables.Unboundogic variablesareembed-
dedin the sentmessagandthe caller blockson theseunboundvariableswhenit needstheir
value. The recever of the messageeturnsvaluesto the caller simply by binding the logic
variablesin theusualway:.
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Whenusingthis mechanisnwith P2PS, bindingtheembeddedbgic variableby thecalleewill
causea directconnectiorto be madeto the caller's node. This may be undesirablethe caller
may be behinda firewall or maynot have theresourcegor theconnection.

We have extendedthe P2PS interface (usingthe AccessPointsdescribedn the previous sec-
tion) to provide anoverlayRPC.Whenthecalleebindstheembeddedbgic variablethebinding
will returnto the callervia the overlay network, ratherthanby a directcommunication.

Reliable group communication. As alreadymentionedwe arecurrentlyfinishingtheintegrationof

one-to-onegeliablecommunicatiorprimitive. Afterwards,we will work on providing one-to-
mary reliablecommunicatiorprimitive. The challengehereis to provide reliablecommunica-
tion in arelatively highly dynamicnetwork. For this end,therearedifferentalgorithmswe can
choose.Thework [10] developedin WP2on probabilisticalgorithmsfor multicastservicesn
thecontet of large groupshasgot our attention.
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