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1 Introduction

This report describes a new distributed garbage collection algorithm, especially designed for peer-to-
peer systems. Indeed, contrary to other garbage collection algorithms, our algorithm uses the topology
of a structured overlay over a peer-to-peer system to decrease the cost of the global garbage collection
for every host. As a consequence, it scales better than other garbage collection algorithms with the
number of clients, objects and references.

Traditionally, distributed garbage collection algorithms are designed for small-scale systems, con-
taining not more than dozens or hundreds of clients. In such systems, a centralized approach might be
possible, even for complete garbage collection. However, in peer-to-peer systems containing maybe
millions of clients, such solutions cannot be used. Moreover, reference listing, a scalable and fault-
tolerant solution, can perform very badly when the number of references increase in the system. As
a consequence, a time-lease mechanism seems to be the only viable approach for such systems. In a
time-lease mechanism, a client containing a reference to an object just ndsxaidktbe object for a
given time — thdease— corresponding to how long it expects to keep that reference. If necessary, it
can ask from time to time for an extension of the lease. This approach has several advantages: first,
the information kept by reference and object is very light (a timer for the object, a timer and a pointer
for all remote references); second, the system is tolerant to failures, as the failure of one client cannot
prevent the eventual collection of an object; finally, the algorithm is complete with regards to cycles,
since leases are only extended when local roots are available.

However, time-lease garbage collection algorithms might not scale very well to realistic systems.
Indeed, in such systems, following studies on file-sharing peer-to-peer systems, the distribution of
objects and references obeys to a power-1&8y7], see Figurel). As a consequence, a client hosting
a very popular object might receive thousands of lease requests, either for creation or extension, and
might be unable to bear such a load.

1.1 Overview

In this report, we present a new time-lease algorithm, that uses routing over a structured over-
lay to decrease the load of popular clients. Indeed, in a structured overlay, such as th@]DKS [
Chord [?],Pastry [?] or Kademlia [?], links between peers are organized so that any peer is reachable
from any other peer in a number of hops logarithmic to the total number of clients. Moreover, all the
routes to a particular peer form in its neighborhood a tree: with this algorithm, we propose to move
the load of a peer to its neighbors in the tree, i.e. the peers which are close to it in most routes towards
it.

We implemented a simulated version of this algorithm. We use an overlay close to Kademlia to
route messages, and we ran our algorithm on different sets of clients (from 1,000 to 10,000 peers)
hosting objects and references, whose distribution is either uniform or in power-law. The evaluation
showed that the load balancing is effective.

1.2 Outline

The structure of this report is the following: Secti@presents some related work, Sect®mtro-
duces our algorithm while Sectidrdisplays the results of our experimentations. Finally, we conclude
in Sectionb.
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Figure 1: The popularity of files in a trace of the Edonkey network. The trace was collected over
3 days in November 2003, and described?h [

2 Related Work

In this section, we briefly introduce the research done in distributed garbage collection, and indepen-
dently in structured overlays, which are also often described as distributed hash tables (DHT).

2.1 Distributed Garbage Collection

A lot of research has been done in Distributed Garbage Collection over the last twenty years. We clas-
sified the proposed algorithms Bartial or Completedepending on their ability to collect distributed
cycles of garbage.

2.1.1 Partial Garbage Collection

Distributed Reference Counting][and its Weighted extension are the direct adaptation of reference
counting to a distributed environment. For every shared object, a counter indicates how many remote
references exist. When this counter drops to zero, and there are no more local references, the object
is collected. The Weighted extension allows to increase the counter by more than one for a remote
reference, so that the client hosting this reference can create other remote references without sending
new messages to increase the object counter. The well-known drawbacks of this approach are the cost
in messages (for most reference creations and deletions, messages must be sent to update the object
counter) and non-tolerance to failures (if a client fails, the object will never be collected).

Reference Listing{] solves some of the problems of Reference Counting by keeping the list of
all remote references for every shared object. As a consequence, all references from a client that has

4
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Figure 2: The routes t@: as messages are senipthey often pass through’n neighbors in
the logical ring of the Overlay.

crashed can be safely removed, making this mechanism fault-tolerant. Indirect Reference Counting
or Listing also improves the previous schemes by adding a reference counter or list for every remote
reference, so that creating new remote references does not require to send messages to the targeted
object.

2.1.2 Complete Garbage Collection

Both these techniques still suffer from the fact that they cannot collect distributed cycles of garbage,
which are yet likely to appear in such systems. As a consequence, several approaches have been
proposed to extend them with the detection of cycl@s?] divide the set of clients in small groups,
depending on some heuristics. These groups are then traced to collect the cycles included in them.
[?, 7] migrate objects likely to be included in cycles on a single site, where a trace is then performed.
[?, ?, ?, 7] proposed to use back-tracing to detect cycles, i.e. to trace references backwards from
suspected objects to their roots, if they exist.

Another approach is to collect all distributed garbage together, making no difference between
cyclic and acyclic garbage. The DMOS garbage collec®gfoups the objects isars forming a
train, and moves the objects from older cars to newer cars in the train, while old cars containing only
garbage are collected?][adapts Hughes’ algorithm for parallel systems to asynchronous systems,
propagating timestamps on remote references from the roots so that garbage can be detected by their
obsolete timestamps.

Most of these algorithms are not well-adapted for peer-to-peer systems, since they either require
bounds on the number of clients or the number of references. Only one very simple approach seems
usable in such environments: time-lease algorithms. Time-lease algorithms rely on the booking of
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resources for a given time (tHeasg. We will describe such an algorithm in SectiBnand then
extend it with overlay-based load balancing.

2.2 Structured Overlays

Basically, peer-to-peer systems can be classified in two categories: unstructured networks, among
which famous file-sharing networks such as Gnutefla fFasttrack p], etc...), and structured net-
works, built upon routing overlays or distributed hash tables. We are here only interested in the second
approach: in such systems, each peer is associated with an identifier — often, a semi-randomly gener-
ated key of more than hundred bits —, which is used to structure the network. Such systems mainly
differ in the way links are created between the peers, and most of them offer routing of messages in a
logarithmic number of hops between any two peers of the system, using these links.

CAN [?], for example, associate a square in a multi-dimensional space with each peer, and route
messages using the peers on the line between two points in the space. Glatiathte the peers
in a ring, and every peer in positiad has a link to the first peer after positioa + 1/2, id + 1/4,
id + 1/8 and so on. Pastry?] builds a routing table such that, if two peer identifiers differ starting
at some digit, the routing table of both of them contain some peer whose identifier differ at least one
digit later. Finally, Kademlia?], which we use in our experimentation, will be described in Se@ion

3 The Algorithm

The distributed garbage collection algorithm that we have designed is divided in two parts: a normal
time-lease algorithm, and a structured overlay to route the messages. As an example, we took the
Kademlia overlay, but any other structured overlay would give similar results. In the next paragraphs,
we first present a basic time-lease algorithm, the Kademlia overlay, and then our mix of them.

3.1 The Time-Lease Algorithm

For the sake of simplicity, we describe the behavior of the algorithm for only one abjedbcated
on clientCy. A remote reference ofdy is notedR?,, with n > 0 if it is located on clientC,,.

With the objectO, is associated a valuBease(Op), containing the time at which all remote
references will become obsoleteTlf, the local time on clien€y, becomes greater thdrease(Oy),
andQy is not locally reachable from rooté) is reclaimed by the local garbage collector. Thus, the
task of the time-lease algorithm is to keepase(Oy) up-to-date if some remote references are still
useful.

For that, with each referende,,, we associate a valukease(R,,), which is the approximation
of Lease(Op) on Cy,. If Tyanster is the maximal delay of transmission for a messagg,must
send a request to increase the leas€ddefore Lease(R,,) — Tiransfer in local time. The message
LeaseRequest(Oy, T}, Tyypdate) CONtains the local timé;, on C,,, and the requested lease extension
Tupdate-

When thelLeaseRequest(Oy, T}, Tupdate) Message is received layy, Lease(Op) is set to the
maximum of its former value an@y + Tip4qt. Finally, LeaseReply(Oy, T;,, lease(Og) — Tp) is
sent back taC,,. On receipt of a messadeeaseReply(Oo, T}, Typdated), Cn S€tSLease(R,,) to
T7/1 + Tupdated-

Of course, this algorithm only works T, 4. is much greater thafy, o5 fer, aNATq15 o @ Safe
upper-bound on transmission delays and the clock drifts, taking also retransmissions into account. It
also guaranties that theease(R,,) is a safeapproximation ofLease(Oy), i.e. that if the clocks
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of Cy andC,, are not synchronized, the object cannot be reclaimed@pbefore the expiration of
Lease(Ry,).

The main problem of this algorithm in our setting is the fact thgtreceivesLeaseRequest
messages from all remote references holders eligry,.c — Tirans fer time. For a popular object, the
load can become unbearable for a normal client. Moreover, this load is not related to the actual use
of the object, but to the existence of many references, even if they are not used. Our goal is thus to
try to decrease this load on clients hosting popular objects.

3.2 The Kademlia Overlay

Kademlia [?] is the only structured overlay currently implemented and used imgleworld: it is
used as a Distributed Hash Table by two file-sharing networks, called Ové&treetd Kad. In this
section, we describe how routing is performed in the Kademlia overlay.

Each clientC,, is associated with a semi-randomly generated identifier orkKey,, with IV bits,
generally between 128 and 160 bits to avoid collisions. Each client also maintauisng tablethat
is used to route messages in the overlay to any peer identified by its key.

The routing table of a peer is an array, containing at every index a set of other peers, called a
bucket of maximal sizek. We noteBuckets,, the routing table of peef’, in the following. Every
time ), learns about the existence in the network of a new pgeit tries to insert it in its routing
table. For that, it comparésey,, andK ey, by an exclusive arithmetical or, to obtain ther distance
(or metric) between the two peeBuckets,, |i] is built to contain thé: known peers, closest ey,
with that metric, and such that they share tHst bits of Key,, but not the(i + 1) bit. We call
bucketo f,(Key,) the function that returns the bucket 6k that should contain the peer associated
with key K ey,.

To route a message to peer with identifieey,, a peerC,, maintains a set’andidates(Key,),
containing potential peers knowirgg,. We define a functiomeighbors, (Key,) as the set of peers,
built by adding in orderBuckets,[i], Buckets,|i + 1], ..., Buckets,|[N], wherei is the value
bucketof,(Key,), and thenBuckets,[i — 1], ..., Buckets,[0], stopping as soon &s peers are
in the set. C,, first initializes Candidates(Key,) with neighbors,(Key,). Then, it iterates the
following process: if a pee€), with key Key, is contained inCandidates(Key,), send the mes-
sage to that peer; otherwise, pick the pégr with the closest keyiKey,, to Key, for the Xor
distance, and send it a messa¢memliaRequest(Key,). The peerC,, replies with a message
KademliaReply(Key,, S), whereS is the set returned byeighbors,,(Key,). On receipt(;, adds
S to Candidates(Key,) and restart the same process with another peer in the set.

The idea behind this process is that all the peers in the bugketet s, [bucketo f,,(Key,)] have
at least one more bit in common witkiey,, than Key,, has. Then, the peers returnedadem-
liaReply messages by these peers — if the routing tables are correctly built — will also share a longer
prefix with K ey, until C,, is finally returned.

This routing algorithm has several advantages: first, as routing is performed by iteration from
the same peer, this peer learns about the existence of many other peers during this process, and can
update its routing table thanks to this. Second, as every bucket contains many (&y@eads, the
overlay easily tolerates failures in the network. Finally, Kademlia has been implemented and used on
a network of about one million users, which, from an user point of view, seemed to work perfectly.
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3.3 The Mixed Algorithm

We can now introduce our new algorithm. The basic idea of the algorithm is to use the property
displayed in Figur€: when routing a message to the objégt, immediate neighbors af, in the
logical ring of the Overlay will often be contacted; thus, we can try to move patrtially the lo&& on
to these peers.
The algorithm for a Kademlia overlay works as follows: whebaase(R,,) needs to be updated
on a peer’,,, for the objecO, on peerC) with identifier K ey, C,, creates a s€fandidates(Keyy),
initialized with neighbors, (Keyy). Then, it iterates the following step: pick the p&gyin the set
Candidates(Keyo) with the closest identifieK ey, to K ey, and send t6’, a messageeaseRequest(K ey, O, T;,
On receipt of such a message, there are two possible cases:

> O, is Cy and hosts the obje€y: in this case, as in the basic time-lease algorithayse(Oy)
is updated so thatease(Og) > To+ Tyupdate, and aLeaseReply(Keyo, Oo, Ty, Lease(Op) —
Ty) message is sent back.

> C, hosts a referencB, to Og: in this case, the result depends on the current leage,on

— Lease(Ry) — T), > Typdate: Cp knows that the lease anly does not need to be updated,
and immediately replies with a messdgmseReply(Keyo, Oy, Ty, Lease(Ry) — T)).

— Lease(Rp) — T, < Typaate OF Cp, has no reference 10y: C), has not enough information
on the lease oW, it just replies with routing information in the Overlay, contained in
aKademliaReply(Keyo, O, Ty, S), whereS is the set returned byeighbors,(Keyy),
andT), the local time orC),.

Depending on the reply af',, C,, has two possibilities:

> Ifitreceives a messadédemliaReply(K ey, Op, S), itjustaddsS to itsCandidates(K eyp)
set, and the paifC,, T,) to a setUpdates(K eyo, Op) before going to the next iteration.

> Ifitreceives a messadeaseReply(Keyo, Oo, T, Tupdated), it S€ts its own value ofease(R,;,)
to T} + Tupdated, @nd then, for every paiiC,, T,,) of the Updates(Keyo, Op) set, it sends a
messagéeaseReply(Keyo, Oo, T, Tupdatea) 10 Cp. Cp uses this message to create a refer-
enceR, to Oy if it does not exist, and then sékase(R,) t0 T}, + Typdated, WhereT, is the
time specified in the message (not its local time, but the local time whelkatiemliaReply
was sent).

The main advantage of this algorithm is that, as soon as one of the peers on the raGutawvios
a reference @), its lease will be used to decide whether or not the message should continue or not
to Cy. Moreover, the update of its own lease is performed by the last peer requiring a lease extension,
and not byCy.

4 Experimentation

To evaluate the behavior of our mixed algorithm, we implemented a simulator in Objective-Caml. We
are the simulator on a PC with 1 gigabyte of memory, which limited us to a maximum of 10,000 peers
in the simulations.
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4.1 The Simulator

The simulator is built in three parts: the overlay, the workload and the garbage collection algorithm.
The overlay is an implementation of the Kademlia overlay. The workload describes the behavior of the
peers, i.e. the references that are created on the clients and the time they stay alive after. Finally, the
garbage collection algorithm implements both a basic time-lease algorithm and our mixed algorithm.

4.1.1 The Overlay

The overlay we implemented has the following interface:

module type KEY = sig
type t
val random : unit -> t
val nbits : int
val common_bits : t -> t -> int * int
end

module type ROUTING = sig
type t

val key : t -> Key.t

val create : unit -> t

val insert_client : t -> Key.t -> int -> unit

val clean : t -> unit

val find clients : t -> Key.t -> int list Fifo.t
end

The KEY module describes the identifiers for clients in the overlay. Our identifiers are 128-bit
long. In our experiments, we found that only the first buckets of the routing tables were filled and used.
As a consequence, we limited the routing tables to therflygs  bits (set to 40 in our experiments)
of the identifiers (the other ones are still used to discriminate between identifiers, but not for routing),
to save a lot of memoryandom is the function returning a new identifie@ommon_bits compares
two identifiers: it returns a pair, containing the size of the longest common prefix (limiteatso )
and the four bits after the first difference, used to improve the accuracy of the routing tables.

nbits

Tl 11001010101011110010101101010101010101010010101211110101010

T2 11001010101011110010101101010111101101010111101101010111010

XOR ’OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOhblllbOOOOOlOlO.. ...........

common_bits(T1,T2) = ( 30 , 7

The ROUTINGmodule describes the routing table of clients. Theate function returns an
empty routing table with a random identifidnsert_client try to insert an association in the

9
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Figure 3: Initialization of the routing tables. With 10,000 peers, the initialization requires 13
passes before stabilization. Each peer has 163 other peers in its routing table.

table, using the key-identifier of the client and its number. The client is always added to the routing
table, whatever the number of clients already in the routing table and in each bucket dedime
function is responsible to clean the routing table after many insertions, to have a limited number of
clients per bucket (16 in our experiments). Inside a bucket, the clients are stored in 16 sub-buckets,
corresponding to the last 4 bits returneddnmmon_bits . When cleaning a bucket, we always
keep the clients that are in the smallest sub-buckets, i.e. the one with the identifiers closer to the
one of the client. Finally, théind_clients function returns the clients closer to a given key in

a routing table. The function returns in fact a list of sub-buckets, taken first in the bucket of the key
to find (with the sub-bucket of the key first), then in the following buckets, and finally in the previous
buckets, so that at least 20 non-empty sub-buckets are returned.

type reference_type = {
ref_num : int;
ref_location : int;
mutable ref _expire : int;
mutable ref lease : int;

type client_type = {
client_num : int;
client_routing : ROUTING.t;
mutable client_refs : reference_type Intmap.t;

10
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Figure 4: Number of messages with uniform distribution of object popularity

}

val clients: client_type array

In the simulator, the clients are stored in a tatllents , and only contain a routing table and
a set of references. Before starting a simulation, we need to fill the routing tables. This is a long
process, so we do it only once for each set of clients, and save it on disk for other simulations. The
process is the iteration of the following step, until the number of clients in the routing tables does not
change anymore:

1. For every client:

(a) Insert 20 clients found randomly into the routing table.

(b) Perform a search of our identifier in the overlay. During this process, query at most 100
peers. Insert all the peers found during the search inside our routing table, and insert us
inside their routing table.

2. Clean all the routing tables

The Figure3 shows the results of the iterations, with the mean of the number of peers per bucket
after cleaning, and indicates how many peers a client stores in its routing table after each pass.
4.1.2 The Workload
A workload is a set of events, indicating when a reference is created on some peer and how long it

will be used by that peer. When a reference is created for an object which is unknown or already

11
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Figure 5: Number of hops with uniform distribution of object popularity

dead, it is interpreted as the creation of that object. Further references on other peers with the same
number are interpreted as remote references to that object.

We generate two kinds of workload: uniform workloads and power-law workloads. The first kind
means that the distribution of popularities of objects is uniform: every object has the same probability
of being referenced as other objects. The second kind means that the distribution of popularities is in
power-law, as shown in Figute To create such a distribution, we generate a table such thatsif
the total number of peers,/2 peers appear only once in the tabi¢4 appear twice in the table,/8
appear 4 times in the table, etc... For each event, we then randomly pick one peer from the table.

4.1.3 The Garbage Collection Algorithm

The algorithms we implemented in our simulator are the same ones as in Sgdtmmd 3.3. To
improve the behavior of our mixed algorithm, we added only a small improvement: when a request is
received for a lease of timE,, 4. by the final object host, the lease is not updatedfy;,.. but by
Ftime—factor X Tupdatev with Ftime—factm' inthe range [14]

4.2 The Experiments

Among the many experiments we tried with different workloads, we present the two most interesting
ones here: 500,000 references creation in a network of 10,000 peers, either with a uniform or power-
law distribution.

12
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Figure 6: Number of messages with power-law distribution of object popularity

4.2.1 Uniform Distribution

We first compare the two algorithms on a uniform distribution of popularities.

Number of clients 10,000

Number of objects 30,000
Period 500 s

Number of events 500,000

Direct routing| Overlay routing
Mean 207 972
Minimum 53 146
Maximum 523 3,704

The Figure4 shows the number of messages received by each client. As expected, the cost of
the mixed algorithm is higher than the basic algorithm. Indeed, for each reference, each message in
the overlay must be routed through different peers, while it is sent directly in the basic algorithm.
Figure5 shows the number of hops per message. However, the difference between the two algorithms
is quite small, a factor in a range of 3 to 10 in the worst case. In the uniform workload, the difference
between the busiest peer and the least loaded peer is less than 3 for the basic algorithm, and less than
4 for the mixed algorithm.

13
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Figure 7: Number of hops with power-law distribution of object popularity

4.2.2 Power-law Distribution

The power-law distribution is expected to be closer to real systems, i.e. to peer-to-peer systems al-
ready observed.

Number of clients 10,000

Number of objects 5,000
Period 5,000 s

Number of events 500,000

Direct routing | Overlay routing
Mean 400 1,518
Minimum 99 198
Maximum 201,033 11,466

As shown in Figures, the basic algorithm performs very badly in term of load balancing. Indeed,
one peer receives around 200,000 messages whereas the least loaded one receives only one hundred
messages. On the other hand, our mixed algorithm performs pretty well, with a maximal load of
fewer than 12,000 messages, i.e. around twenty times smaller than the basic algorithm.

In Figure8, we display the different curves using different time-factors. In the previous exper-
iment, we used a time-factor of 2. for both algorithms. Here, we can observe that the number of
messages received just follows a linear dependency towards the time-factor.

14
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Figure 8: Number of Messages depending on the Time Factor

5 Conclusion

In this report, we presented our work on the design of a time-lease distributed garbage collection
algorithm for peer-to-peer systems. The main problem to solve was the load balancing of messages
in those workloads, in particular because of the power-law distribution of popularities of objects,
observed in real systems. We implemented our algorithm together with the basic time-lease algorithm
in a simulator, and experimental results show that our new algorithm performs much better than the
former algorithm in terms of load balancing, while its average cost is not too high.

15
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