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1 Introduction

The Internet is conducive to large scale privacy invasion, identity theft [7],
and target marketing [4]. We have seen instances in the past where people
have suffered serious damage to the ready availability of digital dossiers [5].
Any centrally stored information can be abused. The use of fixed creden-
tials (credit cards, key certificates) enables an adversary to correlate all the
transactions conducted with the fixed credential. The threats of identity
theft, correlatability can be countered using anonymous transaction proto-
cols. Here we present a protocol for uncorrelatable electronic transaction
based on ring signatures which also guards against identity theft as well as
protects the privacy of the communicating partners. The organization of
this paper is as follows. In section 2 we present the threat model which
we are considering. This is followed in section 3 by an overview of ring
signatures. In Section 4 we present our design goals and assumptions. The
protocol which is the contribution of this paper is presented in section 5,
which is followed by conclusions in section 6.

2 The Threat Model

When we buy goods or services or simply surf online we end up giving out
lots of information about ourselves. All this information goes into databases
somewhere. These records can be linked together to build a complete dossier
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on an individual [7]. Thieves can steal credit card information and use
it, terrorists can track their targets using government maintained address
records, or servers at the other end can leak sensitive information about
us. In many instances in the past people have suffered damage due to the
malicious use of sensitive information [10], [9]. When we pay for goods using
our credit card we present our card (which is the payment token) along with
our identity (we provide our name and address for authorisation on the
internet). This information is used to check the validity of the card and the
creditworthiness of the customer. In other applications trustworthiness of
communicating partners are established using certificates, a good example
of which is the Globe System [11]. Using same fixed certificates to establish
the trustworthiness of the communicating partners enables the grantor of
access to any service to correlate all the transactions of a requestor. What
happens in the process is that the merchant, in the case of online shopping,
also obtains a unique identifier (the credit card number) which, as well as
learning the credit card number, enables the merchant to correlate various
transactions conducted under the same credit card. Customer information
can be indexed using credit card numbers or they can be sold to marketing
companies [4].

The problem is that we don’t have a clue about how information about
us would be used by the entities at the other end of the communication
channel.

3 Ring Signatures

Ring signatures were designed Ron Rivest, Adi Shamir and Yael Tauman [6].
In this signature scheme the verifier doesn’t learn who the signer is but can
only learn that the signer is a member of group of certain possible signers
called a ring. One of the members of the ring actually signs using his/her
private key and the public keys of the other members. The example cited
in [6] speaks of a situation where a a government minister wants to leak
information to a journalist. The journalist knowing the public keys of all
the ministers can be sure that one of the ministers signed it without knowing
who is the mole in the cabinet. In producing such a signature the signatory
doesn’t need the cooperation of any member of the group. All the signer
needs to know is the public keys of all the members of the group. Let there
be r members in the group. The signature is generated as:

1. The signer first computes the key as the hash of the message m to be
signed.
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2. Then the signer generates a random initialization value v.

3. The signer generates a random value xi for each member of the group
and computes yi which is xi encrypted with the public key of that ring
member.

4. Then the signer solves the equation Fk,v(y1, y2, ..., yr) = v for ys where
F is a combining equation.

5. Now the signer uses his private key in order to invert gs on ys to obtain
xs as xs = g−1

s (ys)

6. The output of the signature is the set of values xi, the random value
v, and the public keys of the group members.

A ring signature can be verified as follows:

1. For each member of the group, we encrypt the the corresponding ran-
dom value xi with that member’s public key to give yi.

2. We obtain the hash of the message to obtain the key k as k = h(m).

3. We verify that the combining equation F regenerates the random value
v in ZP .

4 Design Goals and Assumptions

4.1 Design Goals

We present a protocol for Uncorrelatable Electronic Transaction (UET)
where we use surrogates. Our approach makes it hard for an adversary to
correlate all the transactions conducted by the same customer. The trans-
action flow is outlined by means of an example as:

1. The bank prepares and sends the information Cathy needs to generate
her surrogates.

2. Cathy goes to a website selling goods she wants to purchase.

3. Cathy generates the surrogate for the current transaction.

4. The seller authenticates locally whether or not Cathy is a valid cus-
tomer of the bank.
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5. The seller sends the customer information to the bank.

The next time Cathy goes to shop with the same seller she uses a different
surrogate which can be verified as before but cannot be correlated with a
previous surrogate. Our motivation has been that Cathy trusts her bank
which is quite a practical thing to do. There is no communication between
the bank and the seller for authorisation of payments and the seller can
locally verify the validity of the customer.

4.2 Cryptographic and Infrastructural Assumptions

Communications between the bank and it’s clients (the customer and the
seller) are not anonymous. We assume the existence of a secure authenti-
cated communication channel between the bank and the seller and between
the bank and the customer. This can be implemented by digital signatures
where every communication between the bank and the customer and the
bank and the seller are digitally signed. This provides authentication. The
communication link between the customer, bank and the seller can be se-
cured by for example SSL/TLS. All communications between the bank and
the seller and between the bank and the customer are secured in this way.

An anonymous communication channel between the seller and the cus-
tomer is also assumed for our purposes. This can be implemented by
Chaum’s mix nets [1] or Mixminion [2]. The mix network makes it harder
for an adversary observing the network to gain any additional information
about the communicating partners beyond its a priori belief. The communi-
cation channel between the customer and the entry point of the mix network
should also be secure and prevent traffic analysis. Communications between
the customer and the seller are made anonymous in this way.

4.3 Mathematical Assumptions

Our protocol depends on the difficulty to compute discrete logarithms in the
multiplicative group Z∗

P where P is a large prime. P should be chosen such
that (P − 1) has one large prime factor. If (P − 1) has small prime factors
then computing discrete logarithm is easy [3]. The bank selects A,Oσ ∈ Z∗

P

and σ0 ∈ {1..P − 1}.
The customer selects generator g (mod P ) and s ∈ Z∗

P , s is the secret
key of the customer. We use the Linear Congruential Method to generate
exponents where the offset Oσ and the modulus P are co-prime to each
other. All operations are carried out (mod P ) when not specified otherwise
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explicitly. The method we use to generate surrogates is similar to the first
group signature scheme presented in [8].

5 Protocol for Uncorrelatable Transactions

There are three parties in the protocol, the bank, the customer (Cathy) and
the seller. We describe the protocol in three phases:

1. Preparation Phase

2. Transaction Phase

3. Synchronization Phase

5.1 Preparation Phase

Cathy sends the bank her public key.

1. Cathy −→ Bank : X = gs

The bank sends Cathy the information she needs to generate her surrogates
which is :

2. Bank −→ Cathy : δ =≺ σ0, Oσ, A �

The bank while issuing δ calculates the first surrogate the customer will
be using as follows.

σ1 = (A ∗ σ0 + Oσ) (mod P − 1)
S1 = Xσ1

The bank retains ∆ for every customer where

∆ = ≺ Oσ , A,X, S1, σ1, P �
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5.2 Transaction Phase

For transaction i Cathy calculates her surrogate Si as well as the corre-
sponding secret key in the following manner.

σi = (A ∗ σi−1 + Oσ) (mod P − 1)
S−

i = s ∗ σi (mod P − 1)

S+
i = gS−

i

1. Cathy chooses a subset r of the public surrogates of valid customers of
the bank. The subset agreed forms the ring or the group of probable
signers.

2. Let m be the transaction description something which uniquely iden-
tifies the transaction. Then Cathy hashes m to get the key k as:

k = h(m)

3. She selects a random number v εZ∗
P .

4. The seller picks up x1..r for all the members of the group uniformly and
independently from {0, 1}b and sends that to Cathy. She computes yis
from the xis as:

Seller −→mix Cathy : x(1..r)

yi = gi(xi)

5. Then the customer solves F for ys where F is the same combining
equation used in ring signatures.

Fk,v(y1, y2, ..., yr) = v

6. The customer then signs m and sends it to the seller as in the original
ring signature scheme.

Customer −→mix Seller : (S1, S2, ..., Sr ; v;x1, x2, ...., xr)

where S1..r are the surrogate DH keys of the r valid customers of the
bank who are members of the ring.
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7. The seller then verifies the signature as mentioned in section 3. While
verifying the seller gets the Si which is the surrogate of the customer.
The seller submits Si to the bank. The bank locates the customer
account Si.

5.3 Synchronization Phase

We saw in the preparation phase that the bank retains the value of the first
surrogate while issuing ∆ to the customer. The bank, after it receives a
surrogate for a customer, calculates and stores the surrogate the customer
will be using for the next transaction. This helps the bank to locate the
appropriate account after it receives a surrogate from the seller. The bank
retains Y for every customer as we have seen in the preparation phase. Both
the bank and the customer uses the same method to generate surrogates.
This enables the bank to calculate the correct surrogate for every customer.
This calculation of surrogates is done in this phase.

σi+1 = (A ∗ σi + Oσ) (mod P − 1)
Si+1 = Xσi+1

The bank replaces in ∆.

σi ←− σi+1

Si ←− Si+1

The bank updates its current list of valid surrogates with a new surro-
gate.

6 Conclusions

The use of various surrogates cannot be correlated with each other but at
the same time the validity of the surrogates can be determined. It is also not
possible for the bank to masquerade as the customer as the bank doesn’t
know s and cannot generate the private exponent. Surrogates cannot be
transferred between customers as that requires sharing the secret key s.
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