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Abstract. This paper presents an overview on anonymous communi-
cation systems. It describes the different types of mixes and how they
can be combined in mix networks in order to implement an anonymous
communication infrastructure. Also, it gives some notions on how to
measure the anonymity provided to the users by an anonymous system.
Dummy traffic is introduced as a tool to enhance the anonymity of the
system and the robustness against attacks. The convenience of introduc-
ing controls in an anonymous communication system is discussed. This
paper also indicates the main open research areas related to anonymous
communication systems.

1 Introduction

The Internet was initially perceived as a rather anonymous environment. Nowa-
days, we know that it is a powerful surveillance tool: anyone willing to listen
to the communication links can spy on you, and search engines and data min-
ing techniques are becoming increasingly powerful. Privacy does not only mean
confidentiality of the information; it also means not revealing information about
who is communicating with whom.

When a user accesses the Internet through a non-anonymous system, he is
leaking information such as the user’s computer IP address. This means that all
his actions become linkable (which allows detailed profiling of the user) and this
information could lead to an identification of the user in the off-line world. Note
that this information can be gathered without the consent, or even knowledge of
the user. Therefore, anonymity needs to be implemented at the communication
and application layer in order to effectively protect the users’ privacy. A user that
connects to the Internet through anonymous communication systems protects
his privacy towards the other end of the communication line and towards third
parties.

2 Building blocks for anonymous communication

Mixes are the most popular basic building block used to implement anonymous
communications. Other anonymous communication systems have been imple-
mented using peer-to-peer models [FM02,RR98,GRPS03,SBS02,BG03] or mul-
ticast protocols [SLOO].



In this section we focus on mix networks. We first introduce the concept of
a mix, and then describe the different types of mixes that we encounter in the
literature. Finally, we discuss the different topologies with which mixes may be
combined to configure mix networks.

2.1 What is a mix?

Mixes were proposed by Chaum [Cha81] in 1981. The mix takes a number of
input messages, and outputs them in such a way that it is not possible to link
an output to the corresponding input. In order to achieve this goal, the mix
changes the appearance (by encrypting and padding messages) and the flow of
messages (by delaying and reordering). The technique used by Chaum’s mix to
change the flow of messages was to collect n inputs, shuffle and output them.

The functionality of this first design was to provide untraceable email, but
mixes may be used for providing anonymity to a wide range of applications (e.g.,
the Onion Routing system [GRS96] offers application-independent connection
anonymity; a working anonymous web browsing system based on mixes is JAP
[JAP]). Instead of mixing email messages, we can make abstraction of the type
of information contained in the messages. Note that some mix designs are not
appropriate for applications that have strong real-time requirements, because
the delay introduced by the mixing may make the system impractical.

Other work on mixes focussed on the correctness and verifiability of the
decriptions and the mixing algorithm has been developed, among others, by
Jakobsson [Jak98] and Abe [Abe98].

Pool mixes Many variations to Chaum’s original design have been proposed in
the last years. First, a pool was added to the mix. In this design, the mix does
not output all the messages it contains; instead, it keeps a certain number of
them to be mixed with new inputs. Also, timeouts have been proposed as the
mechanism to trigger the flushing of messages. Several strategies can be used in
order to optimize the anonymity service provided by the mix by playing with
the different parameters. Diaz and Serjantov propose in [DS03b] a model that
generalizes pool mixes.

Continuous mixes A different mix concept was proposed by Kesdogan et
al. in [KEB98]. In this design, the messages are delayed a certain amount of
time, chosen by the user from an exponential distribution. The advantage of this
system is that the delay does not depend on the traffic that arrives to the mix.
On the other hand, the anonymity provided to the users may go to low levels if
the number of users decreases during a certain period of time.

2.2 Mix network topologies

In order to increase the anonymity of a mix system, mixes are usually combined
in a mix network. This way, the fact of some mixes being corrupted or controlled



by an attacker does not break the anonymity of the users (the anonymity of a
message is guaranteed even if only one of the mixes in the path of the message
is honest). Also, the reliability of the system is improved, because the failure of
a mix does not lead to a denial of service.

The two classical types of mix network that have been considered are cascades
and free route networks. In a cascade, the possible paths that a message can
follow are predefined; in a free route network, users select freely their own path,
which may be different for every message. The advantages and disadvantages of
these two topologies have been pointed out by Berthold et al. in [BPS00].

More recently, Danezis proposed in [Dan03] a mix network topology that is
somehow in between the two classical designs. In this model, every mix node
communicates with a few neighboring others. The goal of this idea is to combine
the advantages of cascades and free route networks and overcome the disadvan-
tages.

3 Anonymity metrics

How to measure the degree of anonymity offered to the users of a mix network?
An attacker may deploy passive attacks (i.e., traffic analysis [SS03]) or active
attacks (e.g., the blending or n-1 attack, described by Serjantov et al. in [SDS02])
in order to identify the sender (or recipient) of a message.

The attacker may normally obtain probabilistic relationships between the
inputs and the outputs of a mix. In certain conditions (for example, low traffic,
or active attacks), the attacker may be able to narrow down the set of possible
senders (recipients) of a message. In other cases, one of the users will appear as
having a very high probability of being the sender of a particular message.

Based on the definition for anonymity proposed by Pfitzmann and Kéhntopp
in [PKO00], two information theoretic models were proposed by Diaz et al. in
[DSCP02] and by Serjantov and Danezis in [SD02]. These models measure the
anonymity provided by a mix towards an attacker, whose powers must be clearly
specified before applying the anonymity metric. The anonymity is measured us-
ing the concept of entropy (i-e., uncertainty), taking into account the probabilis-
tic information that an attacker is able to obtain from the system.

The metrics may be applied to measure the uncertainty of the attacker about
the sender of the message, i.e., sender anonymity. Analogously, the uncertainty
of the attacker regarding the recipient of a message, i.e., recipient anonymity
may be computed.

4 Dummy traffic

A dummy message is a fake message introduced in the network in order to make
it more difficult for an attacker to deploy traffic analysis attacks. The dummy
message is normally produced by the mixes, and they have as destination another
mix, instead of a real recipient. Dai proposed in Pipenet [Dai96] a system in which



the traffic is constant: the links between mixes are padded with dummy messages
whenever the real traffic is not enough to fill them. This system provides not only
anonymity, but also unobservability, since an observer of the network cannot tell
whether there are real messages traveling in the network or not. Unfortunately,
the system is not practical.

The generation and transmission of dummy traffic has a cost, and it is there-
fore very important to find the right balance on the amount of dummies that
should be created in a mix network. Also, some other questions regarding dummy
traffic remain open, such as if it should or should not depend on the real traf-
fic load or what is the most appropriate route length for the dummy messages.
Some of these aspects are discussed by Diaz and Preneel in [DP03].

Dummy traffic may also be used to detect active attacks on a mix network,
as described by Danezis and Sassaman in [DS03a].

5 Controlled anonymous communication?

One of the obstacles for the wide deployment of anonymous communication
infrastructures is the fear of governments, businesses and institutions of not
being able to control abuse and crime. Nevertheless, it is worth noting that
malicious users do often use other means than anonymity to abuse systems, as
identity theft, for example.

The introduction of control techniques in anonymous systems also helps com-
pliance with legal requirements, such as accountability. Note also that some
applications, such as electronic commerce would not be trustful for users and
vendors if control mechanisms to prevent fraud are not implemented. A model
for anonymity control mechanisms is presented in [CDN103].

The deployment of a controlled anonymous infrastructure seems to meet gov-
ernment and users requirements. In such a system, honest users remain anony-
mous, but misbehaving users may be identified with the collaboration of a trusted
third party. Claessens et al. have proposed a controlled anonymous communica-
tion system in [CDG"03] based on cryptographic techniques such as fair blind
signatures [AO01,SPC95] or group signatures [ACJT00].

6 Conclusions and future work

This paper presents the state-of-the-art regarding anonymous communication
systems. We have first introduced the concept of a mix and described the main
different variants to the original design. The necessity of combining several mixes
in a network has been justified, and the different possible topologies of the net-
work have been discussed.

We have given an introduction to the techniques that can be used to mea-
sure the degree of anonymity provided by anonymous communication systems.
Dummy traffic has been introduced as means to increase the anonymity and the
robustness of the system against certain attacks.



Finally, we have discussed the need of introducing controls in anonymous
systems in order to prevent misuse.

There are still many issues that need further work in order to have a good
understanding of anonymous communication systems. We point out the follow-
ing:

— The current anonymity metrics can measure the anonymity provided by a
mix in a simulation or in a working setting, but we do not have yet theoretical
tools that allow us to know the anonymity properties of the mix during the
design phase.

— The anonymity metrics are very useful to measure the anonymity provided
by a single mix, but they fail to measure the end-to-end anonymity provided
by a mix network. An extension to the metric needs to be found in order to
have practical tools to measure the anonymity provided by a mix network.

— In the presence of dummy traffic, the sender anonymity cannot be computed
with the intuitive extension of the metric. A generalization of the metric for
the use of dummy traffic should solve this problem.

— Much research need to be done in order to solve many dummy traffic related
problems. We do not know yet which is the most appropriate distribution
for the generation of dummies, the route length they should have in order to
optimize the cost/anonymity relationship, whether they should be inserted
in the pool of the mix or at the output, whether dummy traffic should depend
on the real traffic traveling in the network or not, and how this dependency
should be.

— Different mix designs need to be compared in order to find the best perform-
ing mixes.

— Regarding anonymity control, not much work has been done in the area of
anonymous communications. We still lack practical designs that implement
anonymity control and that are efficient at the same time.
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