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Sensor Networks: The Vision

• “So many nodes you can’t count or keep track of them.”

• “Nodes are so cheap you don’t need to keep track of them.”

• “Randomly sprinkle 10’000 nodes and the rest happens by 
magic”
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But: We are not quite there yet...



SensorScope
• Gain operational experience with a test deployment that 

is long-running and realistic

• Consider a complete system from sensors to web-
accessible interface

• Intended as standard data-gathering application

• Focused on using existing, standard TinyOS components

• Setup in 3 months over Summer 2004

• Currently 20 nodes, placed in offices / public spaces on 4 
floors in the new I&C building at EPFL

• Operational since October 2004
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Tradeoff
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• But adding new features to a running system is risky 
and slow



Server Side
• Apache / PHP / Python for Web Interface
• Database to store sensor data and maintenance information
• Middle-ware in Java makes the link between Database / 

Sensor Network and user interfaces
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Mote Hardware
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• Mica2 and Mica2dot motes
• Sensorboards with light, 

temperature, acoustics and 
acceleration sensors

• 10 bit ADC
• 433 MHz Radio
• 38 kbit/s raw data
• -20 to +5 dBm RF Power



Mote Software

• TinyOS
• Two basic duties:

- sample sensors
- route readings back to the base-station

• Uses tos/lib/Route, later tos/lib/MintRoute
• Integrated Deluge for wireless reprogramming
• Processes query requests and configuration commands
• Multi-hop hybrid ARQ layer between network and link 

layers
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Multi-hop Hybrid ARQ

• Tries to combine two corrupt versions of a packet
• Does not transmit redundant overhead on good links
• Exploits spatial diversity arising from the broadcast, multi-

point nature of a sensor network

ing primitives present in sensor networks. Note also that ad-

ditional enhancements are possible for each individual prim-

itive. For example, single-hop can use bulk transfer tech-

niques that briefly turn off low-power listening [14] before

sending multiple packets; multi-hop routing may be aug-

mented by an end-to-end reliability mechanism; and flood-

ing can be made more efficient by duplicate suppression.

We should emphasize that packet combining in no way pre-

cludes the use of such protocol-specific optimizations, but

rather that it is a transparent addition to the link layer that

applies across the board to upper layer protocols.

3.1 Single-Hop Packet Combining

Single-hop unicast is a necessary building block for all ap-

plications; in some systems it may be the only one needed.

A simple solution to improve the performance of lossy links

is to apply forward error correction (FEC) techniques, in

which a packet is transmitted along with parity-check bits

that allow the recovery from some number of errors. Un-

fortunately, no single code can cope well with the link het-

erogeneity of a sensor network [19] [5], where link quality

varies widely both in space and in time: a code that is too

weak does not improve performance of poor links, and a

code that is too powerful adds needless overhead on good

links. In particular, appending any error-correcting bits to

packets sent on a highly reliable link is wasteful. One option

is then to use an adaptive scheme, to dynamically vary the

amount of error-correction overhead in response to chang-

ing channel conditions. However such techniques depend

on a timely and accurate estimation of the channel bit-error

rate, requiring frequent and costly channel measurements.

Consider now the use of link-layer retransmissions: the

source sends a packet to a neighbor, waits for an acknowl-

edgement, and retransmits (up to somemaximum number of

attempts) if the acknowledgement is not received past some

timeout. Unlike standard ARQ, where the receiver discards

a packet received with errors, a Hybrid ARQ (HARQ) re-

ceiver buffers the corrupt packet while awaiting the retrans-

mission. Our scheme is a form of HARQ: if the retransmis-

sion also has errors, the receiver passes both corrupt packets

to a packet combiner, which attempts to correct the errors

and recover the original packet. If the retransmission arrived

without errors, the buffered packet can be discarded and no

combining operation is necessary. Note that rather than re-

transmit the original packet as is, the sender may retransmit

the parity bits produced by applying an encoding operation

to the original packet. This allows the packet combining de-

coder to recover from more errors than if the same bits had

been transmitted twice (corresponding to a repetition code).

In this manner, packet combining provides a simple form

of adaptive channel coding that requires no explicit channel

measurements: if the channel is good, the initial transmis-

sion is received correctly with no redundant error correction

bits having been transmitted. If the channel is poor, then

the retransmission needs only to contain additional error-

correction bits to “elevate” the two combined packets at the

receiver to a lower-rate code, with which more errors can be

corrected.

3.2 Multi-hop Packet Combining
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Figure 1: Multi-hop packet combining on a two-hop route segment.

Links and packets are represented as in Fig. 2.

In multi-hop routing, a new form of multi-point interaction

occurs when an upstream node beyond next hop overhears

a corrupt packet. This generates spatial diversity due to a

same transmission being received with independent fading

coefficients at separate receivers. Note that the temporal di-

versity of single-hop combining can also occur if hop-by-

hop retransmissions are enabled; in this example we only

consider the spatial diversity packet combining specific to

multi-hop.

Fig. 1 shows a two-hop route (or segment of a longer route)

with a sender A, relay B, and destination C. Links of vary-

ing quality are represented as per the legend of Fig. 2. In

Fig. 1(a), the sender transmits a packet to B, who receives

it without error. The link from A to C is too lossy to be

used by the protocol. However, it still delivers a large num-

ber of corrupt packets, and C receives a corrupt copy of this

packet. In Fig. 1(b), node B now forwards the packet, which

is received with errors at C. Since C now has two corrupt

copies of the packet (one sent by A, one by B) it can com-

bine them and (with some probability) recover the original

packet. This would not be possible had C discarded the cor-

rupt packet overhead from A, and the packet would have

been lost. Note that C may occasionally overhear A’s packet

without errors, in which case it is not even necessary for B

to relay it. The use of an opportunistic routing protocol that

can exploit such packets (e.g., [2]) is orthogonal to packet

combining, and both may be used in complement.

Interactions with a larger span, where a node which is more

than two hops ahead overhears a corrupt packet, are also

possible, though with lower probability due to the increased

distance. In summary, any corrupt packet received by a

node on the route toward the destination may be exploited

by packet combining.

3.3 Broadcast Packet Combining

We now turn to the network broadcast primitive, where one

node seeks to disseminate a packet to all others. We consider
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Performance

• Three data-sets
• October: first version
• November: higher RF 

Power
• December: 

Retransmission, Deluge, 
MHARQ

 0

 0.2

 0.4

 0.6

 0.8

 1

 0.5  1  1.5  2  2.5  3  3.5  4  4.5  5

Fr
ac

tio
n 

of
 P

ac
ke

ts 
D

el
iv

er
ed

Average Depth in Routing Tree

Average Depth vs Fraction of Delivered Packets

October
 

November
 

December
 



14



Channel Utilization

• Increased monitoring traffic could lead to congestion
• Nodes report number of transmitted bytes
• Analyzing those numbers shows that network is not 

congested

• How does the network perform if it is congested?
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Congestion
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Mote Lifetime
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• SMS informs when mote 
died

• Found significant 
correlation between 
numbers of packets 
delivered and power usage

• On average, 13.1 mV/day



Future of SensorScope

• Improve Web Interface
• Add Nucleus to send configuration parameters
• Include our own routing protocol
• Port to TinyNodes, developed by Shockfish

• Other projects using SensorScope:
- COMMON-Sense: water supply monitoring for the 

agriculture in developing countries
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Glacier Sensor Network

• Rugged environment
• Two phases

• Phase 1: 60-80 nodes on outdoor test area on EPFL 
campus

• Phase II: deployment on Glacier de la Plaine Morte
• a complex natural environment
• additional sensors
• larger scale (over 100 motes)
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Shockfish: TinyNode
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• Texas Instrumens MSP430
• 868 MHz Xemics XE1205 

wireless transceiver
• 12 bit ADC
• Variety of different sensors 

available (temperature, 
humidity, moisture, 
pressure etc)

• Housing options



Conclusion

• Presented the system architecture of SensorScope
• Network is running in a non congested regime
• Through further development, delivery rate improved
• New projects coming

• Source code available under GPL and Intel license
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More Information:
http://sensorscope.epfl.ch
http://www.shockfish.com/tinynode
http://commonsense.epfl.ch



Questions?
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