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Abstract

Wirelesssensometworks arecomposeaf large numbers—upo thousands—
of tiny radio-equippedensorsEvery sensohasa small microprocessowith
enoughpower to allow the sensorgo autonomouslyform networks through
which sensoiinformationis gatheredWirelesssensometworks makesit pos-
sible to monitor placeslike nucleardisasterareasor volcanocraterswithout
requiringhumansto be immediatelypresent. Many wirelesssensometwork
applicationscannotbe performedin isolation;the sensometwork mustsome-
how be connectedo monitoringandcontrollingentities.

Thisthesisinvestigates novel approacHor connectingsensonetworksto
existing networks: by usingthe TCP/IP protocolsuitein the sensometwork,
the sensorsanbe directly connectedo an outsidenetwork without the need
for specialproxy senersor protocolcorverters.

Bringing TCP/IPto wirelesssensometworks is a challengingtask, how-
ever. First, becauseof their limited physicalsize andlow cost, sensorsare
severely constrainedn termsof memoryandprocessingower. Traditionally,
theseconstraintshave beenconsideredoo limiting for a sensotto be ableto
usethe TCP/IPprotocols.In thisthesis,| showv thateventiny sensorgancom-
municateusing TCP/IR Second,the harshcommunicationconditionsmake
TCP/IPperformpoorlyin termsof boththroughputandenegy ef ciency. With
thisthesis| suggesanumberof optimizationghatareintendedo increasehe
performancef TCP/IPfor sensometworks.

Theresultsof thework presentedhn thisthesishashada signi cant impact
on the embedded CP/IP networking community The softwaredevelopedas
partof the thesishasbecomewidely known in the community The software
is mentionedn bookson embeddedystemsand networking, is usedin aca-
demic courseson embeddedsystemsjs the focus of articlesin professional
magazinesis incorporatedn embeddedperatingsystemsandis usedin a
largenumberof embeddedievices.
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Chapter 1

Intr oduction

Wirelesssensometworks consistof large numbersof sensorequippedwith
a small microprocessgra radio transceier, andan enegy source typically a
battery The sensorsiodesautonomouslhfform networks throughwhich sen-
sorreadingsaretransported Applicationsof wirelesssensometworks canbe
foundin suchdiverseareasaswild-life habitatmonitoring[59], forest re de-
tection[76], alarm systemq31], medicine[84], and monitoring of volcanic
eruptiong85].

In orderto malke large scalenetworks feasible,the sensomodesare re-
quiredto be physically small andinexpensve. Theserequirementseverely
constraintghe available resource®n eachsensomodein termsof memory
size,communicatiorbandwidth computatiorspeedandenengy.

Many wirelesssensometwork applicationsdo not work well in isolation;
thesensonetwork mustsomehav be connectedo monitoringandcontrolling
entities. Sincecommunicatiorwithin the sensometwork is doneusingshort-
rangeradios, a straightforvard approachto connectingthe sensorswith the
controllingentitiesis to deploy the controlling entitiesphysicallycloseto the
sensometwork. In mary caseshowever, placingthoseentitiescloseto the
sensorsandhenceo thephenomenobeingobsened,is not practical.Instead,
by connectingthe sensometwork and the controlling entitiesto a common
networkinfrastructurgehesensorandthecontrollingentitiescancommunicate
without beingphysicallycloseto eachother

Becausef the succes®f the Internet,the TCP/IP protocolshave become
thede-factostandardrotocolstackfor large scalenetworking. However, con-
ventionalwisdomstatesthat TCP/IPis inherentlyunsuitablefor communica-
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Figurel.1: Using TCP/IPboth outsideof andinsidethe wirelesssensomet-
work

tion within wirelesssensometworks, becausef the extremecommunication
conditionsin sensonetworks. Hence alargenumberof protocolsspeci cally
tailoredfor sensometworks have beendeveloped.While it is unquestionably
true that the TCP/IP protocolswere not designedto run in the kind of en-
vironmentswhere sensometworks are ervisioned, the claim that TCP/IP is
inherentlyunsuitablefor wirelesssensometworkshasnotbeenveri ed.

The purposeof this licentiatethesisis to lay the groundwork for explor-
ing the useof TCP/IPfor wirelesssensometworks. Using TCP/IPfor sensor
networksallows connectinghe sensometworksdirectly to IP network infras-
tructuresasshown in Figurel.1. In asetof four paperd presenthe software
for anexperimentalplatform, describethe problemarea,andproposea setof
mechanismghatareintendedo allow TCP/IPto beef ciently usedin wireless
sensometworks. The software platform consistsof a lightweightimplemen-
tation of the TCP/IP protocol stackand an equally lightweight and e xible
operatingsystem.Both the operatingsystemandthe protocolimplementation
arespeci cally designedo run onresourceconstrainegensomnodes.

1.1 Method

In orderto explain and motivate the work in this thesis,| usetwo perspec-
tives: the engineeringperspectiveandthe reseach perspective Engineering
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is about nding solutionsto complex problems,within a given setof limita-
tions. Researclis aboutdevelopingunderstandingln experimentalcomputer
sciencg21], thisunderstandingommonlyis developedby producingartifacts
andsolvingcomple problems—doingengineering—anddrawing conclusions
from the solutions. A single solutionmay not be possibleto generalize put
taken together a numberof solutionscanbe saidto spana solutionspaceto
a particularproblem. Exploring, characterizingand analyzingthis solution
spacadevelopsunderstandindpr thecharacteof theproblem.This classi ca-
tion of engineeringandresearchs basedn de nitions from Brooks' [15] and
PhillipsandPugh[66].

Theresearchn this thesishasmostly beenexploratory The problemarea
washotde ned in advance but hasbeendevelopedaspartof the thesiswork.
The exploratorymethodstartswith nding aninterestingquestionto answer
The questionusuallyinvolvesaninterestingoroblemto solve. The problemis
thensolvedin a setof differentways, usingeitherdifferenttools or methods
or variationsof the samemethod. Basedon obsenationsof the solutions,or
of the procesdeadingto the solutions,an initial answerto the questioncan
be formulated. From the answerandthe solutionsto the problems,it might
be possibleto generalizehe questioninto a hypothesis.This hypothesisan
thenbe testedusingexperimentatiorin orderto validateor invalidateit. The
procesof testingthe hypothesidypically leadsto a numberof questionghat
needto be answered.Thusthe researctprocesss iterative in thata research
questionleadsto a hypothesiswhich leadsto furtherquestions.

In thisthesis theinitial questiorwasif the TCP/IPprotocolstackcouldbe
implementedsothatit would t in aseverelymemoryconstrainesgystem Af-
tertwice solvingthe problemof implementingTCP/IPwith limited resources,
thequestiorcouldbeansweredthe TCP/IPprotocolstackcanbeimplemented
usingvery smallamountof memory This obsenationleadto thegeneralized
questionif TCP/IPcouldbe usefulis wirelesssensometworks. This general-
izationwasmadebecausef the similaritiesof partsof the problemdomains—
sensomnetwork nodeshave severelylimited memoryresources—awell asin-
tuition developedwhenansweringheinitial question.Theevent-drivennature
of sensometworks seemedo t the event-drivendesignof the small TCP/IP
implementations.Furthermore |t appearedhat mary of the problemswith
TCP/IP in sensornetworks could be solved with relatively straight-forward
mechanismsTheseobsenationsleadto thehypothesighatTCP/IPcouldbea
viable alternatve for wirelesssensometworks. This thesistakesthe rst steps
towardsvalidatingor invalidatingthis hypothesis.
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1.2 Reseach Issues

This thesistakesthe rst stepstowardsthe useof the TCP/IPprotocolsuitein
wirelesssensomnetworks. This sectionsummarizesheresearclissueghatare
identi ed andtreatedn this thesis.

Many of theseissuesare of the engineeringkind: a problemthat needsa
solutionthatis not only correct,but alsois ableto work within the available
limitations. Theseissuesare the primary focus of papersA and B. Papers
A and B solve the speci ¢ problemsof implementingTCP/IP on a limited
deviceandondesigninganoperatingsystenfor sensonodeghatallows rapid
prototypingandexperimentation.

PapersC and D focuson the researctchallengesnvolvedin TCP/IP for
wirelesssensonetworks. Theformulationof thesechallengesrebasednthe
softwareartifactsdevelopedn paperA. PaperB presenta softwareframenork
designedo supportfuture experimentation.

1.2.1 TCP/IP on aLimited Device

The TCP/IPprotocolsuite,which formsthe basisof the Internet,is often per
ceived to be “heavy-weight” in that an implementationof the protocolsre-
quireslarge amountsof resourcesn termsof memoryand processingower.
This perceptiorcanbecorroboratedy measuringhememoryrequirementsf
popularTCP/IPimplementationssuchastheonein theLinux kernel[43] orin
theBSD operatingsystem62]. The TCP/IPimplementationén thesesystems
requiremary hundredf kilobytesof randomaccessnemory(RAM).

For mostembeddedystemscosttypically is a limiting factor This con-
strainsthe availableresourcesuchasRAM andprocessocapabilitied. Con-
sequentlymary embeddedystemsdo not have morethana few kilobytesof
RAM. Within theconstraint®f suchasmallembeddedystemit isimpossible
to runthe TCP/IPimplementationgrom Linux or BSD.

Within thisthesis| investigatéhesolutionspaceo the problemof running
TCP/IPwithin constraineanemorylimits. By developingaverysmallTCP/IP
implementatiorthatis ableto run evenon a systemwith very smallamounts
of memory | demonstrat¢hatthe solutionspaceof the problemis largerthan
previously shavn. While this is not anexhaustie investigationof the solution

1Price and, hence,costare not technicallimitations, but functionsof businessmodels. It is
thereforeout of scopeof this thesisto discusghesemattersin ary detail. For simplicity, | assume
that costis proportionalto memorysize and processoresourcesbut at the sametime note that
thisis a grossoversimpli cation.



1.2 Reseach Issues 7

space,t doesshav that the solution spaceis large enoughto accommodate
evensmallembeddedlevices.

1.2.2 Operating Systemsfor Wir elessSensorNetworks

Theresourcdimitationsandapplicationcharacteristicef wirelesssensomet-
works place speci ¢ requirementon the operatingsystemsrunning on the
sensomodes.The applicationsaretypically event-basedthe applicationper

formsmostof its work in responséo externalevents.Resourcegretypically

severelylimited: memoryis on the orderof a few kilobytes,processingpeed
on the orderof a few MHz, andlimited enegy from a batteryor someother
non-ren&vableenegy source.

Early researchinto operatingsystemsfor sensometworks [44] identi ed
the requirementsand proposeda system,called TinyOS, that solved mary of
the problems.The TinyOSdesignerglid, however, decideto leave out a setof
featurescommonlyfoundin larger operatingsystemssuchasmultithreading
andrun-timemoduleloading.

In thisthesis,| alguethatmultithreadingandrun-timeloadingof modules
aredesirablefeaturesof anoperatingsystemfor sensometwork nodes.| have
implementedan operatingsystemthat includessaid featuresand runswithin
theresourcdimitations of a sensomode,andtherebyshav thatthesefeatures
arefeasiblefor sensonodeoperatingsystems.

1.2.3 ConnectingSensorNetworks and IP Networks

A numberof practicalproblemsmanifesthemseleswhendoingareal-world
deploymentof a wirelesssensometwork. Oneof theseis how to getdatainto
andout of the sensometwork, which may be deployed in a remotelocation.
Oneway to solve this problemis to connecthe sensometworksto anexisting
network infrastructureasanaccessietwork to the sensonetwork. Todaymost
network infrastructuresincludingthe globalinternet,usethe InternetProtocol
(IP) [67] asits basetechnology It is thereforeinterestingto investigatehow
wirelesssensometworkscanbe connectedo IP network infrastructures.
Fromtheengineeringperspectie, the problemof connectinga sensomet-
work with anIP network caneasilybe solved. In mary casesit is possibleto
simply placeaPCinsideor ontheborderof thesensonetwork andconnecthe
PCbothto the IP network andto the sensometwork. The PCthenactsasthe
gatevay betweerthe sensomnetwork andthe IP network. Therearealsomary
otherpossibilities suchasusingaspecial-purposdevice thatconnectgshetwo
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networks [17], or usingsatelliteaccesgo a specialbasestationconnectedo
thesensometwork [59].

Fromtheresearclperspectie, however, theproblemstill hasopportunities
for investigation. PaperC is a rst steptowardscharacterizinghe solution
space.lt presentghreedifferenttypesof solutionsto the problem: proxy ar-
chitecturespverlaynetworking, anddirectconnectiorby using TCP/IPin the
sensometwork. This thesisfocuseson the last solution: connectingsensor
networksandIP networksby usingthe TCP/IPprotocolsinsidethe sensonet-
work asin theoutsidelP network.

1.2.4 TCP/IP for WirelessSensorNetworks

Fromtheresearclperspectie,investigatinghe useof TCP/IPin wirelesssen-
sornetworksis of importancebecausehe intersectiorof the TCP/IP protocol
suite,the dominatingcommunicatiorprotocolsuitetoday andwirelesssensor
networks, a new areain computernetworking researchhasnot beenprevi-
ouslystudied.In generalthe purposeof researchs to provide understanding
of problemsandto gainnew knowledge. Within this particularproblem,we
candevelopnew understandingf theinteractionsdetweerwirelesssensonet-
worksandwired network infrastructuredy identifying, solving,andstudying
theproblemswith TCP/IPin sensonetworks.

Fromtheengineeringerspectie,however, usingthe TCP/IPprotocolsuite
insidethe wirelesssensometwork may not be the “best” approacho solving
the problemof connectingwirelesssensometworksto IP networks, for some
arbitraryde nition of “best”. Theremaybe mary othersolutionsto the prob-
lem that performbetterboth in a quantitatve senseg.g. that provide higher
throughputor betterenegy ef ciency, andin a qualitatve senseg.g.thatpro-
vide a bettersecurityarchitecture.Prior to this thesis,however, no research
has—tothe bestof my knowledge—beertarriedout to supportclaimsin ei-
therway.

Thereareanumberof problemswith TCP/IPfor wirelesssensonetworks.
An enumeratiorof the problemswhich areidenti ed in paperD, follows.

IP AddressingAr chitecture

In ordinarylP networks,eachnetwork interfaceattachedo a network is given
its own uniquelP addressThe addresseareassigneceitherstaticallyby hu-
mancon guration,or dynamicallyusingmechanismsuchasDHCP[28]. This
doesnot t well with the sensometwork paradigm.For sensometworks, the
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addressesf theindividual sensorsarenotinterestingassuch.Rather the data
generatedby the sensorss themaininterest.It is thereforeadvantageouso be
ableto loosentherequirementhateachsensothasa uniqueaddress.

Addr essCentric Routing

Paclet routingin IP networksis addresscentric, i.e., basedon the addresses
of the hostsandnetworks. The applicationspeci ¢ natureof sensometworks
makes data centric routing mechanismg54] preferable. Data centric rout-
ing usesnodeattributesandthe datacontainedn the pacletsto route pack-
etstowardsa destination.Additionally, datacentricmechanismarenaturally
adoptedo in-network datafusion[42].

Header Overhead

The protocolsin the TCP/IP suite have a high overheadn termsof protocol
headersize,particularlyfor small paclets. For small datapaclets,the header
overheads over 95%. Sinceenepgy consenrationis of prime importancein
sensonetworks,transmissiomf unnecessargr redundanpacketheaderelds
shouldbe avoided.

TCP Performanceand Energy Ef ciency

The reliable byte-streanprotocol TCP hasseriousperformanceproblemsin
wirelessnetworks, bothin termsof throughpuf{7] andin termsof enegy ef -
cieng. Tobeableto useTCPasareliabletransporfprotocolin wirelesssensor
networks, methodsmustbe developedto increasehe performanceof TCPin
thespeci c¢ settingof sensonetworks.

The end-to-endacknavledgmentandretransmissioischemeemployed by
TCPis notenegy ef cient enoughto be usefulin wirelesssensomnetworks. A
singledroppedpaclet requiresan expensve retransmissiorfirom the original
source.Becausesensometworks often aredesignedo be multi-hop, a single
retransmissiowill incurtransmissiomndreceptiorcostsatevery hopthrough
which theretransmittegacletwill travel.

Limited Nodes

Sensornodesare typically limited in termsof memory size and processing
power. Any algorithmdevelopedfor sensomnetworksmustthereforetake these
limitationsinto consideration.
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Chapter 2

Contrib utions and Results

Themainscienti ¢ contributionsof this thesisare:

The designandimplementatiorof the ulP andthe lwIP TCP/IP stacks
thatdemonstratéhat TCP/IPcanbeimplementedbn systemswith very
limited memoryresourceswithout sacri cing interoperabilityor com-
pliance.

Theformulationof initial solutionsto the problemswith TCP/IPfor sen-
sor networks, which point towardsthe feasibility of using TCP/IP for
wirelesssensometworks. This opensup opportunitiefor new research.

The designandimplementatiorof the Contiki operatingsystemhathas
a numberof featurescurrentlynot foundin otheroperatingsystemsor

the sameclassof hardware platforms. Thesefeaturesenablerapid ex-

perimentatiorfor furtherresearctinto the areaof this thesis.

The work presentedn this thesishashada visible impacton networking
for embeddedystemsand,to a lesserdegree,on sensometworks. Lessthan
a year after paperD was published,the 6lowpan IETF workgroup[63] was
establishedThefocusof theworkgroupis on standardizingransmissiorof |IP
packetsover IEEE 802.15.4[40], a sensometworking radiotechnology The
workgroupcharterexplicitly citespaperD andtheulP stackpresentedn paper
A.

The work in this thesisis mentionedin bookson embeddesdystemsand
networking [53, 61] andcited in numerousacademimapers(e.g.[3, 11, 14,
29, 32, 34, 41, 51, 60, 64, 65, 69, 77]). Articles in professionaimagazines

10
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have beenwritten—by others—onusingthe ulP softwarefor wirelesssensor
networks [8]. The software hasbeenusedin academigrojects[52, 82], in

course=.g. at University of California, Los Angeles(UCLA) [74] and Stan-
ford University[39], aswell asin laboratoryexerciseq18, 79]. Finally, the
softwareis beingusedin embeddedperatingsystemd1, 81], andin alarge
numberof embeddegroducts(e.g.[12, 20, 25, 27, 33, 36, 47, 48, 79)).
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Chapter 3

Summary of the Papersand
Their Contrib utions

Thisthesisis acollectionof four papersvhich all have beenpublishedat peer

reviewedinternationakonferencesThe rst two papersA andB, describehe
necessargoftwareplatformfor runningthe TCP/IP protocolsuitein wireless
sensometworks, whereaspapersC and D focus on the protocol aspectsof

running TCP/IPinsidea wirelesssensomnetwork.

3.1 PaperA: Full TCP/IP for 8-Bit Architectures

Adam Dunkels. Full TCP/IPfor 8-bit architectures. In Proceedingof The
First International Confeenceon Mobile SystemsApplications,and Services
(MOBISYS03), May 2003.

Summary. The TCP/IP protocolsuiteis the family of protocolsusedfor
communicatiorover the globalInternet,andis oftenusedin privatenetworks
suchaslocal-areanetworks and corporateintranets. In orderto attacha de-
vice to the network, the device mustbe ableto usethe TCP/IP protocolsfor
communication.

This paperpresentswo small implementationsof the TCP/IP protocol
stackwith slightly different designs;IwlP, which is designedin a modular
andgenericfashion,similar to how large-scaleprotocolimplementationsre
designedandulP which is designedn a minimalistic fashionandonly con-
taining the absoluteminimum set of featuresrequiredto ful Il the protocol

12
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standardslin orderto reducethe codesizeandthe memoryrequirementsthe
ulP implementatiorusesan event-basedPI whichis fundamentallydifferent
from themostcommonTCP/IPAPI, the BSD soclet API.

As was expected,measurementBom an actual systemrunning the im-
plementationshav that the smallerulP implementatiorprovidesa very low
throughput,particularly when sendingdatato a PC host. It mustbe noted,
however, that small systemsunningulP usually do not produceenoughdata
for the performancealegradationto becomea seriousproblem.

Contribution. The main contribution of this paperis that it refutesthe
commonconceptiorthatthe TCP/IPprotocolsuiteis too “heavy-weight” to be
possibleto fully implementontiny devices.At thetimethis paperwaswritten,
most TCP/IP protocol stackimplementationsvere designedor workstations
andsener-classsystemswherecommunicatiorperformancevasthe primary
concern.This causedhwide-spreadeliefthattiny devicessuchassensomnet-
work nodeswould betoo constrainedo beableto fully implementhe TCP/IP
stack.Therewerealsoanumberf commerciaimplementationsf the TCP/IP
stackintendedfor embeddedievices,wherethe protocolsin the TCP/IP suite
hadbeenmodi ed in orderto reducethe codesizeandmemoryusageof their
implementation Suchimplementationsre problematicasthey may causen-
teroperabilityproblemswith otherTCP/IPimplementationsThis papershovs
thatit is possibleto implementthe TCP/IPstackin avery smallcodesizeand
with avery smallmemoryusagewithout modifying the protocols.

Thereis alsoa strongcontribution madeby the artifacts,the two TCP/IP
implementationglescribedn the paper Both implementationdiave become
wide-spreadn academiaaswell asin the industry and are currently usedin
academicoursesaaswell asin numerousembeddedievices.

3.2 PaperB: Contiki - a Lightweight and Flexible
Operating Systemfor Tiny Networked Sensors

Adam Dunkels, Bjorn Gronvall, and ThiemoVoigt. Contiki - a Lightweight
and Flexible OperatingSystemfor Tiny Networked Sensors. In First IEEE
Workshopon EmbeddedNetworled Sensas, November2004.

Summary. Whenperformingexperimentswith sensometworks that are
largerthana few nodeshaving the ability to reprogranthe network usingthe
radio signi cantly reducesthe developmenttime. This paperpresentsCon-
tiki, alightweightand e xible operatingsystemfor tiny networkedembedded
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devices. Contiki hasthe ability to selectvely load andunloadindividual pro-
gramswhile still beingsmallenoughto be usableon smallsensomnodes.

Contiki supportstwo kinds of concurreng mechanismsan event-driven
interfaceand a preemptve multi-threadinginterface. The advantagef an
event-drivenmodelis thatit is possibleto implementusingvery smallamounts
of memory Preemptie multi-threading,on the otherhand,requirescompara-
tively large amountsof memoryto hold perthreadstacks.Furthermorethere
aretypesof programsthat are unsuitedfor the event-driven modelbut work
well with preemptve multi-threading. Computationallyintensive programs
suchasencryptionalgorithmsaretypical examplesof this.

Unlike other operatingsystems,Contiki leveragesboth modelsby bas-
ing the systemon anevent-drivenkernelandimplementingpreemptve multi-
threadingas an optional applicationlibrary. This allows using preemptve
multi-threadingon a perprogrambasis.Experimentshow thata Contiki sys-
temis ableto continueto respondo eventsin atimely mannewhile perform-
ing along-runningcomputatiorasa preemptiblethread.

Contribution. The main contribution of this paperis thatit shows that
preemptve multi-threadingcanbe providedin anotherwiseevent-drivensys-
tem. This leadsthe way to implementingmore complex algorithmssuchas
encryptionmechanismsvenin smallsensoisystems.

My contribution. | designedandimplementedhe systemandwrote most
of thetext for the paper Theideaof providing preemptve multi-threadingas
anapplicationlibrary on top of anevent-drivensystemwasformedin cooper
ationwith Bjorn Gronvall.

3.3 PaperC: ConnectingWir elessSensonetswith
TCP/IP Networks

AdamDunkels, ThiemoVoigt, JuanAlonso,HartmutRitter, andJocherSchiller
ConnectingNirelessSensornetwith TCP/IPNetworks. In Proceeding®f the
SecondnternationalConfeenceon Wred/WrelessinternetCommunications
(WWI1C2004)Frankfurt(Oder),Germaty, February2004.

Summary. Many sensometwork applicationgequirethe sensometwork
to beconnectedo anexternalnetworks. SinceTCP/IPhasbecomehede-facto
standardfor networking, this paperfocuseson the speci ¢ problemof con-
nectingsensometworksto TCP/IPnetworks. We discusghreefundamentally
differentmethodgor connectingsensornetto TCP/IPnetworks: proxy archi-
tectures Delay TolerantNetworking overlays,anddirectly usingthe TCP/IP
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protocolsuitein the sensomnetwork. The paperconcludeghatthethreemeth-
odsarein someways orthogonaland that combinationsof the methodsare
possible.

Contrib ution. To the bestof our knowledge this paperis the rst thatex-
plicitly discussetheissuef connectingsensonetworksto TCP/IPnetworks.
The contribution of the paperis the identi cation and characterizatiorf the
problemareas.The paperdoesnot containary simulationresultsor measure-
ments,but focuseson the discussiorof advantagesnd dravbacksof eachof
the presentednethods.

My contribution. | wrote mostof thetext for the paper Theclassi cation
of proxiesinto front-endandrelay proxieswere doneby me. Theideasand
thoughtsabout TCP/IP for sensometworks andthe comparisorbetweenthe
threedifferentmethodsaremine.

3.4 Paper D: Making TCP/IP Viable for Wireless
SensorNetworks

Adam Dunkels, ThiemoVoigt, andJuanAlonso. Making TCP/IP Viable for
SensoNetworks. In Proceeding®f the Fir st Europeanwbrkshopon Wreless
SensolNetworks EWSN2004 \work-in-progresssessionJanuary?2004.

Summary. This paperaddressethe speci ¢ problemsof making TCP/IP
aviable protocolstackfor wirelessnetworks of resourceconstrainedsensors.
Thepapetidenti es veproblemareador whichsolutionsareproposediP ad-
dressassignment] CP/IPheadeverheadaddressentricrouting, nodelim-
itations,and TCP performanceandenegy ef ciency. The proposedsolutions
are: aspatial IP addressassignmentechanisnwhich letssensomodescon-
structsemi-uniqueaddresseBom their spatiallocation;shared contet header
compession that takes advantageof the sharedcontext natureof sensomet-
works;applicationoverlayrouting, which enablesmplementatiorof datacen-
tric routing anddataaggreyationasapplicationlayer mechanismsanda dis-
tributed TCP caching mechanisnior improving TCP performancendenegy
efciency.

Preliminaryresultsindicatelargeenegy savings comparedo unoptimized
TCP/IR

Contrib ution. This paperis the rst to addresshechallengesvith TCP/IP
for wirelesssensometworks. It introducegthe ideaof usingthe TCP/IP pro-
tocol stackin wirelesssensometworks, despitethe specializedandresource
constrainedcommunicatiorconditions.The contribution of this paperis thatit
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for the rst time triesto provide a setof optimizationsthatenableghe useof
TCP/IPfor wirelesssensometworks.

My contribution. | formulatedtheideaof using TCP/IPfor wirelesssen-
sornetworksandworkedouttheideasof spatiallP addressassignmentshared
context headercompressionandapplicationoverlayrouting. Theideaof dis-
tributed TCP cachingwas conceved by Thiemo Voigt, andfurtherre ned by
Thiemoandmein closecooperation] wrote mostof thetext for thepaper
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RelatedWork

This chapterpresentgelatedwork. The discussions divided into four sec-
tions: small TCP/IPimplementationspperatingsystemdor sensometworks,
connectingP networkswith sensonetworks,andTCP/IPfor sensonetworks.

4.1 Small TCP/IP Implementations

Thereareseveralsmall TCP/IPimplementationshat t thelimitationsof small
embeddedsystems. Many of thoseimplementationgloes,however, refrain
from implementingcertainprotocolmechanismén orderto reducethe com-
plexity of theimplementationTheresultingimplementationmaythereforenot
be fully compatiblewith other TCP/IPimplementationsHence,communica-
tion maynotbe possible.

Many smallTCP/IPimplementationaretailoredfor aspeci ¢ application,
suchasrunningawebsener. Thismakesit possibleto signi cantly reducethe
implementationcomplexity, but doesnot provide a generalcommunications
mechanismhatcanbeusedfor otherapplications.The PICmicrostack[10] is
anexampleof sucha TCP/IPimplementation.Unlike suchimplementations,
theulP andlwlIP implementationgrenot designedor a speci ¢ application.

Otherimplementationgely on the assumptiorthat the small embedded
device alwayswill be communicatingwith a full-scale TCP/IP implementa-
tion runningon a PC or work-stationclassdevice. Underthis assumptiorit
is possibleto remove certainmechanismshat are requiredfor full compati-
bility. Speci cally, supportfor IP fragmentreassemblandfor TCP segment

17
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sizevariationaretwo mechanismshat often areleft out. Examplesof such
implementationsare Texas Instruments MSP430TCP/IP stack[24] andthe
TinyTCP code[19]. NeithertheulP or thelwlIP stackaredesignedinderthis
assumption.

In additionto the TCP/IP implementationfor small embeddedsystems,
thereis alarge classof TCP/IPimplementationgor embeddedystemswith
lessconstrainindimitations. Typically, suchimplementationsirebasednthe
TCP/IP implementationfrom the BSD operatingsystem[62]. Theseimple-
mentationsdo not suffer from the sameproblemsasthe tailoredimplemen-
tations. Suchimplementationgdoes, however, in generalrequiretoo large
amountof resourcedo be feasiblefor small embeddedsystems. Typically,
suchimplementationgareordersof magnituddargerthantheulP implementa-
tion.

4.2 Operating Systemsfor SensorNetworks

TinyOS [44] is probablythe earliestoperatingsystemthat directly targetsthe
speci c applicationsaandlimitationsof sensodevices. TinyOSis built arounda
lightweighteventschedulemwhereall programexecutionis performedn tasks
thatrun to completion. TinyOS usesa specialdescriptionlanguagegor com-
posinga systemof smallercomponentg37] which are statically linked with
the kernelto a completeimageof the system. After linking, modifying the
systemis not possible[55]. The Contiki systemis also designedarounda
lightweight event-schedulerut is designedo allow loading, unloading,and
replacingmodulesat run-time.

In orderto provide run-timereprogrammindor TinyOS, Levis andCuller
have developedMaté [55], a virtual machinefor TinyOS devices. Codefor
the virtual machinecanbe downloadedinto the systemat run-time. The vir-
tual machineis speci cally designedor the needsof typical sensometwork
applications.Similarly, the MagnetOg9] systemusesa virtual Jaza machine
to distribute applicationsacrosghe sensonetwork. Theadwantage®f usinga
virtual machineinsteadof native machinecodeis thatthevirtual machinecode
canbemadesmaller thusreducingthe enegy consumptiorof transportinghe
codeoverthe network. Oneof the drawbacksis theincreasednegy spentin
interpretingthe code—forlong running programshe enegy saved duringthe
transportof the binary codeis insteadspentin the overheadof executingthe
code.Contiki doesnotsuffer from theexecutionaloverheacasmoduledoaded
into Contiki arecompiledto native machinecode.
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SensorVére[13] providesanabstracscriptinglanguagdor programming
sensorshut theirtargetplatformsarenotasresourceconstrainedsours. Sim-
ilarly, the EmStarervironment[38] is designedor lessresourceconstrained
systemsReijersandLangendoelfi7 1] usea patchlanguagego modify partsof
thebinaryimageof arunningsystem.This workswell for networkswhereall
nodesrunthe exactsamebinary codebut soongetscomplicatedf sensorsun
slightly differentprogramsor differentversionsof the samesoftware.

The Mantissystem[2] usesa traditionalpreemptve multi-threadednodel
of operation.Mantis enablegeprogrammingf boththe entire operatingsys-
temandpartsof the programmemoryby downloadinga programimageonto
EEPROM, from whereit canbe burnedinto ash ROM. Due to the multi-
threadedsemanticsgvery Mantis programmust have stack spaceallocated
from thesystemheap andlockingmechanismsustbe usedto achieve mutual
exclusionof sharedvariables. In Contiki, only suchprogramsthat explicitly
requiremulti-threadingneedgo allocatean extra stack.

4.3 ConnectinglP Networks with SensorNetworks

At thetime of publicationof paperC, therewasverylittle work donein thearea
of connectingwirelesssensometworksandIP networks. Recently however, a
numberof papersonthe subjecthasbeenpublished.

Ho andFall [45] have presente@napplicationof Delay TolerantNetwork-
ing (DTN) mechanisms$o sensometworks. Their work is similar to that pre-
sentedn paperC, butis morefocusedonthespeci csof theDTN architecture.

Theoverlayarchitecturgoresentedby Dai andHan[23] uni es thelnternet
and sensometworks by providing a sensometwork overlay layer on top of
the Internet. While this work is similar in scopeto the work in this thesis,it
exploresa slightly differentpath: this thesisexplorestheinterconnectiity in a
lower layerof the protocolstack.

The FLexible InterconnectiorProtocol(FLIP) [78] providesinterconnec-
tivity between P networksandsensonetworks,but relieson protocolcorvert-
ersattheborderof the sensonetwork. This thesisinvestigatesnarchitecture
whereno explicit protocolcorvertersarerequired.

Finally, the Plutarcharchitecturg22] changeshecommunicatiorarchitec-
ture of the Internetin a way thatis ableto accommodat@aturalinclusion of
sensometworksin the new communicatiorarchitecture This work is orthog-
onalto thework in this thesis. The intentionwith this thesisis to investigate
how sensonetworkscanbeconnectedvith today's IP network infrastructures.
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4.4 TCPI/IP for WirelessSensorNetworks

While | amnotawareof ary previouswork on TCP/IPfor wirelesssensomnet-
works,theareaof mobilead-hometworks(MANETS) is theareawhichis most
closelyrelatedto the areaof TCP/IPfor wirelesssensometworks. MANETS
typically usethe TCP/IP protocol suite for communicationboth within the
MANETs andwith outsidenetworks. Thereare, however, a numberof dif-
ferencesbetweensensometworks and MANETS that affect the applicability
of TCP/IR First, MANET nodestypically hassigni cantly more resources
in termsof memoryand processingpower than sensometwork nodes. Fur-
thermore, MANET nodesare operatedby humanusers,whereassensomet-
worksareintendedto be autonomousThe usercentricityof MANETs makes
throughputhe primary performancenetric, while the pernodethroughputin
sensometworks is inherentlylow becauseof the limited capabilitiesof the
nodes.Insteadgenegy consumptions theprimaryconcernn sensonetworks.
Finally, TCP throughputs reducedby mobility [46], but nodesin sensomet-
worksareusuallynotasmobileasMANET nodes.

While thespeci c areaof TCP/IPfor wirelesssensonetworkshasnotbeen
previously explored,thereare a numberof adjacentareasthatarerelevantto
thislicentiatethesis.Thefollowing sectiongpresentsherelatedwork in those
areas.

4.4.1 Reliable SensorNetwork Transport Protocols

Reliabledatatransmissionn sensonetworkshave attainedverylittle research
attentionmostly becausenary sensometwork applicationsdo not requirere-
liable datatransmission Neverthelessa few protocolsfor reliabledatatrans-
port have beendeveloped.Thoseprotocolstargetboththe problemof reliable
transmissiorof sensordatafrom sensorgo a “sink” node,andthe problemof
reliabletransmissiorf datafrom acentralsinknodeto asensarPotentiauses
of reliabledatatransmissioris transportof importantsensordatafrom oneor
more sensordo a sink node,transmissiorof sensomodecon guration from
a centralsener to one or more sensorsprogramdownloadsto sensomodes,
andotheradministratve tasks. Most protocolsfor reliabletransportin sensor
networksaredesignedpeci cally for sensonetworksandthereforecannotbe
readily usedfor e.g. downloadingdatafrom an external IP network, without
protocolcorvertersor proxy seners.
ReliableMulti-SegmentTransport(RMST) [80] providesa reliabletrans-
portprotocolfor boundednessagesn top of the DistributedDiffusionrouting
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paradigm[49]. RMST useseitherhop-by-hopreliability throughnegative ac-
knowledgmentsand local retransmissionspr end-to-endreliability by using
positive acknavledgmentsand end-to-endretransmissionsThe authorspro-
vide simulationresultsandconcludethatreliabletransporfor sensonetworks
is bestimplementedn the MAC layer The resultsprovidedrely on the fact
thattheDirectedDiffusionroutingsubstratés ableto nd relatively goodpaths
throughthe network, however.

PumpSlowly FetchQuickly (PSFQ)[83] is a reliable transportprotocol
that focuseson one-to-mag communicationsituationsand useshop-by-hop
reliability. In PSFQ,datais slowly pumpedtowardsthe recevers, one frag-
mentat atime. If a nodesalongthe pathtowardsthe recever noticesthata
datafragmenthasbeenlost, it issuesa fetch requesto the closesinodeon the
backwardpath. Thenumberof fetchrequestgor a singlefragmentis bounded
andfetchrequestareissuedonly within thetime framebetweerntwo datafrag-
mentsarepumped.

Event-to-SinkReliable Transport(ESRT) [73] is a transportprotocolthat
providesa semi-reliabléransportin only onedirection. Datathatis sentfrom
sensorgo asinkis givena certainamountof reliability. The sink node,which
is assumedo have morecomputationatesourceshanthesensorscomputes
suitablereportingfrequeng for thenodes.

4.4.2 HeaderCompression

Headercompressionis a techniquethat reducespaclet headeroverheadby
refrainingfrom transmittingheaderelds thatdo not changebetweenconsec-
utive paclets. Theheadeicompressoandthedecompress@hareghe stateof
streamghat passover them. This sharedstateis calledthe headercompres-
sioncontext. Thecompressiomvorkshby nottransmittingfull headersbut only
the deltavaluesfor suchheaderelds thatchangen a predictablevay. Early
variantsof headercompressiorfor TCP weredevelopedfor low speedserial
links [50] andareableto compressnostheadersiown to only 10% of their
original size.

Early headecompressioschemeslid notwork well overlossylinks since
they could not recover from the loss of a headerupdate. A missedheader
updatewill causesubsequenheaderupdatesto be incorrectbecauseof the
context mismatchbetweenthe compressoandthe decompressorThe early
methoddid nottry to detectincorrectlydecompressedeadersRather these
methodstrustedrecipientsto drop pacletswith erroneousheadersandrelied
onretransmissionfom the sendetto repairthe context mismatch.



22 Chapter 4. RelatedWork

Degermarket al. [26, 57] have presentec methodfor compressindead-
ersfor both TCP/IPandfor a setof real-timedataprotocols. The methodis
robustin the sensahatit is ableto recoser from a context mismatchby using
feedbackirom the headerdecompressorThe feedbackinformationis piggy-
bacledon controlpacletssuchasacknavledgmentghattravel onthereverse-
path.Furthermoreauthorantroduceghe TWICE algorithm. The algorithmis
ableto adaptto a singlelost headedeltavalueby applyingthereceveddelta
valuetwice. Incorrectlydecompresseldeadersareidenti ed by computingthe
checksunof the decompressepaclet. If the checksurmis foundto beincor-
rectby thedecompressoa full headeiis requestedrom the compressqithus
synchronizinghe headelcompressiortontext.

Sridharanet al. [70] have presentedRouting-AssistedHeaderCompres-
sion(RAHC), aheadercompressioschemehatis particularlywell-suitedfor
multi-hop networks. Unlike other headercompressiorschemesthe RAHC
algorithmworks end-to-endacrossa numberof routing hops. The algorithm
utilizes information from the underlyingrouting protocolin orderto detect
routechangesandmultiple paths.

4.4.3 TCP over WirelessMedia

TCP [68] wasdesignedor wired networks wherecongestioris the predom-
inant sourceof packet drops. TCP reducests sendingrate detectingpaclet
lossin orderto avoid overloadingthe network. This behaior hasshavn to be
problematicwhenrunning TCP over wirelesslinks that have potentially high
bit errorrates.Packetlossdueto bit errorswill beinterpretecoy TCPasasign
of congestiorand TCP will reduceits sendingrate. TCP connectionsunning
over wirelesslinks may thereforeseevery large reductionsin throughput. A
numberof mechanisméor solvingtheseproblemshave beenstudied.

WirelessTCP enhancementsan be divided into threetypes[6]: split-
connectionend-to-endandlink-layer. The split-connectiorapproachasex-
empli ed by Indirect TCP [5] andM-TCP [16], splitseachTCP connections
into two parts:oneoverthewired network andoneoverthewirelesdink. Con-
nectionsareterminatedat a basestationto allow a speciallytunedprotocolto
be usedbetweerthe basestationandthewirelesshost.

TCP snoop[7] is alink-layer approachthatis designedo work in a sce-
nariowherethelasthopis overawirelessmedium. TCPsnoopusesa program
calledthe snoopagentthatis runningon the basestationbeforethe last hop.
The snoopagentinterceptsTCP segmentsand cachesthem. If it detectsa
failed transmissionjt will immediatelyretransmitthe lost sggmentand pre-
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ventduplicateacknavledgementso be senttowardsthe original senderof the
segment.

A-TCP [56] is primarily designedor wirelessad-hocnetworks andis an
exampleof the end-to-endapproach.A-TCP insertsa conceptualayer inbe-
tweenlP andTCPthatdealswith pacletlosseshecaus®f transmissiorerrors
andunstableroutes. Unlike the otherapproachesiA-TCP requiresmodi ca-
tionsto theend-host.

4.4.4 Addressingin SensorNetworks

Addressingn sensometworksis differentfrom addressingn othercomputer
networks in that the sensorsdo not necessarilyneedto have individual ad-
dresseg4?]. Instead,mary sensometwork applicationsbene t from seeing
the data sensedy the network the primary addressingbject[35]. This al-
lows routingto be data-centricratherthanthetraditionaladdress-centridOne
of the earliestdata-centricouting protocolsis DirectedDiffusion [49] which
propagateaninformationinteresthroughthenetwork. Whenasensoiwobtains
informationfor which aninteresthasbeenregisteredjt transmitsheinforma-
tion backtowardsthe sourceof theinformationinterest.

A differentapproachs takenby TinyDB [58] wherethe sensometwork is
viewed asa distributed database. The databaseis queriedwith an SQL-like
language.Querystringsare processedy a basestation,andcompressednd
optimizedqueriesare disseminatedhroughthe sensometwork. Resultsare
distributedbackthroughthe routing treethatwasformedwhenthe querywas
propagatedThisis anaddressingchemevherethedatais explicitly addressed
andwhereindividual nodesarenot possibleto addresdlirectly.
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Chapter 5

Conclusionsand Future
Work

This licentiatethesistakesthe rst stepstowardsthe useof the TCP/IP pro-
tocol suitein wirelesssensometworks. It builds the framework in which the
useof TCP/IPcanbefurtherinvestigatedidenti es the problemswith TCP/IP
for sensometworks,andformulatesnitial solutionsto the problems.Thecon-
tribution of this work is thatit for the rst time brings TCP/IR the dominant
protocolstack,togethemwith wirelesssensomnetworks.

Theresultsof thework presentedh thisthesishave hadasigni cantimpact
on the embedded CP/IP networking community The softwaredevelopedas
partof the thesishasbecomewidely known in the community The software
is usedin academicresearchprojects,academiccourses,aswell asa large
numberof embeddedievices.

I will continuethis work with experimentalstudiesof the useof TCP/IP
in wirelesssensometworks. Furtherinvestigationmustbe madebeforethe
hypothesighat TCP/IPis a viable protocolsuitefor wirelesssensometworks
canbe validatedor invalidated. We have alreadymadesimulationstudiesof
the Distributed TCP Cachingmechanisnj30] andaredesigninga MAC layer
thatwill supportDTC. We intendto evaluatethe enegy ef ciency of TCP/IP
for sensometworks by usingthe methoddescribeddy Ritteretal. [72]. While
thismethodhasbeendevelopedo experimentallyevaluateamodelof life-time
boundg[4], it alsois usefulfor comparingthe enegy ef ciency of communi-
cationprotocols.

I will alsocontinueto investigatesoftware constructionfor memorycon-
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strainedsystemspasedon the ndings in papersA andB. This work consists
of developingmechanismsndmethoddor implementingcomputerprograms
for resourcdimited embeddedystemsandsensonodes. amcurrentlywork-
ing on a lightweight mechanisntalled protothreadsthat provides sequential
o w of controlfor event-drivensystems.
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Abstract

We describewo smallandportableTCP/IPimplementationgul lling the
subsebf RFC1122requirementsieededor full host-to-hosinteroperability
Our TCP/IPimplementationslo not sacri ce ary of TCP's mechanismsuch
asurgentdataor congestioncontrol. They supportlP fragmentreassembly
andthe numberof multiple simultaneousonnectionss limited only by the
availableRAM. Despitebeingsmall andsimple, our implementationglo not
requiretheir peergo have comple, full-size stacksbut cancommunicatevith
peersrunninga similarly light-weight stack. The codesizeis on the orderof
10 kilobytesandRAM usagecanbe con guredto be aslow asafew hundred
bytes.
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6.1 Intr oduction

With thesucces®f thelnternet,the TCP/IPprotocolsuitehasbecomeaglobal
standardor communication. TCP/IPis the underlyingprotocolusedfor web
pagetransfers g-mail transmissions e transfersand peerto-peernetwork-
ing overthe Internet. For embeddedystemspeingableto run native TCP/IP
malkesit possibleto connecthesystendirectlyto anintranetor eventheglobal
Internet. Embeddedleviceswith full TCP/IP supportwill be rst-class net-
work citizens,thus beingableto fully communicatewith otherhostsin the
network.

Traditional TCP/IPimplementationhiave requiredfar too muchresources
bothin termsof codesize and memoryusageto be usefulin small 8 or 16-
bit systems.Codesizeof afew hundredkilobytesandRAM requirement®f
several hundredsof kilobyteshave madeit impossibleto t the full TCP/IP
stackinto systemswith afew tensof kilobytesof RAM androomfor lessthan
100kilobytesof code.

TCP[21] is boththe mostcomple< andthe mostwidely usedof thetrans-
port protocolsin the TCP/IP stack. TCP provides reliable full-duplex byte
streamtransmissioron top of the best-efort IP [20] layer BecausdP may
reorderor drop pacletsbetweerthe senderandthe recever, TCP hasto im-
plementsequenc&umberingandretransmissions orderto achieve reliable,
ordereddatatransfer

We have implementedwo small genericandportableTCP/IPimplemen-
tations,lwlIP (lightweightIP) andulP (microIP), with slightly differentdesign
goals. The IwIP implementations a full-scale but simpli ed TCP/IPimple-
mentationthat includesimplementationf IP, ICMP, UDP and TCP andis
modularenoughto be easilyextendedwith additionalprotocols.lwlP hassup-
portfor multiple localnetwork interfacesandhas e xible con gurationoptions
which makesit suitablefor awide varietyof devices.

The ulP implementatioris designedo have only the absoluteminimal set
of featuremeededor afull TCP/IPstack.It canonly handlea singlenetwork
interfaceanddoesnotimplementUDP, but focuseson the IP, ICMP andTCP
protocols.

Both implementationsare fully written in the C programminglanguage.
We have madethe sourcecodeavailablefor both IwIP [7] andulP [8]. Our
implementationdiave beenportedto numerous8- and 16-bit platformssuch
asthe AVR, H8S/300,8051,780, ARM, M16c, andthe x86 CPUs. Devices
running our implementationdave beenusedin numerousplacesthroughout
thelnternet.
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We have studiedhow thecodesizeandRAM usageof a TCP/IPimplemen-
tationaffectthefeaturesof the TCP/IPimplementatiorandthe performancef
the communication. We have limited our work to studyingthe implementa-
tion of TCPandIP protocolsandtheinteractionbetweerthe TCP/IPstackand
theapplicationprograms Aspectssuchasaddresson guration, security and
enegy consumptiorareout of the scopeof thiswork.

Themaincontribution of our work is thatwe have shavn thatis it possible
toimplementafull TCP/IPstackthatis smallenoughin termsof codesizeand
memoryusageo be usefulevenin limited 8-bit systems.

Recently other small implementation®f the TCP/IP stackhave madeit
possibleto run TCP/IPin small 8-bit systems.Thoseimplementationsre of-
tenheavily specializedor a particularapplication,usuallyan embeddedveb
sener, andarenot suitedfor handlinggenericTCP/IP protocols. Futureem-
beddednetworking applicationssuchas peerto-peernetworking requirethat
the embeddedievicesareableto actas rst-class network citizensandrun a
TCP/IPimplementatiorthatis nottailoredfor any speci c application.

Furthermore gxisting TCP/IPimplementationgor small systemsassume
thatthe embeddedlevice alwayswill communicatewith a full-scale TCP/IP
implementatiorrunningon a workstation-classnachine.Underthis assump-
tion, it is possibleto remove certainTCP/IP mechanismshatarevery rarely
usedin suchsituations.Many of thosemechanismareessentialhowever, if
the embeddedlevice is to communicatevith anotherequallylimited device,
e.g.,whenrunningdistributedpeerto-peerservicesandprotocols.

This paperis organizedasfollows. After a shortintroductionto TCP/IP
in Section6.2, relatedwork is presentedn Section6.3. Section6.4 discusses
RFC standardsompliance.How memoryandbuffer managemenis donein
our implementationss presentedn Section6.5 andthe applicationprogram
interfaceis discussedn Section6.6. Detailsof the protocolimplementations
is givenin Section6.7 andSection6.8 comment®nthe performancandmax-
imum throughputof our implementationspresentghroughputmeasurements
from experimentsandreportsonthe codesizeof ourimplementationsSection
6.9givesideasfor futurework. Finally, thepapelis summarizeé&ndconcluded
in Section6.10.

6.2 TCP/IP overview

Froma high level viewpoint, the TCP/IPstackcanbe seenasa blackbox that
takesincomingpaclets,anddemultiplexesthembetweerthe currentlyactive
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Figure6.1: TCP/IPinputprocessing.

connections. Before the datais deliveredto the application, TCP sortsthe
pacletssothatthey appeaiin the orderthey weresent. The TCP/IPstackwill
alsosendacknavledgmentdor therecevedpaclets.

Figure6.1shavshow pacletscomefrom the network device, pasghrough
the TCP/IPstack,andaredeliveredto the actualapplications.In this example
thereare ve active connectionsthreethat are handledby a web sener ap-
plication,onethatis handledby the e-mail sendemapplication,andonethatis
handledby a dataloggerapplication.
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stack packets interface
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f
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Figure6.2: TCP/IPoutputprocessing.

A high level view of the outputprocessinganbe seenin Figure6.2. The
TCP/IP stackcollectsthe datasentby the applicationsbeforeit is actually
sentonto the network. TCP hasmechanismdor limiting the amountof data
thatis sentover the network, and eachconnectionrhasa queueon which the
datais held while waiting to be transmitted. The datais not removed from
the queueuntil the recever hasacknavledgedthe receptionof the data. If no
acknavledgments receivedwithin aspeci ¢ time, the datais retransmitted.

Data arrives asynchronouslyrom both the network and the application,
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andthe TCP/IP stackmaintainsqueuesn which pacletsarekeptwaiting for
service. Becausepaclets might be droppedor reorderedby the network, in-
comingpacketsmayarrive outof order Suchpacletshaveto bequeuedy the
TCP/IPstackuntil apacletthat lIs thegaparrives.Furthermorebecausd CP
limits therateatwhich datathatcanbetransmittecover eachTCP connection,
applicationdatamight not beimmediatelysentout ontothe network.

The full TCP/IP suite consistsof numerousprotocols,rangingfrom low
level protocolssuchasARP which translatedP addresseto MAC addresses,
to applicationlevel protocolssuchas SMTP that is usedto transfere-mail.
We have concentrateadur work on the TCP and IP protocolsandwill refer
to upperlayer protocolsas“the application”. Lower layer protocolsare often
implementedn hardwareor rmw areandwill bereferredto as“the network
device” thatarecontrolledby the network device driver.

TCP providesareliablebyte streamto the upperlayer protocols.It breaks
the byte streaminto appropriatelysizedsegmentsandeachsegmentis sentin
its own IP paclet. The IP pacletsaresentout on the network by the network
device driver. If the destinationis not on the physically connectechetwork,
the IP paclet is forwardedonto anothernetwork by a routerthatis situated
betweerthe two networks. If the maximumpaclet size of the othernetwork
is smallerthanthe sizeof the IP paclet, the pacletis fragmentednto smaller
pacletsby therouter If possible the sizeof the TCP segmentsarechoserso
that fragmentationis minimized. The nal recipientof the paclet will have
to reassemblary fragmentedP pacletsbeforethey canbe passedo higher
layers.

6.3 Relatedwork

There are numeroussmall TCP/IP implementationdor embeddedsystems.
Thetargetarchitecturesangefrom small8-bit microcontrollergo 32-bitRISC
architecturesCodesizevariesfrom a few kilobytesto hundredf kilobytes.
RAM requirementganbeaslow as10 bytesup to severalmegabytes.
Existing TCP/IP implementationsan roughly be divided into two cate-
gories;thosethat are adaptationf the Berkeley BSD TCP/IP implementa-
tion [18], andthosethat are written independentlyfrom the BSD code. The
BSD implementationwas originally written for workstation-classnachines
and was not designedfor the limitations of small embeddedsystems. Be-
causeof that, implementationghat are derived from the BSD codebaseare
usuallysuitedfor largerarchitectureshanour target. An exampleof a BSD-
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derivedimplementations thelnterNicheNicheStacK11], whichneedsaround
50kilobytesof codespaceon a 32-bit ARM system.

Many of the independent CP/IP implementationgor embeddegroces-
sorsusea simpli ed modelof the TCP/IPstackwhich makesseveralassump-
tionsaboutthecommunicatiorervironment. The mostcommonassumptioris
thattheembeddedystemalwayswill communicatavith asystemsuchasaPC
thatrunsafull scale standardeompliantTCP/IPimplementationBy relying
onthe standardeomplianceof theremotehost,evenan extremelysimpli ed,
uncompliant,TCP/IPimplementatiorwill be ableto communicate Thecom-
municationmay very well fail, however, oncethe systemis to communicate
with anothessimpli ed TCP/IPimplementatiorsuchasanotheembeddedys-
tem of the samekind. We will brie y coveranumberof suchsimpli cations
thatareusedby existingimplementations.

Oneusualsimpli cation is to tailor the TCP/IPstackfor aspeci ¢ applica-
tion suchasawebsener. By doingthis, only thepartsof the TCP/IPprotocols
that arerequiredby the applicationneedto be implemented.For instancea
websenerapplicationdoesnot needsupportfor urgentdataanddoesnot need
to actively openTCP connectiongo otherhosts. By removing thosemecha-
nismsfrom theimplementationthe complexity is reduced.

The smallesfTCP/IPimplementationgn termsof RAM andcodespaceae-
quirementsareheaily specializedor servingwebpagesanduseanapproach
wherethewebsenerdoesnotholdany connectiorstateatall. For example the
iPic match-headsizedsener [26] and JeremyBentham$ PICmicrostack[1]
requireonly a few tensof bytesof RAM to sere simpleweb pages.In such
animplementationretransmissionsannotbe madeby the TCP modulein the
embeddedystembecauseaothingis known aboutthe active connections.n
orderto achieve reliable transfersthe systemhasto rely on the remotehost
to performretransmissiondt is possibleto run avery simpleweb sener with
suchanimplementationbut thereareserioudimitationssuchasnotbeingable
to senewebpageghatarelargerthanthesizeof asingleTCP segment,which
typically is aboutonekilobyte.

Other TCP/IPimplementationsuchasthe Atmel TCP/IP stack[5] sare
codespaceby leaving out certainvital TCP mechanismsin particular they
often leave out TCP's congestiorcontrol mechanismswhich are usedto re-
ducethe sendingratewhenthe network is overloaded While animplementa-
tion with no congestiorcontrol might work well whenconnectedo a single
Ethernetsgment,problemscanarisewhencommunicatiorspansseveral net-
works. In suchcasestheintermediatenodessuchasswitchesandroutersmay
beoverloadedBecause&ongestiorprimarily is causedy theamountof pack-
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etsin the network, andnot the size of thesepaclets,even small 8-bit systems
areableto produceenoughtraf ¢ to causecongestionA TCP/IPimplementa-
tion lackingcongestiorcontrolmechanismshouldnotbe usedovertheglobal
Internetasit might contributeto congestiorcollapse9].

Texas Instruments MSP430TCP/IP stack[6] andthe TinyTCP code[4]
useanothercommonsimpli cation in thatthey canhandleonly oneTCP con-
nectionatatime. While thisis a sensiblesimpli cation for mary applications,
it seriouslylimits the usefulnes®f the TCP/IPimplementation For example,
it is not possibleto communicatewith two simultaneougpeerswith suchan
implementationThe CMX Micronetstack[27] usesasimilarsimpli cation in
thatit setsa hardlimit of 16 onthe maximumnumberof connections.

Yet anothersimpli cation thatis usedby LiveDevices Embedinetimple-
mentation [12] andothersis to disregardthe maximumsegmentsizethata
receveris preparedo handle.Insteadtheimplementatiorwill sendsegments
that t into an Ethernetframe of 1500 bytes. This works in a lot of cases
dueto thefactthatmary hostsareableto receve pacletsthatare 1500bytes
or larger. Communicatiorwill fail, however, if the recever is a systemwith
limited memoryresourceshatis not ableto handlepacletsof thatsize.

Finally, the most commonsimpli cation is to leave out supportfor re-
assemblingragmentedP paclets. Even thoughfragmentedP pacletsare
quiteinfrequent[25], therearesituationsin which they mayoccur If paclets
travel over a pathwhich fragmentshe paclets,communicatioris impossible
if the TCP/IPimplementatioris unableto correctlyreassembléhem. TCP/IP
implementationghatareableto correctlyreassembléragmentedP paclets,
suchasthe KadakKwikNET stack[22], areusuallytoo largein termsof code
sizeandRAM requirementso be practicalfor 8-bit systems.

6.4 RFC-compliance

Theformal requirementsor the protocolsin the TCP/IPstackis speci edin a
numberof RFC documentgpublishedby the InternetEngineeringTaskForce,
IETF. Eachof theprotocolsin thestackis de ned in onemoreRFCdocuments
andRFC11222] collectsall requirementandupdateghe previousRFCs.
The RFC1122requirementsanbe divided into two cateyories;thosethat
dealwith thehostto hostcommunicatiorandthosethatdealwith communica-
tion betweerthe applicationandthe networking stack.An exampleof the rst
kindis“A TCPMUSTbeableto receivea TCPoptionin anysegment”andan
exampleof thesecondind is “There MUSTbea medanismfor reportingsoft
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Table6.1: TCP/IPfeaturesmplementeddy ulP andlwIP
Feature ulP IwlP
IP andTCP checksums X X
IP fragmentreassembly X X
IP options

Multiple interfaces

UDP

Multiple TCP connections
TCPoptions
VariableTCPMSS

RTT estimation

TCP ow control

Sliding TCPwindow

TCP congestiorcontrol Not needed
Out-of-sequenc@ CPdata
TCPurgentdata X
Databufferedfor rexmit

X X X X X

X X X X X X X X X X X X

TCPerror conditionsto the application” A TCP/IPimplementatiorthatvio-
latesrequirement®f the rst kind maynotbeableto communicatevith other
TCP/IPimplementation@and may evenleadto network failures. Violation of
thesecondkind of requirementsvill only affectthecommunicatiorwithin the
systemandwill notaffecthost-to-hostommunication.

In our implementationswe have implementedall RFC requirementghat
affect host-to-hostcommunication. However, in orderto reducecodesize,
we have removedcertainmechanismén the interfacebetweerthe application
and the stack, such as the soft error reporting mechanismand dynamically
con gurable type-of-servicebits for TCP connections.Sincethereare only
very few applicationghatmake useof thosefeatureswe believe thatthey can
beremovedwithout lossof generality Table6.1lists thefeatureghatulP and
IwlP implements.

6.5 Memory and buffer management

In our targetarchitectureRAM is the mostscarceresource With only a few
kilobytesof RAM availablefor the TCP/IP stackto use,mechanismsisedin
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traditional TCP/IPcannotbedirectly applied.

Becauseof the differentdesigngoalsfor the IwlP andthe ulP implemen-
tations, we have chosentwo different memory managemensolutions. The
IwlP implementatiorhasdynamicbuffer andmemoryallocationmechanisms
wherememoryfor holding connectionstateand pacletsis dynamicallyallo-
catedfrom a globalpool of availablememoryblocks. Packetsarecontainedn
oneor moredynamicallyallocatedbuffersof x edsize.Thesizeof thepaclet
buffersis determinedoy a con guration option at compiletime. Buffersare
allocatedby the network device driverwhenanincomingpacletarrives.If the
pacletis larger than one buffer, more buffers are allocatedand the paclet is
splitinto the buffers. If theincomingpacletis queuedy higherlayersof the
stackor the application,a referencecounterin the buffer is incremented.The
buffer will notbedeallocatedintil thereferencecountis zero.

TheulP stackdoesnot useexplicit dynamicmemoryallocation.Insteadjt
usesa singleglobal buffer for holding pacletsandhasa x edtablefor hold-
ing connectiorstate. The global paclet buffer is large enoughto containone
paclet of maximumsize. Whena paclet arrivesfrom the network, the device
driver placesit in the global buffer and callsthe TCP/IP stack. If the paclet
containsdata,the TCP/IPstackwill notify the correspondingpplication.Be-
causdhedatain thebuffer will beoverwrittenby thenext incomingpaclet, the
applicationwill eitherhaveto actimmediatelyonthedataor copy thedatainto
asecondanryuffer for laterprocessingThepaclet buffer will notbe overwrit-
tenby new pacletsbeforethe applicationhasprocessedhe data. Packetsthat
arrivewhentheapplicationis processinghedatamustbequeuedeitherby the
network device or by the device driver. Most single-chipEthernetcontrollers
have on-chipbuffersthatarelargeenoughto containatleast4 maximumsized
Ethernetframes. Devicesthat are handledby the processarsuchas RS-232
ports,cancopy incomingbytesto a separatéuffer duringapplicationprocess-
ing. If the buffersarefull, the incomingpacletis dropped. This will cause
performancealegradation,but only whenmultiple connectionsarerunningin
parallel. This is becausallP adwertisesa very small recever window, which
meanghatonly a singleTCP seggmentwill bein thenetwork perconnection.

Outgoingdatais also handleddifferently becauseof the differentbuffer
schemes.In IwIP, an applicationthat wishesto senddatapasseghe length
and a pointerto the datato the TCP/IP stackaswell asa ag which indi-
cateswhetherthe datais volatile or not. The TCP/IP stackallocatesbuffers
of suitablesizeand,dependingn thevolatile ag, eithercopiesthe datainto
the buffers or referenceshe datathroughpointers.The allocatedbufferscon-
tain spacefor the TCP/IPstackto prependhe TCP/IPandlink layerheaders.



6.6 Application program interface 49

After the headersare written, the stackpasseghe buffers to the network de-
vice driver. The buffersarenot deallocatedvhenthe device driveris nished
sendingthe data,but held on a retransmissiomueue.If the datais lostin the
network andhave to beretransmittedthe bufferson retransmissioigqueuewill
beretransmitted The buffersarenot deallocatedintil the datais known to be
recevedby thepeer If theconnectioris abortecbecaus®f anexplicit request
from the local applicationor a resetsggmentfrom the peer the connections
buffersaredeallocated.

In ulP, the sameglobal paclet buffer thatis usedfor incoming pacletsis
alsousedfor the TCP/IP headerof outgoingdata. If the applicationsends
dynamicdata,it mayusethe partsof the global paclet buffer thatarenot used
for headersas a temporarystoragebuffer. To sendthe data,the application
passes pointerto the dataaswell asthe lengthof the datato the stack. The
TCP/IP headersarewritten into the global buffer and oncethe headershave
beenproduced the device driver sendsthe headersand the applicationdata
out on the network. The datais not queuedfor retransmissionsinstead the
applicationwill haveto reproducehedataif aretransmissiolis necessary

Thetotalamountof memoryusagedor ourimplementationslepend$ear-
ily on the applicationsof the particulardevice in which the implementations
areto berun. Thememorycon gurationdeterminedoththeamountof traf ¢
thesystemshouldbeableto handleandthe maximumamountof simultaneous
connectionsA devicethatwill besendindargee-mailswhile atthesametime
runningaweb senerwith highly dynamicweb pagesandmultiple simultane-
ousclients,will requiremoreRAM thanasimpleTelnetsener. It is possible
to run the ulP implementationwith aslittle as 200 bytesof RAM, but such
a con guration will provide extremelylow throughputandwill only allow a
smallnumberof simultaneougonnections.

6.6 Application program interface

The Application Programinterface(APIl) de nestheway the applicationpro-
gram interactswith the TCP/IP stack. The most commonly used API for
TCP/IPis the BSD soclket API which is usedin mostUnix systemsand has
heavily in uenced the Microsoft Windows WinSock API. Becausehe soclet
API usesstop-and-vait semanticsit requiressupportfrom anunderlyingmul-
titasking operatingsystem. Sincethe overheadof task management;ontext
switchingandallocationof stackspacefor the tasksmight betoo high in our
targetarchitecturethe BSD socletinterfaceis not suitablefor our purposes.
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Instead we have choseran eventdriveninterfacewherethe applicationis
invokedin responseo certainevents.Examplef sucheventsaredataarriving
on a connectionan incoming connectionrequestor a poll requestrom the
stack. Theeventbasednterface ts well in the eventbasedstructureusedby
operatingsystemssuchasTinyOS[10]. Furthermorebecauséhe application
is ableto actonincomingdataandconnectiorrequest@assoonasthe TCP/IP
stackrecevesthe paclet, low respons¢imescanbeachievedevenin low-end
systems.

6.7 Protocolimplementations

The protocolsin the TCP/IP protocol suite are designedn a layeredfashion
whereeachprotocolperformsa speci ¢ functionandtheinteractionsbetween
the protocollayersarestrictly de ned. While the layeredapproachs a good
way to designprotocols,it is not alwaysthe bestway to implementthem. For

thelwlP implementationywe have choserafully modularapproachwhereeach
protocolimplementatioris keptfairly separatérom the others.In the smaller
ulP implementationthe protocolimplementationsretightly coupledin order
to save codespace.

6.7.1 Main control loop

ThelwlP andulP stackscanberun eitherasataskin amultitaskingsystempr
asthemainprogramin asingletaskingsystem.In bothcasesthe maincontrol
loop (Figure6.3) doestwo thingsrepeatedly:

1. Checkif apaclet hasarrivedfrom the network.
2. Checkif aperiodictimeouthasoccurred.

If apacket hasarrived,the input handlerof the TCP/IP stackis invoked. The
inputhandlerfunctionwill neverblock, butwill returnatonce.Whenit returns,
the stackor the applicationfor which the incoming paclet wasintendedmay
have producedone or morereply pacletswhich shouldbe sentout. If so,the
network device driveris calledto sendoutthesepaclets.
Periodictimeoutsareusedto drive TCPmechanismghatdependntimers,
suchasdelayedacknavledgmentstetransmissionandround-triptime estima-
tions. Whenthe main controlloop infersthatthe periodictimer should re, it
invokesthetimer handlerof the TCP/IPstack.Becausahe TCP/IPstackmay
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Check for packet H Process packet ‘

‘ Application events‘

‘ Output packets ‘

Check for timeout H Process timeout ‘

‘ Application events‘

‘ Output packets ‘

Figure6.3: Themaincontrolloop.

performretransmissionsvhendealingwith a timer event,the network device
driveris calledto sendoutthe pacletsthatmay have beenproduced.

This is similar to how the BSD implementationglrive the TCP/IP stack,
but BSD usessoftwareinterruptsandataskscheduleto initiateinputhandlers
andtimers.In ourlimited systemwe donotdependn suchmechanismbeing
available.

6.7.2 IP — Inter net Protocol

Whenincomingpacletsareprocessetby IwIP andulP, the IP layeris the rst
protocolthatexaminesthepaclet. ThelP layerdoesafew simplecheckssuch
asif thedestinatiorlP addres®f theincomingpacket matchesry of thelocal
IP addressaindveri es the IP headerchecksum . Sincethereareno IP options
thatarestrictly requiredandbecausehey arevery uncommonpothlwlP and
ulP dropary IP optionsin receivedpaclets.
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IP fragment reassembly

In both IwIP and ulP, IP fragmentreassemblys implementedusing a sepa-
ratebuffer thatholdsthe paclet to be reassembledAn incomingfragmentis
copiedinto the right placein the buffer anda bit mapis usedto keeptrack
of which fragmentshave beenreceved. Becausehe rst byte of anIP frag-
mentis alignedon an 8-byteboundarythe bit maprequiresa smallamountof
memory Whenall fragmentshave beenreassembledhe resultinglP paclet
is passedo thetransportayer. If all fragmentshave not beenrecevedwithin
aspeci edtime frame,the pacletis dropped.

The currentimplementationonly hasa single buffer for holding paclets
to bereassembledindthereforedoesnot supportsimultaneouseassemblypf
morethanonepaclet. Sincefragmentegacketsareuncommonyve belivethis
to beareasonabléecision.Extendingourimplementatiorto supportmultiple
bufferswould be straightforvard, however.

Broadcastsand multicasts

IP hastheability to broadcasandmulticastpacletsonthelocal network. Such
pacletsareaddressetb specialbroadcasandmulticastaddressesBroadcast
is usedheavily in mary UDP basedorotocolssuchasthe Microsoft Windows

le-sharing SMB protocol. Multicast is primarily usedin protocolsusedfor
multimediadistribution suchasRTP. TCPis a point-to-pointprotocolanddoes
not usebroadcasbr multicastpaclets.

BecausewlIP supportsapplicationsusing UDP, it has supportfor both
sendingandreceving broadcasand multicastpaclets. In contrast,ulP does
not have UDP supportand thereforehandlingof such paclets hasnot been
implemented.

6.7.3 ICMP — Internet Control MessageProtocol

ThelCMP protocolis usedfor reportingsofterrorconditionsandfor querying
hostparameterslts mainuseis, however, the echomechanisnwhichis used
by theping program.

The ICMP implementationsn IwlP andulP arevery simpleaswe have
restrictecthemto only implementiCMP echomessageRepliesto echomes-
sagesare constructedby simply swappingthe sourceand destinationlP ad-
dressesf incoming echorequestsand rewriting the ICMP headerwith the
Echo-Replymessageaype. The ICMP checksumis adjustedusing standard
techniqueg23].
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Sinceonly theICMP echomessagés implementedthereis no supportfor
Path MTU discovery or ICMP redirectmessagesNeitherof theseis strictly
requiredfor interoperabilitythey areperformancenhancemennhechanisms.

6.7.4 TCP — TransmissionControl Protocol

The TCPimplementationén IwlP andulP aredrivenby incomingpaclketsand
timer events. IP calls TCP whena TCP paclet arrivesandthe main control
loop calls TCP periodically

Incomingpacletsareparsedoy TCPandif thepaclet containsdatathatis
to be deliveredto the application,the applicationis invoked by the meansof
afunctioncall. If theincomingpacletacknavledgespreviously sentdata,the
connectiorstateis updatedandthe applicationis informed,allowing it to send
outnew data.

Listening connections

TCP allows a connectionto listen for incoming connectionrequests.In our
implementationsa listeningconnectioris identi ed by the 16-bit port number
andincomingconnectiorrequests@rechecledagainsthelist of listeningcon-
nections. This list of listeningconnectionds dynamicand canbe alteredby
theapplicationdgn the system.

Sendingdata

Whensendingdata,an applicationwill have to checkthe numberof available
bytesin the sendwindow andadjustthe numberof bytesto sendaccordingly
The sizeof the sendwindow is dictatedby the memorycon guration aswell
asthe buffer spaceannouncedby therecever of thedata.If no buffer spaces
available,theapplicationhasto deferthe sendandwait until later.

Buffer spacebecomesavailable when an acknaviedgmentfrom the re-
ceiver of the datahasbeenreceved. The stackinformsthe applicationof this
event,andthe applicationmaythenrepeathe sendingorocedure.

Sliding window

Most TCPimplementationsisea slidingwindow mechanisnior sendingdata.
Multiple datasegmentsaresentin successiomwithoutwaiting for anacknawl-
edgmenfor eachsegment.
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The sliding window algorithmusesa lot of 32-bit operationsandbecause
32-bit arithmeticis fairly expensve on most 8-bit CPUs, ulP doesnot im-
plementit. Also, ulP doesnot buffer sentpacketsanda sliding window im-
plementatiorthat doesnot buffer sentpacletswill have to be supportedy a
complec applicationlayer. InsteadulP allows only a single TCP sggmentper
connectiorto be unacknavledgedat ary giventime. IwlP, onthe otherhand,
implementsTCP's sliding window mechanisnusingoutputbuffer queuesand
thereforedoesnot addadditionalcompleity to theapplicationlayer.

It is importantto note that even though most TCP implementationaise
the sliding window algorithm, it is not requiredby the TCP speci cations.
Remwing the sliding window mechanisndoesnot affect interoperabilityin

ary way.

Round-trip time estimation

TCPcontinuoushestimateshecurrentRound-Tip Time (RTT) of everyactive
connectiorin orderto nd asuitablevaluefor theretransmissiotime-out.

We have implementedthe RTT estimationusing TCP's periodic timer.
Eachtime the periodictimer res, it incrementsa counterfor eachconnec-
tion thathasunacknavledgeddatain the network. Whenanacknavledgment
is receved,thecurrentvalueof thecounteris usedasa sampleof theRTT. The
samplds usedtogethemwith thestandard CPRTT estimatiorfunction[13] to
calculatean estimateof the RTT. Karn's algorithm[14] is usedto ensurethat
retransmissiondo not skew the estimates.

Retransmissions

Retransmissionaredrivenby the periodicTCPtimer. Everytime the periodic
timeris invoked,theretransmissiotimer for eachconnectioris decremented.
If thetimerreachegzero,aretransmissioshouldbe made.

The actualretransmissioroperationis handleddifferently in ulP andin
IwlP. lwIP maintainstwo output queues:one holds sggmentsthat have not
yet beensent,the other holds segmentsthat have beensentbut not yet been
acknavledgedby the peer Whenaretransmissiors requiredthe rst segment
on the queueof sggmentsthat hasnot beenacknavledgedis sent. All other
segmentsin the queuearemovedto the queuewith unsentsegments.

As ulP doesnot keeptrack of paclet contentsafter they have beensent
by the device driver, ulP requiresthat the applicationtakes an active partin
performingtheretransmissionWhenulP decideghata segmentshouldbere-
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transmittedijt callstheapplicationwith a ag setindicatingthata retransmis-
sionis required. The applicationchecksthe retransmissionag andproduces
thesamedatathatwaspreviously sent.Fromthe applications standpointper
formingaretransmissiofs notdifferentfrom how thedataoriginally wassent.
Thereforethe applicationcanbe written in sucha way thatthe samecodeis
usedbothfor sendingdataandretransmittingdata.Also, it is importantto note
thateventhoughthe actualretransmissiomperationis carriedout by the ap-
plication, it is theresponsibilityof the stackto know whenthe retransmission
shouldbe made. Thusthe complexity of the applicationdoesnot necessarily
increasebecausd takesanactive partin doingretransmissions.

Flow control

The purposeof TCP's ow control mechanismss to allow communication
betweerhostswith wildly varyingmemorydimensionsin eachTCPseggment,
the senderof the sgmentindicatesits available buffer space.A TCP sender
mustnot sendmoredatathanthe buffer spaceindicatedby therecever.

In our implementationsthe applicationcannotsendmore datathan the
receving hostcan buffer. Before sendingdata,the applicationcheckshow
mary bytesit is allowed to sendand doesnot sendmore datathanthe other
hostcanaccept. If the remotehost cannotacceptary dataat all, the stack
initiatesthe zerowindow probingmechanism.

The applicationis responsibldor controlling the size of the window size
indicatedin sentsggments.If the applicationmustwait or buffer data,it can
explicitly closethe window sothatthe sendemvill not senddatauntil the ap-
plicationis ableto handleit.

Congestioncontrol

The congestioncontrol mechanismdimit the numberof simultaneousrCP
segmentsin the network. The algorithmsusedfor congestiorcontrol [13] are
designedo besimpleto implementandrequireonly afew linesof code.

Since ulP only handlesone in- ight TCP segment per connection,the
amountof simultaneousegmentscannotbe further limited, thusthe conges-
tion controlmechanismarenot neededIwlIP hasthe ability to have multiple
in- ight segmentsand thereforeimplementsall of TCP's congestioncontrol
mechanisms.
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Urgentdata

TCP's urgentdatamechanisnprovidesan application-to-applicatiomoti ca-
tion mechanismwhich canbe usedby anapplicationto markpartsof thedata
streamasbeingmoreurgentthanthe normalstream.It is up to the receving
applicationto interpretthe meaningof theurgentdata.

In mary TCPimplementationsincludingthe BSD implementationtheur-
gentdatafeatureincreaseghe compleity of the implementationbecauset
requiresanasynchronousoti cation mechanisnin anotherwisesynchronous
API. As our implementationalreadyusean asynchronougsvent basedAPl,
the implementatiorof the urgentdatafeaturedoesnot leadto increaseccom-
plexity.

Connectionstate

EachTCP connectionrequiresa certainamountof stateinformationin the
embeddedlevice. Becausedhe stateinformationusesRAM, we have aimed
towards minimizing the amountof stateneededfor eachconnectionin our
implementations.

The ulP implementationwhich doesnot usethe sliding window mech-
anism,requiresfar lessstateinformationthanthe lwlP implementation.The
slidingwindow implementatiomequireghatthe connectiorstateincludessev-
eral 32-bit sequencenumbers,not only for keepingtrack of the currentse-
guencenumbersof the connection,but also for rememberinghe sequence
numbersof the last window updates. Furthermore becausdwIP is able to
handlemultiple local IP addresseghe connectionstatemustincludethe lo-
cal IP address.Finally, aslwIP maintainsqueuedor outgoingsegments the
memoryfor the queuess includedin the connectionstate. This makesthe
stateinformationneededor IwIP nearly60 byteslargerthanthatof ulP which
requires30 bytesperconnection.

6.8 Results

6.8.1 Performancelimits

In TCP/IP implementationgor high-endsystems processingime is domi-
natedby the checksuntalculationloop, the operationof copying paclet data
andcontet switching[15]. Operatingsystemdor high-endsystem®ftenhave
multiple protectiondomaingor protectingkerneldatafrom userprocesseand
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userprocesse$rom eachother Becausdahe TCP/IP stackis run in the ker

nel, datahasto be copiedbetweerthe kernelspaceandthe addresspaceof

theuserprocesseanda context switch hasto be performedoncethe datahas
beencopied. Performanceanbe enhancedy combiningthe copy operation
with the checksunralculation[19]. Becauséhigh-endsystemsausually have

numerousactive connectionspaclketdemultipleing is alsoanexpensve oper

ation[17].

A smallembeddedlevice doesnot have the necessarprocessingowerto
have multiple protectiondomainsandthepowerto runamultitaskingoperating
system.Thereforethereis no needto copy databetweerthe TCP/IPstackand
the applicationprogram. With an eventbasedAPI thereis no context switch
betweerthe TCP/IPstackandthe applications.

In suchlimited systemsthe TCP/IPprocessingverheads dominatedby
thecopying of pacletdatafrom thenetwork deviceto hostmemory andcheck-
sumcalculation. Apart from the checksunrcalculationand copying, the TCP
processinglonefor anincomingpacletinvolvesonly updatinga few counters
and ags beforehandingthe dataover to the application. Thusan estimate
of the CPU overheadf our TCP/IPimplementationganbe obtainedby cal-
culatingthe amountof CPU cyclesneededor the checksunctalculationand
copying of amaximumsizedpaclet.

6.8.2 The impact of delayed acknowledgments

Most TCPreceversimplementthedelayedacknavledgmentlgorithm[3] for
reducingthe numberof pure acknavledgmentpacletssent. A TCP recever
usingthis algorithmwill only sendacknaviedgmentdor every otherreceved
sgment. If no segmentis received within a speci c time-frame,an acknavl-
edgments sent. Thetime-framecanbe ashigh as500msbut typically is 200
ms.

A TCPsendessuchasulP thatonly handlesa singleoutstandingl CP sey-
mentwill interactpoorly with the delayedacknavledgmentalgorithm. Be-
causehereceveronly recevesasingleseggmentatatime, it will waitasmuch
as500 ms beforean acknavledgments sent. This meanshatthe maximum
possiblethroughputs severelylimited by the 500 msidle time.

Thusthe maximumthroughputequationwhensendingdatafrom ulP will
bep = s=(t+ tq) wheresistheseggmentsizeandty isthedelayedacknavledg-
menttimeout,whichtypically is betweer?00and500ms. With a segmentsize
of 1000bytes,around-triptime of 40 msanda delayedacknavledgmentime-
out of 200 ms,the maximumthroughputwill be 4166bytespersecond.With
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thedelayedacknavledgmentalgorithmdisabledat the recever, the maximum
throughputwvould be 25000bytespersecond.

It shouldbe noted,however, that sincesmall systemgunningulP arenot
verylikely to have largeamountof datato send the delayedacknavledgment
throughputdegradationof ulP neednot be very severe. Smallamountsof data
sentby suchasystemwill notspanmorethanasingleTCPseggment,andwould
thereforenot be affectedby the throughputdegradationanyway.

ThemaximumthroughputwhenulP actsasareceveris notaffectedby the
delayedacknavledgmenthroughputdegradation.

6.8.3 Measurements

Forourexperimentave connectei450MHz Pentiumlll PCrunningFreeBSD
4.7 to an Ethernutboard[16] througha dedicatedl0 megabit/secondEther
netnetwork. The Ethernutboardis a commerciallyavailable embeddedys-
tem equippedwith a RealTek RTL8019AS Ethernetcontroller an Atmel At-
megal28AVR microcontrollerrunning at 14.7456MHz with 128 kilobytes
of ash ROM for codestorageand 32 kilobytesof RAM. The FreeBSDhost
was con gured to run the Dummynetdelay emulatorsoftware [24] in order
to facilitate controlleddelaysfor the communicatiorbetweernthe PC andthe
embeddedystem.

In theembeddedystemasimplewebsenerwasrun ontop of theulPand
IwlP stacks.Usingthefetch le retrieval utility, a le consistingof null bytes
wasdownloadedtentimesfrom the embeddedystem.Thereportedthrough-
putwaslogged,andthemeanthroughputbf thetendownloadswascalculated.
By redirecting le outputto /dev/null | the le wasimmediatelydiscarded
by theFreeBSDhost.The le sizewas200kilobytesfor theulP tests,and200
megabytedor the lwlP tests.The sizeof the le madeit impossibleto keepit
all in the memoryof the embeddedystem.Insteadthe le wasgeneratedy
thewebsener asit wassentout onthe network.

The total TCP/IPmemoryconsumptiorin the embeddedystemwasvar-
ied by changingthe sendwindow size. For ulP, the sendwindow wasvaried
between50 bytesandthe maximumpossiblevalue of 1450bytesin stepsof
50 bytes.Thesendwindow con gurationtranslatesnto atotal RAM usageof
betweem00bytesand3 kilobytes. ThelwlIP sendwindow wasvariedbetween
500and11000bytesin stepf 500bytes Jeadingto atotal RAM consumption
of betweerb and16 kilobytes.

Figure 6.4 shavs the meanthroughputof theten le downloadsfrom the
web sener runningon top of ulP, with an additional10 ms delay createdby
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Figure6.4: ulP sendingdatawith 10 msemulateddelay

the Dummynetdelay emulator The two curvesshov the measuredhrough-
put with the delayedacknavledgmentalgorithm disabledand enabledat the
receving FreeBSDhost,respectiely. The performancelegradatiorcausedy
thedelayedacknavledgmentss evident.

Figure 6.5 shaws the samesetup,but without the 10 ms emulateddelay
The lower curve, shaving the throughputwith delayedacknavledgmentsen-
abled,is verysimilarto theloweronein Figure6.4. Theuppercurve,however,
doesnot shav the samelinear relation asthe previous gure, but shows an
increasingthroughputwherethe increasedeclineswith increasingsendwin-
dow size. Oneexplanationfor the decliningincreaseof throughputs thatthe
round-triptime increasesvith the sendwindow sizebecausef theincreased
perpaclet processingime. Figure 6.6 shawvs the round-triptime asa func-
tion of paclet size. Thesemeasurementweretakenusingthe ping program
andthereforeincludethe costfor the packet copying operationtwice; oncefor
pacletinputandoncefor pacletoutput.

Thethroughputof lwlP shaws slightly differentcharacteristicsFigure6.7
shavs three measuredhroughputcurves, without emulateddelay and with
emulateddelaysof 10 msand20 ms. For all measurementshe delayedac-
knowledgmentalgorithmis enabledat the FreeBSDrecever. We seethat for
smallsendwindow sizes JwIP alsosuffersfrom the delayedacknaviedgment
throughputdegradation.With a sendwindow largerthantwo maximumTCP
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Figure6.5: ulP sendingdatawithoutemulateddelay

segmentsizes(3000 bytes),lwlP is ableto sendout two TCP segmentsper
round-triptime andtherebyavoids the delayedacknavledgmentghroughput
degradation.Without emulateddelay the throughputquickly reaches maxi-
mumof about415kilobytespersecondThislimit islikely to betheprocessing
limit of the IwIP codein the embeddedystemandthereforeis the maximum
possiblethroughpufor IwlIP in this particularsystem.
Themaximumthroughpuwith emulatedlelayss lowerthanwithoutdelay
emulation,andthe similarity of the two curves suggestghat the throughput
degradationcould be causedy interactionwith the Dummynetsoftware.

6.8.4 Codesize

The codewascompiledfor the 32-bit Intel x86 andthe 8-bit Atmel AVR plat-
formsusinggcc[28] versions2.95.3and 3.3 respectiely, with codesize op-
timization turnedon. The resultingsize of the compiledcodecanbe seenin
Tables6.2to 6.5. EventhoughbothimplementationsupportARP and SLIP
and lwlP includesUDP, only the protocolsdiscussedn this paperare pre-
sented.Becausdhe protocolimplementationsn ulP aretightly coupled,the
individual sizesof theimplementationsirenot reported.
Thereareseveralreasongor the dramaticdifferencein codesizebetween
IwlP andulP. In orderto supportthe morecomplex andcon gurable TCPim-
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Figure6.6: Round-triptime asa functionof pacletsize.

Table6.2: Codesizefor ulP (x86)

| Function | Codesize(bytes) |
Checksumming 464
IP, ICMP andTCP 4724

| Total | 5188 |

plementation)wIP hassigni cantly more complex buffer and memoryman-
agementhanulP. SincelwIP canhandlepacletsthat spansereral buffers,the
checksumcalculationfunctionsin IwlP are more complex thanthosein ulP.
The supportfor dynamically changingnetwork interfacesin IwlP also con-
tributesto the sizeincreaseof the IP layerbecauséhe IP layerhasto manage
multiple local IP addresses.The IP layerin IwlIP is further madelarger by
thefactthatlwlIP hassupportfor UDP, which requiresthatthelP layeris able
handlebroadcasand multicastpaclets. Likewise, the ICMP implementation
in lwlP hassupportfor UDP errormessagewhich have notbeenimplemented
inulP.

The TCP implementationis IwIP is nearly twice as large as the full IP,
ICMP and TCP implementatiorin ulP. The main reasonfor this is thatlwIP
implementghe sliding window mechanisnmwhich requiresa large amountof
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Figure6.7: lwlP sendingdatawith andwithoutemulateddelays.

Table6.3: Codesizefor ulP (AVR)

| Function | Codesize(bytes) |
Checksumming 712
IP, ICMP andTCP 4452

| Total | 5164 |

buffer andqueuemanagemerfunctionalitythatis notrequiredin ulP.

The differentmemoryandbuffer managemengchemesisedby IwIP and
ulP haveimplicationson codesize,mainlyin 8-bit systemsBecausallP uses
aglobalbuffer for all incomingpaclets,theabsolutememoryaddressesf the
protocolheaderelds areknown at compiletime. Usingthis information,the
compileris ableto generateodethatusesabsoluteaddressingywhich on mary
8-bit processorsequiredesscodethanindirectaddressing.

Is it interestingto notethatthe size of the compiledlwlIP codeis largeron
the AVR thanon the x86, while the ulP codeis of aboutthe samesizeon the
two platforms.Themainreasorfor thisis thatlwlP uses32-bitarithmeticto a
muchlargerdegreethanulP andeach32-bit operatiornis compiledinto alarge
numberof machinecodeinstructions.
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Table6.4: Codesizefor IwIP (x86)

| Function | Codesize(bytes) |
Memory management 2512
Checksumming 504
Network interfaces 364
IP 1624
ICMP 392
TCP 9192

| Total | 14588 |

Table6.5: Codesizefor IwIP (AVR)

| Function | Codesize(bytes) |
Memory management 3142
Checksumming 1116
Network interfaces 458
P 2216
ICMP 594
TCP 14230

| Total 21756 |

6.9 Futurework

Prioritized connectionslt is advantageouso be ableto prioritize certaincon-
nectionssuchas Telnet connectiondor manualcon guration of the device.
Evenin a systemthat is underheary load from numerousclients, it should
be possibleto remotelycontrolandcon gure the device. In orderto do pro-
vide this, differentconnectiortypescould be givendifferentpriority. For ef -
cieng, suchdifferentiationshouldbe doneasfar down in the systemaspossi-
ble, preferablyin thedevice driver.

Securityaspects.When connectingsystemgo a network, or evento the
globalInternet,the securityof the systemis very important.ldentifying levels
of securityandmechanismgor implementingsecurityfor embeddedievices
is crucialfor connectingsystemgo the globalinternet.

Addressauto-con guration. If hundredsor even thousand®f small em-
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beddeddevicesshouldbe deployed, auto-con gurationof IP addressess ad-
vantageous.Suchmechanismalreadyexist in IPv6, the next versionof the
InternetProtocol,andarecurrentlybeingstandardizedor IPv4.

Improving throughput.Thethroughputdegradationproblemcausedy the
poorinteractionwith the delayedacknavliedgmentalgorithmshouldbe x ed.
By increasinghe maximumnumberof in- ight sggmentsrom oneto two, the
problemwill not appear Whenincreasingthe amountof in- ight segments,
congestiorcontrolmechanismsvill have to be employed. Thosemechanisms
aretrivial, however, whentheupperlimit is two simultaneousegments.

Performanceenhancingproxy. It might be possibleto increasethe per
formanceof communicatiorwith the embeddedlevicesthroughthe useof a
proxy situatednearthe devices. Sucha proxy would have morememorythan
thedevicesandcouldassumeesponsibilityfor buffering data.

6.10 Summary and conclusions

We have shown thatit is possibleto t a full scaleTCP/IP implementation
well within the limits of an 8-bit microcontroller but that the throughputof

sucha smallimplementationwill suffer. We have not removed ary TCP/IP
mechanismsn our implementationsbut have full supportfor reassemblyof

IP fragmentsandurgent TCP data. Instead we have minimizedthe interface
betweerthe TCP/IPstackandthe application.

The maximum achievable throughputfor our implementationss deter
minedby the sendwindow sizethatthe TCP/IP stackhasbeencon guredto
use.Whensendingdatawith ulP, the delayedACK mechanisnat therecever
lowersthe maximumachiezablethroughputconsiderably In mary situations
however, alimited systemrunningulP will not producesomuchdatathatthis
will causeproblems. IwlP is not affected by the delayedACK throughput
degradationwhenusingalargeenoughsendwindow.
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Abstract

Wirelesssensometworks are composef large numbersof tiny networked
devices that communicateuntethered. For large scalenetworks it is impor-
tantto be ableto dynamicallydownload codeinto the network. In this pa-
per we presentContiki, a lightweight operatingsystemwith supportfor dy-
namicloadingandreplacemenbf individual programsandservices.Contiki
is built aroundan event-drivenkernelbut providesoptionalpreemptve multi-
threadingthat canbe appliedto individual processesWe show thatdynamic
loadingandunloadingis feasiblein aresourceonstraineanvironmentwhile
keepingthe basesystemlightweightandcompact.
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7.1 Intr oduction

Wirelesssensonetworksarecomposeaf largenumbersf tiny sensodevices
with wirelesscommunicatiorncapabilities. The sensordevicesautonomously
form networks throughwhich sensordatais transported.The sensordevices
are often severely resourceconstrained.An on-boardbatteryor solar panel
canonly supplylimited amountsof power. Moreover, the smallphysicalsize
andlow perdevice costlimit the complexity of the system. Typical sensor
devices[1, 2, 5] are equippedwith 8-bit microcontrollers,codememoryon
the orderof 100 kilobytes,andlessthan 20 kilobytes of RAM. Moore's law
predictsthatthesedevicescanbemadesigni cantly smallerandlessexpensve
in thefuture. While this meanghatsensonetworkscanbedeployedto greater
extents,it doesnotnecessarilymply thattheresourcesvill belessconstrained.

For thedesigneiof anoperatingsystenfor sensonodesthechallengdies
in nding lightweightmechanismandabstractionshatprovide arich enough
executionervironmentwhile stayingwithin the limitations of the constrained
devices. We have developedContiki, an operatingsystemdevelopedfor such
constraineervironments.Contiki providesdynamicloadingandunloadingof
individual programsandservices.The kernelis event-driven, but the system
supportpreemptve multi-threadinghatcanbeappliedonaperprocesdasis.
Preemptie multi-threadings implementedasallibrary thatis linkedonly with
programghatexplicitly requiremulti-threading.

Contiki is implementedn the C languageandhasbeenportedto anumber
of microcontrollerarchitecturesincludingthe TexasInstrumentsviSP430and
theAtmel AVR. We arecurrentlyrunningit onthe ESBplatform[5]. TheESB
usesthe MSP430microcontrollerwith 2 kilobytesof RAM and60 kilobytes
of ROM runningat 1 MHz. The microcontrollerhasthe ability to selectvely
reprogranpartsof theon-chip ash memory

The contributions of this paperaretwofold. Our rst contribution is that
we shawv thefeasibility of loadableprogramsandservicesvenin aconstrained
sensordevice. The possibility to dynamicallyload individual programdeads
to avery e xible architecturewhich still is compactenoughfor resourcecon-
strainedsensonodes.Our seconctontributionis moregenerain thatwe shov
thatpreemptve multi-threadingdoesnot have to beimplementedatthelowest
level of thekernelbut thatit canbe built asanapplicationlibrary ontop of an
event-drivenkernel. This allows for thread-baseg@rogramsunningon top of
anevent-basedernel,withoutthe overheadf reentrang or multiple stacksn
all partsof thesystem.
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7.1.1 Downloading codeat run-time

Wirelesssensometworks are ervisionedto be large scale,with hundredsor
even thousandf nodesper network. When developing software for such
a large sensornetwork, being ableto dynamicallydownload programcode
into the network is of greatimportance. Furthermore bugs may have to be
patchedn anoperationahetwork [9]. In generaljt is notfeasibleto physically
collectandreprogramall sensodevicesandin-situ mechanismsrerequired.
A numberof methodsfor distributing codein wirelesssensometworks have
beendeveloped[2], 8, 17]. For suchmethodsit is importantto reducethe
numberof bytessentoverthenetwork, ascommunicatiorrequiresalargeparts
of theavailablenodeenengy.

Most operatingsystemdor embeddedystemgequirethata completebi-
naryimageof the entiresystemis built anddownloadednto eachdevice. The
binaryincludesthe operatingsystem systemlibraries,andthe actualapplica-
tionsrunningon top of the system.In contrast,Contiki hasthe ability to load
andunloadindividual applicationsor servicesat run-time. In mostcasesan
individual applicationis muchsmallerthanthe entiresystenmbinaryandthere-
fore requireslessenegy whentransmittedthrougha network. Additionally,
the transfertime of an applicationbinary is lessthanthat of an entire system
image.

7.1.2 Portability

As the numberof differentsensordevice platformsincreasege.g.[1, 2, 5]),
it is desirablgo have acommonsoftwareinfrastructurethatis portableacross
hardwareplatforms.Thecurrentlyavailablesensomplatformscarrycompletely
differentsetsof sensorsand communicatiordevices. Due to the application
speci ¢ natureof sensometworks, we do not expectthat this will changein
thefuture. The singleunifying characteristiof today's platformsis the CPU
architecturewhich usesa memory model without segmentationor memory
protectionmechanismsProgramcodeis storedin reprogrammabl&0OM and
datain RAM. We have designedContiki sothatthe only abstractiorprovided
by the basesystemis CPU multiplexing and supportfor loadableprograms
and services. As a consequencef the applicationspeci ¢ natureof sensor
networks,we believe thatotherabstractiongarebetterimplementedslibraries
or servicesandprovide mechanisméor dynamicservicemanagement.
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7.1.3 Event-driven systems

In severely memoryconstrainecervironmentsa multi-threadednodelof op-
erationoftenconsumedarge partsof thememoryresourcesEachthreadmust
have its own stackandbecausét in generalis hardto know in advancehow
muchstackspaceathreadneedsthestacktypically hasto beoverprovisioned.
Furthermorethe memoryfor eachstackmustbe allocatedwhenthe threadis
created. The memorycontainedin a stackcan not be sharedbetweenmary
concurrentthreads but canonly be usedby the threadto which is wasallo-
cated.Moreover, athreadedconcurreng modelrequireslocking mechanisms
to preventconcurrenthreadfrom modifying sharedesources.

To provide concurreng without the needfor perthreadstacksor locking
mechanismsevent-driven systemshave beenproposed15]. In event-driven
systemsprocessesreimplementedaseventhandlerghatrun to completion.
Becausean eventhandlercannotblock, all processesanusethe samestack,
effectively sharingthe scarcememoryresourcedbetweerall processesAlso,
lockingmechanismaregenerallynotneededecauséwo eventhandlersever
run concurrentlywith respecto eachother

While event-drivensystemdesignshave beenfoundto work well for mary
kinds of sensometwork applicationqd18] they arenot without problems.The
statedrivenprogrammingnodelcanbehardto managdor programmer$17].
Also, not all programsare easily expressedas state machines. One exam-
ple is the lengthy computationrequiredfor cryptographicoperations. Typi-
cally, suchoperationgtake several secondg€o completeon CPU constrained
platforms[22]. In a purely event-drivenoperatingsystema lengthycomputa-
tion completelymonopolizeghe CPU, makingthe systemunableto respond
to externalevents. If the operatingsysteminsteadwas basedon preemptve
multi-threadinghis would notbea problemasalengthycomputatiorcouldbe
preempted.

To combinethebene tsof bothevent-drivensystemsandpreemptiblehreads,
Contiki usesa hybrid model: the systemis basedon an event-driven kernel
wherepreemptve multi-threadings implementedisanapplicatiorlibrary that
is optionally linkedwith programghatexplicitly requireit.

Therestof this paperis structuredasfollows. Section7.2 reviews related
work andSection?7.3 presentsanoverview of the Contiki system.We describe
the designof the Contiki kernelin Section7.4. The Contiki serviceconcept
is presentedn Section7.5. In thefollowing section we describehow Contiki
handledibrariesandcommunicatiorsupportis discussedn Section7.7. We
presentthe implementatiorof preemptve multi-threadingin Section7.8 and
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our experiencesvith usingthe systemis discussedn Section7.9. Finally, the
paperis concludedn Section7.10.

7.2 Relatedwork

TinyOS[15] is probablythe earliestoperatingsystenthatdirectly targetsthe
speci ¢ applicationsand limitations of sensordevices. TinyOS is also built
aroundalightweighteventschedulewhereall programexecutionis performed
in tasksthat run to completion. TinyOS usesa specialdescriptionlanguage
for composinga systenof smallercomponent$12] which arestaticallylinked
with thekernelto acompletémageof thesystem After linking, modifyingthe
systemis not possible[17]. In contrast,Contiki providesa dynamicstructure
which allows programsanddriversto bereplaceduringrun-timeandwithout
relinking.

In orderto provide run-timereprogrammindor TinyOS, Levis andCuller
have developedMaté [17], a virtual machinefor TinyOS devices. Codefor
the virtual machinecanbe downloadedinto the systemat run-time. The vir-
tual machineis speci cally designedor the needsof typical sensometwork
applications.Similarly, the MagnetOg7] systemusesa virtual Jaza machine
to distribute applicationsaacrosghe sensonetwork. Theadwantage®f usinga
virtual machinensteadof native machinecodeis thatthevirtual machinecode
canbemadesmaller thusreducingthe enegy consumptiorof transportinghe
codeover the network. One of the drawbacksis the increasecenegy spent
in interpretingthe code—forlong running programsthe enegy saved during
the transportof the binary codeis insteadspentin the overheadof executing
the code. Contiki programsusenative codeand canthereforebe usedfor all
typesof programsjncludinglow level device driverswithoutlossof execution
efciency.

SensorVére[8] providesan abstractscriptinglanguagefor programming
sensorsbut theirtargetplatformsarenotasresourceconstrainedsours. Sim-
ilarly, the EmStarervironment[13] is designedor lessresourceconstrained
systemsReijersandLangendoelff21] usea patchlanguagego modify partsof
thebinaryimageof arunningsystem.This workswell for networkswhereall
nodesrunthe exactsamebinary codebut soongetscomplicatedf sensorsun
slightly differentprogramsor differentversionsof the samesoftware.

The Mantis system[3] usesa traditionalpreemptve multi-threadednodel
of operation.Mantis enablegeprogrammingf boththe entireoperatingsys-
temandpartsof the programmemoryby downloadinga programimageonto
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EEPROM, from whereit canbe burnedinto ash ROM. Due to the multi-
threadedsemanticsgvery Mantis programmust have stack spaceallocated
from the systemheap,andlocking mechanismsnustbe usedto achieze mu-
tual exclusion of sharedvariables. In contrast,Contiki usesan event based
schedulewithout preemptionthusavoiding allocationof multiple stacksand
locking mechanismsPreemptire multi-threadings providedby a library that
canbelinkedwith programghatexplicitly requireit.

The preemptve multi-threadingin Contiki is similarto bers [4] andthe
lightweight bers approactby WelshandMainland[23]. Unlikethelightweight
bers, Contiki doesnotlimit thenumberof concurrenthreadgo two. Further
more,unlike bers, threadsn Contiki supportpreemption.

As Exokernel[11] and Nemesig[16], Contiki tries to reducethe number
of abstractionghatthe kernelprovidesto a minimum [10]. Abstractionsare
insteadprovidedby librariesthathave nearlyfull accesso theunderlyinghard-
ware. While Exokernelstrived for performanceandNemesisaimedat quality
of service the purposeof the Contiki designis to reducesizeandcomplexity,
aswell asto presere e xibility. Unlike Exokernel,Contiki do not supportany
protectionmechanismsincethe hardware for which Contiki is designeddo
not supportmemoryprotection.

7.3 Systemoverview

A runningContiki systemconsistf the kernel,libraries,the programloader

anda setof processesA procesanay be eitheran applicationprogramor a

service A serviceimplementsfunctionality usedby more thanone applica-
tion process. All processeshoth applicationprogramsand services,can be

dynamicallyreplacedat run-time. Communicatiorbetweenprocessesaiways

goesthroughthe kernel. The kerneldoesnot provide a hardwareabstraction
layer, but lets device driversandapplicationscommunicatedirectly with the

hardware.

A processs de ned by aneventhandlerfunctionandanoptionalpoll han-
dlerfunction. The processstateis heldin the processprivatememoryandthe
kernelonly keepsa pointerto the processstate.On the ESB platform[5], the
processstateconsistf 23 bytes. All processesharethe sameaddresspace
anddo notrunin differentprotectiondomains.Interprocessommunicatioris
doneby postingevents.

A Contiki systemis partitionedinto two parts: the core and the loaded
programsasshavn in Figure7.1. The partitioningis madeat compiletime
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Figure7.1: Partitioninginto coreandloadedprograms.

andis speci c to the deploymentin which Contiki is used.Typically, thecore
consistsof the Contiki kernel, the programloader the mostcommonlyused
partsof thelanguageun-timeandsupportibraries,andacommunicatiorstack
with devicedriversfor thecommunicatiorhardware. Thecoreis compiledinto
asinglebinaryimagethatis storedn thedevicesprior to deployment. Thecore
is generallynot modi ed afterdeployment,eventhoughit shouldbe notedthat
it is possibleto usea specialbootloaderto overwriteor patchthe core.

Programsareloadedinto the systemby the programloader The program
loader may obtain the programbinarieseither by using the communication
stackor by usingdirectly attachedstoragesuchas EEPROM. Typically, pro-
gramsto beloadedinto the systemare rst storedin EEPROM beforethey are
programmednto the codememory

7.4 Kernel architecture

The Contiki kernel consistsof a lightweight event schedulerthat dispatches
eventsto runningprocesseandperiodicallycalls processespolling handlers.
All programexecutionis triggeredeitherby eventsdispatchedy thekernelor

throughthe polling mechanismThe kerneldoesnot preempianeventhandler
onceit hasbeenscheduledTherefore gventhandleranustrunto completion.
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Asshavnin Section7.8,however, eventhandlersnayuseinternalmechanisms
to achieve preemption.

The kernel supportstwo kind of events: asyn&ironousand syndironous
events. Asynchronouseventsare a form of deferredprocedurecall: asyn-
chronouseventsare enqueuedy the kerneland are dispatchedo the target
processometime later. Synchronougventsaresimilar to asynchronousut
immediatelycauseghe tarmgetprocesdo be scheduled Control returnsto the
postingproces®nly afterthetargethas nished processingheevent. Thiscan
beseenasaninter-procesproceduresall andis similarto thedoorabstraction
usedin the Springoperatingsysteny14].

In additionto the events,thekernelprovidesa polling mechanismPolling
canbe seenashigh priority eventsthat are scheduledn-betweeneachasyn-
chronousevent. Polling is usedby processeshat operatenearthe hardware
to checkfor statusupdatesf hardwaredevices. Whena poll is scheduledll
processethatimplementa poll handlerarecalled,in orderof their priority.

The Contiki kernel usesa single sharedstackfor all processexecution.
The useof asynchronousventsreducestackspacerequirementsasthe stack
is revoundbetweereachinvocationof eventhandlers.

7.4.1 Two level schedulinghierarchy

All eventschedulingn Contiki is doneat a singlelevel andeventscannotpre-
empteachother Eventscanonly be preemptedy interrupts.Normally, inter-
ruptsareimplementedisinghardwareinterruptsbut mayalsobeimplemented
usingan underlyingreal-timeexecutve. The latter techniquehaspreviously
beenusedto providereal-timeguaranteefor the Linux kernel[6].

In orderto be ableto supportan underlyingreal-timeexecutive, Contiki
never disablednterrupts.Becausef this, Contiki doesnot allow eventsto be
postedby interrupthandlersasthatwould leadto race-conditionén the event
handler Insteadthekernelprovidesa polling ag thatit usedto request poll
event. The ag providesinterrupthandlerswith a way to requestmmediate

polling.

7.4.2 Loadableprograms

Loadableprogramsareimplementedisingarun-timerelocationfunctionanda
binaryformatthat containsrelocationinformation. Whena programis loaded
into the systemtheloader rst triesto allocatesufcient memoryspacebased
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on information provided by the binary. If memoryallocationfails, program
loadingis aborted.

After the programis loadedinto memory the loadercalls the programs
initialization function. The initialization function may startor replaceoneor
moreprocesses.

7.4.3 Power save mode

In sensometworks, beingableto power down the nodewhenthe network is
inactiveis anoftenrequiredway to reduceenegy consumptionPower conser
vationmechanismslependon boththe applicationg18] andthe network pro-
tocols[20]. The Contiki kernelcontainsno explicit power save abstractions,
but letsthe the applicationspeci ¢ partsof the systemimplementsuchmech-
anisms. To help the applicationdecidewhento power down the system the
eventscheduleexposeshe size of the eventqueue. This informationcanbe
usedto power down the processowhenthereareno eventsscheduledWhen
the processowakesupin responseo aninterrupt,the poll handlersarerunto
handlethe externalevent.

7.5 Sewices

Kernel

‘ Service layer ‘

‘ Service interface

Service process

Application process

Version number

Service Function 1 ptr
interface /,? \

Function 1();—| stub | ——| Function 2 ptr

Function 1 implementation
Function 3 ptr
Function 2();§ Function 3 implementation

Function 3();

Function 2 implementation

Figure7.2: An applicationfunctioncalling aservice.

In Contiki, a serviceis a processthat implementsfunctionality that can
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be usedby otherprocessesA servicecanbe seenasa form of a sharedli-
brary Servicescanbe dynamicallyreplacedat run-time and musttherefore
be dynamicallylinked. Typical examplesof servicesncludescommunication
protocol stacks,sensordevice drivers, and higherlevel functionality suchas
sensodatahandlingalgorithms.

Servicearemanagedy a servicelayer conceptuallysituateddirectly next
to thekernel. The servicelayerkeepsrackof runningservicesandprovidesa
wayto nd installedservicesA serviceis identi ed by atextual stringthatde-
scribegheservice. Theservicdayerusesordinarystringmatchingto querying
installedservices.

A serviceconsistf a serviceinterfaceanda procesghatimplementghe
interface. The serviceinterfaceconsistsof a versionnumberanda function
tablewith pointersto thefunctionsthatimplementtheinterface.

Application programsausingthe serviceusea stublibrary to communicate
with the service. The stublibrary is linked with the applicationand usesthe
servicelayerto nd theserviceprocess.Oncea servicehasbeenlocated,the
servicestubcacheghe procesdD of the serviceprocessandusesthis ID for
all futurerequests.

Programscall servicesthroughthe serviceinterfacestubandneednot be
awareof thefactthataparticularfunctionisimplementedisaservice.The rst
timetheserviceis called theservicenterfacestubperformsaservicdookupin
theservicdayer If thespeci edserviceexistsin thesystemthelookupreturns
a pointerto the serviceinterface. The versionnumberin the serviceinterface
is checled with the versionof the interfacestub In additionto the version
number the serviceinterface containspointersto the implementationof all
servicefunctions. The functionimplementationsre containedn the service
process.If the versionnumberof the servicestub matchthe numberin the
serviceinterface,the interfacestubcalls the implementatiorof the requested
function.

7.5.1 Sewicereplacement

Likeall processesserviceanay be dynamicallyloadedandreplacedn arun-
ning Contiki system.Becausehe procesdD of the serviceprocesss usedas
a serviceidenti er, it is crucial that the procesdD is retainedif the service
processs replacedFor thisreasonthekernelprovidesspecialmechanisnior
replacinga procesandretainingthe procesdD.

Whenaserviceis to bereplacedthekernelinformstherunningversionof
theserviceby postinga specialeventto theserviceprocessin responseo this
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event,theservicemustremoveitself from the system.

Marny serviceshave aninternalstatethatmay needto be transferedo the
new process. The kernel providesa way to passa pointerto the newv ser
vice processandthe servicecanproducea statedescriptionthatis passedo
the new process.The memoryfor holding the statemustbe allocatedfrom a
sharedsource sincethe procesamemoryis deallocatedvhenthe old process
is removed.

The servicestatedescriptionis taggedwith the versionnumberof the ser
vice, sothatanincompatibleversionof the sameservicewill nottry to load
theservicedescription.

7.6 Libraries

The Contiki kernelonly providesthe mostbasicCPU multiplexing andevent
handlingfeatures. The restof the systemis implementedas systemlibraries
thatareoptionallylinkedwith programs Programsanbelinkedwith libraries
in threedifferentways. First, programscanbe staticallylinked with libraries
that are part of the core. Second programscan be statically linked with li-
brariesthatarepartof theloadableprogram.Third, programscancall services
implementinga speci c library. Librariesthatareimplementedasservicesan
bedynamicallyreplacedat run-time.

Typically, run-timelibrariessuchas often-usedartsof the languageun-
time librariesare bestplacedin the Contiki core. Rarelyusedor application
speci ¢ libraries, however, are more appropriatelylinked with loadablepro-
grams.Librariesthatarepart of the corearealwayspresenin the systemand
do nothaveto beincludedin loadableprogrambinaries.

As anexample,consideta programthatuseshememcpy() andatoi()
functionsto copy memoryandto corvert stringsto integers,respectiely. The
memcpy() functionis afrequentlyusedC library function,whereasatoi()
is usedlessoften. Thereforejn this particularexample,memcpy() hasbeen
includedin the systemcorebut notatoi() . Whenthe programis linkedto
producea binary, thememcpy() functionwill belinkedagainsiits staticad-
dressin thecore. The objectcodefor the partof the C library thatimplements
theatoi()  functionmust,however, beincludedin the programbinary.
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7.7 Communication support

Communications afundamentatoncepin sensonetworks. In Contiki, com-
municationis implementedas a servicein orderto enablerun-time replace-
ment. Implementingcommunicationas a servicealso providesfor multiple
communicatiorstacksto be loadedsimultaneouslyln experimentalresearch,
this canbe usedto evaluateand comparedifferentcommunicatiorprotocols.
Furthermorethe communicatiorstackmay be split into differentservicesas
shavn in Figure7.3. This enablegun-timereplacemenbf individual partsof
thecommunicatiorstack.

Communication

Application stack
A ~
S
Routing protocol 1 Routing protocol 2
4
Device driver 1 Device driver 2
Hardware

Figure7.3: Looselycoupledcommunicatiorstack.

Communicatiorservicesusethe servicemechanisnto call eachotherand
synchronougventsto communicatewvith applicationprograms.Becausesyn-
chronouseventhandlersarerequiredto be run to completion,it is possibleto
usea singlebuffer for all communicatiorprocessing With this approachno
datacopying hasto be performed.A device driver readsan incomingpaclet
into the communicatiorbuffer andthen calls the upperlayer communication
serviceusingtheservicemechanismsThe communicatiorstackprocessethe
header®f thepacletandpostsasynchronougventto theapplicationprogram
for whichthe pacletwasdestined The applicationprogramactson the paclet
contentsandoptionally putsareply in the buffer beforeit returnscontrolto the
communicationstack. The communicatiorstackprependsts headerdo the
outgoingpaclet andreturnscontrolto the device driver sothatthe pacletcan
betransmitted.
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7.8 Preemptive multi-thr eading

In Contiki, preemptve multi-threadingis implementedasa library on top of
the event-basedkernel. Thelibrary is optionally linked with applicationghat
explicitly requirea multi-threadednodelof operation.The library is divided
into two parts: a platformindependenpartthatinterfacesto the eventkernel,
anda platformspeci ¢ partimplementingthe stackswitchingandpreemption
primitives. Usually, the preemptionis implementedusing a timer interrupt
that savesthe processoregistersonto the stackand switchesbackto the ker-
nel stack. In practicevery little codeneedsto be rewritten when porting the
platformspeci ¢ partof thelibrary. For referencetheimplementatiorfor the
MSP430consistof 25linesof C code.

Unlike normalContiki processesachthreadrequiresa separatestack.The
library providesthe necessargtackmanagemenfunctions. Threadsexecute
ontheir own stackuntil they eitherexplicitly yield or arepreempted.

mt_yield();
Yield from therunningthread.

mt_post(id, event, dataptr);

Post an event from the run-
ning thread.

mt_wait(event, dataptr);
Wait for aneventto be postedto
therunningthread.

mt_exit();
Exit therunningthread.

mt_start(thread, functionptr, dataptr);

Start a thread with a speci-
ed functioncall.

mt_exec(thread);
Executethespeci edthreaduntil
it yieldsor is preempted.

Figure7.4: Themulti-threadindibrary API.
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The API of the multi-threadinglibrary is shovn in Figure7.4. It con-
sistsof four functionsthatcanbe calledfrom arunningthread(mt yield()
mt_post() ,mt_wait() ,andmt_exit() )andtwo functionsthatarecalled
to setupandrun athread(mt _start() andmt _exec() ). Themt_exec()
functionperformsthe actualschedulingpf athreadandis calledfrom anevent
handler

7.9 Discussion

We have usedthe Contiki operatingsystemto implementa numberof sen-
sornetwork applicationssuchasmulti-hoprouting, motiondetectiorwith dis-
tributedsensoidataloggingandreplication,andpresenceletectiorandnoti -
cation.

7.9.1 Over-the-air programming

We have implementeda simple protocolfor over-the-airprogrammingof en-
tire networks of sensors.The protocoltransmitsa single programbinary to
selectecconcentratonodesusing point-to-pointcommunication. The binary
is storedin EEPROM and whenthe entire programhasbeenreceved, it is
broadcastetb neighboringnodes.Packet lossis signaledby neighborsusing
negative acknavledgments.Repairsare madeby the concentratonode. We
intendto implementbetterprotocols suchasthe Trickle algorithm[19], in the
future.

During the developmentof one network application,a 40-nodedynamic
distributedalarmsystemwe usedboth over-the-airreprogrammingndman-
ual wired reprogrammingof the sensomodes. At rst, the programloading
mechanisnwasnot fully functionalandwe could not useit duringour devel-
opment.Theobjectcodesizeof ourapplicationwvasapproximately6 kilobytes.
Togetherwith the Contiki coreandthe C library, the completesystemimage
wasnearly30kilobytes.Reprogrammingf anindividualsensonodetookjust
over 30 seconds.With 40 nodes reprogramminghe entire network required
atleast30 minutesof work andwasthereforenot feasibleto do often. In con-
trast,overthe-airreprogrammingf a singlecomponenbf theapplicationwas
donein abouttwo minutes—areductionin anorderof magnitude—andould
bedonewith thesensomodesplacedin the actualtestervironment.
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7.9.2 Codesize

An operatingsystenmfor constrainedlevicesmustbe compacin termsof both
codesizeandRAM usagein orderto leave roomfor applicationsrunningon
top of the system. Table 7.1 shows the compiledcodesizeandthe RAM us-
ageof the Contiki systemcompiledfor two architecturesithe Texas Instru-
mentsMSP430andthe Atmel AVR. Thenumbergeportthe sizeof bothcore
componentandan exampleapplication:a sensodatareplicatorservice. The
replicatorserviceconsistof theserviceinterfacestubfor theserviceaswell as
theimplementatiorof the serviceitself. The programloaderis currentlyonly
implementednthe MSP430platform.

Thecodesizeof Contikiis largerthanthatof TinyOS[15], but smallerthan
thatof the Mantissystem3]. Contiki's eventkernelis signi cantly largerthan
that of TinyOS becausef the differentservicesprovided. While the TinyOS
eventkernelonly providesa FIFO event queueschedulerthe Contiki kernel
supportsboth FIFO eventsand poll handlerswith priorities. Furthermore,
the exibility in Contiki requiresmore run-time codethanfor a systemlike
TinyOS,wherecompiletime optimizationcanbedoneto alargerextent.

Module Codesize | Codesize RAM
(AVR) | (MSP430) usage

10+

Kernel 1044 810 | +4e+2p
Servicelayer 128 110 0
Programloader - 658 8
Multi-threading 678 582 8+s
Timerlibrary 90 60 0
Replicatorstub 182 98 4
Replicator 1752 1558 200
230+ 4e +

Total 3874 3876 +2p+s

Table7.1: Sizeof thecompiledcode,in bytes.

TheRAM requirementepend®n the maximumnumberof processethat
the systemis con gured to have (p), the maximumsize of the asynchronous
eventqueue(e) and, in the caseof multi-threadedoperation,the size of the
threadstacky(s).
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7.9.3 Preemption

17 T T T T T T —
Round-trip time —+—
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Figure7.5: A slightincreasen responseime duringa preemptiblecomputa-
tion.

Thepurposeof preemptioris to facilitatelong runningcomputationsvhile
beingableto reacton incomingeventssuchassensoinput or incomingcom-
municationpaclets.Figure7.5shavshow Contiki responds$o incomingpack-
etsduringan8 seconccomputatiorrunningin a preemptiblehread.Thecurve
is the measuredaound-triptime of 200“ping” paclketsof 40 byteseach. The
computationstartsafter approximatelyd secondsand runs until 13 seconds
have passed.During the computation the round-trip time increaseslightly
but the systemis still ableto producerepliesto the ping paclets.

The pacletsare sentover a 57600kbit/s serialline with a spacingof 200
msfrom al1l.4GHz PCto anESBnoderunningContiki. Thepacletsaretrans-
mittedoveraserialline ratherthanoverthewirelesslink in orderto avoid radio
effectssuchasbit errorsandMAC collisions. The computatiorconsistsof an
arbitrarily chosensequenc®f multiplicationsand additionsthat arerepeated
for about8 seconds.The causefor the increasdn round-triptime during the
computatioris the costof preemptinghecomputatiorandrestoringthekernel
context beforetheincomingpacletcanbe handled.Thejitter andthe spikesof
about0.3 millisecondsseenin the curve canbe contributedto actiity in other
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poll handlersmostlytheradiopacletdriver.

7.9.4 Portability

We have portedContiki to a numberof architecturesincluding the TexasIn-
strumentdMSP430andthe Atmel AVR. Othershave portedthe systemto the
Hitachi SH3 andthe Zilog Z80. The porting processconsistsof writing the
boot up code, device drivers, the architecturespeci ¢ partsof the program
loader andthe stackswitchingcodeof the multi-threadindibrary. Thekernel
andtheservicelayerdoesnot requireary changes.

Sincethekernelandservicelayerdoesnot requireary changesanopera-
tional port canbe testedafterthe rst /O device driver hasbeenwritten. The
Atmel AVR portwasmadeby ourselesin acoupleof hourswith helpof pub-
licly availabledevicedrivers.TheZilog Z80 portwasmadeby athird party, in
asingleday.

7.10 Conclusions

We have presentedhe Contiki operatingsystem,designedor memorycon-
strainedsystems.In orderto reducethe size of the system,Contiki is based
on an event-driven kernel. The state-machinelriven programmingof event-
drivensystemsanbehardto useandhasproblemswith handlinglong running
computations.Contiki providespreemptve multi-threadingasan application
library that runs on top of the event-drivenkernel. The library is optionally
linkedwith applicationghatexplicitly requirea multi-threadednodelof com-
putation.

A runningContiki systemis dividedinto two parts:a coreandloadedpro-
grams.The coreconsistf the kernel,a setof baseservicesandpartsof the
languageun-timeandsupportlibraries. The loadedprogramscanbeloading
andunloadingindividually, at run-time. Sharedfunctionality is implemented
asservices a form of sharedlibraries. Servicescan be updatedor replaced
individually, which leadsto avery e xible structure.

We have shawvn that dynamicloadingandunloadingof programsandser
vicesis feasiblein aresourceconstrainegystemwhile keepingthe basesys-
temlightweightandcompact Eventhoughour kernelis event-basedpreemp-
tive multi-threadingcanbe provided at the applicationlayer on a perprocess
basis.
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Becausef its dynamicnature,Contiki canbe usedto multiplex the hard-
wareof a sensometwork acrossmultiple applicationsor even multiple users.
Thisdoes however, requirewaysto controlaccesso thereprogrammindacil-
ities. We planto continueourwork in thedirectionof operatingsystensupport
for securecodeupdates.
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Abstract

Wirelesssensometworksarebasedn the collaboratie efforts of mary small
wirelesssensomodes,which collectively are ableto form networks through
which sensoinformationcanbegathered Suchnetworksusuallycannotoper
atein completesolation,but mustbeconnectedo anexternalnetwork through
which monitoringandcontrollingentitiescanreachthe sensornetAs TCP/IR
thelnternetprotocolsuite hasbecomehede-factostandardor large-scalaet-
working, it is interestingto be ableto connectsensornetto TCP/IPnetworks.
In this paper we discusghreedifferentwaysto connectsensometworkswith
TCP/IPnetworks: proxy architecturesPTN overlays,and TCP/IPfor sensor
networks. We concludethat the methodsarein somesensesrthogonaland
that combinationsare possible but that TCP/IPfor sensometworks currently
hasa numberof issuesthat requirefurther researcthefore TCP/IP canbe a
viable protocolfamily for sensomnetworking.
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8.1 Intr oduction

Wirelesssensometworks is an information gatheringparadigmbasedon the
collective efforts of mary small wirelesssensornodes. The sensornodes,
which areintendedto be physicallysmallandinexpensve, areequippedwith
oneor moresensorsa short-rangeadio trancieser, a small micro-controller
anda power supplyin theform of a battery

Sensornetwork deploymentsare ervisionedto be donein large scales,
whereeachnetwork consistsof hundredor eventhousand®f sensomodes.
In sucha deployment,humancon guration of eachsensomodeis usuallynot
feasibleandthereforeself-con gurationof the sensomodess important. En-
ergy ef ciency is alsocritical, especiallyin situationswhereit is not possible
to replacesensomodebatteries.Batteryreplacemeninaintenanceés alsoim-
portantto minimizefor deploymentswherebatteryreplacemenis possible.

Most sensometwork applicationsaim at monitoring or detectionof phe-
nomenaExamplesncludeof ce building environmentcontrol,wild-life habi-
tat monitoring[17], andforest re detection[24]. For suchapplicationsthe
sensometworks cannotoperatan completeisolation;theremustbe away for
amonitoringentity to gainaccesgo the dataproducecdby the sensomnetwork.
By connectinghesensomnetwork to anexisting network infrastructuresuchas
the global Internet,a local-areanetwork, or a privateintranet,remoteaccess
to the sensometwork canbe achieved. Giventhatthe TCP/IP protocol suite
hasbecomethe de-factonetworking standardnot only for the global Internet
but alsofor local-areanetworks, it is of particularinterestto look at methods
for interconnectingsensometworks and TCP/IP networks. In this paper we
discussa numberof waysto connectsensometworksto TCP/IPnetworks.

Sensometworks oftenareintendedo run specializeccommunicatiorpro-
tocols, therebymaking it impossibleto directly connectthe sensometwork
with a TCP/IPnetwork. The mostcommonlysuggestedvay to getthe sensor
network to communicatevith a TCP/IPnetwork is to deploy a proxy between
thesensonetwork andthe TCP/IPnetwork. Theproxyis ableto communicate
bothwith the sensorsn the sensometwork andhostson the TCP/IPnetwork,
andis therebyableto eitherrelay the informationgatheredy the sensorsor
to actasafront-endfor the sensomnetwork.

Delay TolerantNetworking (DTN) [9] is a recentlyproposeccommunica-
tion modelfor ervironmentsvherethecommunicatiornis characterizetdy long
or unpredictablelelaysandpotentiallyhigh bit-errorrates.Examplesnclude
mobile networks for inaccessibleenvironments satellitecommunicationand
certainforms of sensometworks. DTN createsan overlay network on top of
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thelInternetandusedate addressindingin orderto achieve independencef

the underlyingbearerprotocolsand addressingschemes.TCP/IP and sensor
network interconnectiorcould be doneby usinga DTN overlay on top of the

two networks.

Finally, by directly running the TCP/IP protocol suite in the sensomet-
work, it would be possibleto connectthe sensometwork andthe TCP/IPnet-
work without requiringproxiesor gatavays.In a TCP/IPsensomnetwork, sen-
sor datacould be sentusing the best-efort transportprotocol UDP, andthe
reliable byte-streantransportprotocol TCP would be usedfor administratve
taskssuchassensoicon gurationandbinarycodedownloads.

Duetothepowerandmemoryrestrictionof thesmall8-bit micro-controllers
in the sensomodesi,it is often assumedhat TCP/IPis not possibleto run in
sensometworks. In previous work [8], we have shavn that this is not true;
even small micro-sensonodesare ableto run a full instanceof the TCP/IP
protocolstack. We have alsosuccessfullymplementedur smallulP TCP/IP
stack[7] on the small sensomodesdevelopedat FU Berlin [1]. Thereare,
however, a numberof problemsthatneedso be solved beforeTCP/IPcanbe
aviablealternatve for sensometwork communication.

The rest of the paperis structuredas follows. We discussproxy archi-
tecturesin Section8.2, followed by a discussiorof the DTN architecturein
Section8.3. TCP/IPfor sensometworks is presentedn Section8.4, anda
comparisorof thethreemethodss givenin Section8.5. Finally, the paperis
concludedn Section8.6.

8.2 Proxy Architectures

Deploying a specialproxy sener betweernthe sensometwork andthe TCP/IP
network is avery simpleandstraightforvardway to connecthetwo networks.
In its simplestform, the proxy residesasa custom-mad@rogramrunningona
gatevay computemwhich hasaccesso boththesensonetwork andthe TCP/IP
network. Sinceall interactionbetweenrclientsin the TCP/IP network andthe
sensomodesis donethroughthe proxy, the communicatiorprotocolusedin
thesensomnetwork maybe choserfreely.

Theproxy canoperaten eitherof two ways:asarelay, or asafront-end.In
the rst casetheproxywill simply relaydatacomingfrom the sensomnetwork
to clientson the TCP/IP network. The clientsmustregistera particulardata
interest with the proxy, and the proxy will thenrelay datafrom the sensor
network to theregisteredclients.
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Figure8.1: Proxyarchitecture

In the secondcase wherethe proxy actsasa front-endfor the sensomet-
work, theproxy pro-actizely collectsdatafrom thesensorandstoregheinfor-
mationin a databaseThe clientscanquerythe proxy for speci c sensomata
in avariety of ways,suchasthroughSQL-querier web-basednterfaces.

One adwantageof the proxy basedapproachto interconnectsensorand
TCP/IP networks is that the proxy completelydecoupleghe two networks.
This naturally allows for specializedcommunicationprotocolsto be imple-
mentedn thesensonetwork. A front-endproxy canalsobeusedo implement
securityfeaturessuchasuseranddataauthentication.

Among the drawbacksof the proxy approachare thatit createsa single
point of failure. If the proxy fails, all communicatiorto andfrom the sensor
network is effectively madeimpossible. One possiblesolution would be to
deploy redundang in the form of a setof back-upproxies. Unfortunately
sucha solutionreduceghe simplicity of theproxy approachOtherdravbacks
arethat a proxy implementationusually is specializedfor a speci c taskor
a particularsetof protocols. Sucha proxy implementationrequiresspecial
proxiesfor eachapplication. Also, no generalmechanisnfor inter-routing
betweerproxiesexist.

Proxieshave previously beenusedfor connectingdevicesto TCP/IP net-
works in orderto overcomelimitations posedby the devicesthemseles, or
limitationscausedy thecommunicatiorervironmentin which thedevicesare
located. The WirelessApplication Protocol (WAP) stack[15] is intendedto
be simplerthanthe TCP/IP protocolstackin orderto run on smallerdevices,
andto be bettersuitedto wirelesservironments. WAP proxiesare usedto
connectWAP deviceswith the Internet. Similarly, the RemoteSoclet Archi-
tecture[23] exportsthe BSD socletinterfaceto a proxyin orderto outperform
ordinary TCP/IPfor wirelesslinks.
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8.3 Delay Tolerant Networks

The Delay TolerantNetwork architecture[9] is intendedfor so-calledchal-
lenged ervironments Propertieof suchervironmentsincludelong andvari-
abledelays,frequentnetwork partitioning,potentiallyhigh bit-error ratesand
asymmetricatlatarates.DTN is basednthe obsenationthatthe TCP/IPpro-
tocol suiteis built arounda numberof implicit assumptionshat do not hold
truein challengeccommunicatiorervironments.In particular the underlying
assumptionsf TCP/IPare:

An end-to-engathmustexist betweersourceanddestinatiorduringthe
wholedataexchange.

The maximumroundtrip-time for paclketsmustbe relatively smalland
stable.

Theend-to-endpacletlossis relatively small.

TheDTN architecturatlesigncontainsseveralprinciplesto provide service
in theseervironments:

DTN usesan overlay architecturebasedon store-and-fonard message
switching. The messages;alled bundles that are transmittedcontain
bothuserdataandrelevantmeta-dataA message-switcheatchitecture
providestheadvantageof apriori knowledgeof thesizeandperformance
requirement®f thedatatransfer The bundlelayerworksasanapplica-
tion layeron top the TCP/IPprotocolstack.

Thebasdransferbetweemodeselieson store-and-fonardtechniques,
i.e., a pacletis keptuntil it canbe sentto the next hop. This requires
that every nodehasstorageavailablein the network. Furthermorethis
allows to advancethe point of retransmissiomowardsthe destination.

A DTN consistsa setof regionswhich sharea commonlayer calledthe
bundle layer that residesabove the transportlayer The bundle layer stores
messagem persistenstoragéf thereis nolink available,fragmentanessages
if necessaryandoptionallyimplementsend-to-endeliability. Thelayersbe-
low the bundlelayer are not speci ed by the architectureput are chosendy-
namically basedon the speci c communicationcharacteristicandthe avail-
ableprotocolsin eachregion. Oneor moreDTN gatevaysexistin eachDTN
region. The DTN gatevay forwardsbundlesbetweernregions,andtakescare
of deliveringmessagefom otherregionsto hostswithin thelocal region.
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TheDTN architecturénasheendesignedvith thesensonetwork paradigm
in mind. In sensometworks, the network may be partitionedfrequentlywhen
nodeggointo sleepmodeor becaus®f nodefailure. Thiswill disruptary end-
to-endpathsthroughthe network. Also, paclet lossratesin sensometworks
canbevery high[28] androutesmaybeasymmetric.

DTN-Gateway

TCP/IP Application \
\ Bundle layer Sensor

Network

Internet Sensor Netl Protocol
Protocols | Protocols 7

Figure8.2: Connectingusingthe DTN architecture

When connectingsensornetworks to a TCP/IP network usingthe DTN
architectureywe have atleasttwo regionsasdepictedn Figure8.2: oneTCP/IP
region wherethe TCP/IP protocolsuiteis usedandonesensometwork region
wherespecializedensonetwork protocolsareimplementedA DTN gatevay
nodeis putin betweerthetwo networks, similar to wherea proxy would have
beenplaced.

The DTN gatavay actsmuchasarelay proxy asdiscussedn the previous
section,andtherelay proxy approactcanbe viewed asa speci ¢ instanceof
theDTN architectureThe DTN architecturés muchmoregenerathanasim-
ple proxy basedapproachhowever, asthe DTN architecturevenallows map-
ping the sensometwork into morethanoneDTN region, with DTN gatevays
locatedwithin the sensometwork. For sensometworks wherenetwork parti-
tioning is frequent,or whereend-to-enccommunicatioris impossible sucha
network designwould be appropriate.A fully DTN enabledsensometwork
would easilybe extendedto a TCP/IP network, simply by connectingone or
moreof the DTN gatevaysto the TCP/IPnetwork.

8.4 TCP/IP for SensorNetworks

Directly employing the TCP/IP protocolsuite asthe communicatiorprotocol
in the sensonetwork would enableseamlesitegrationof the sensomnetwork
andary TCP/IP network. No specialintermediarynodesor gatevayswould
beneededor connectingasensomnetwork with a TCP/IPnetwork. Ratherthe
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connectiorwould simply be doneby connectingoneor moresensomodesto
the TCP/IPnetwork. TCP/IPin thesensonetwork would alsoprovidethepos-
sibility to routedatato andfrom thesensonetwork over standardechnologies
suchasGeneraPacketRadioServiclGPRS)4]. Thisleadsto anarchitecture
asshowvnin Figure8.3.

™~

TCP/IP

-~ TCP/IP

7

’/T:P/IP

Figure8.3: Connectingusing TCP/IPin the sensometwork

Until recently mary believed thattiny sensomodeswould lack the nec-
essarymemoryand computationatesourcedo be ableto run a full instance
of the TCP/IP protocolstack. Therefore the ideaof using TCP/IPfor sensor
networks hasnot beengiven muchresearchattention.We have shovedthata
full TCP/IPstackindeedcanberunevenonverylimited devices[8], andhave
implementedour small ulP TCP/IP implementation[7] on the sensomodes
developedat FU Berlin [1]. Thesenodesare equippedwith an 8-bit Texas
InstrumentsMSP430low-power micro-controllerwith a built-in memory of
2048bytes.Our TCP/IPimplementatiomequiresonly afew hundredsytesof
memoryto operatewhich leavesplenty of memoryfor the actualsensomode
applications.

Thefactthatwe areableto runthe TCP/IPstackevenontiny sensonodes
suggesthat TCP/IPfor sensonetworksmaybewithin reach.Sensonetworks
runningthe TCP/IP protocol suitewould be very easyto connectto existing
TCP/IP networks, and would also ableto bene t from the wealth of readily
availableapplicationssuchas le transfersusingFTP or HTTP and possibly
time synchronizatiorwith NTP. Thereare, however, a numberof problems
with using TCP/IPfor wirelesssensometworksthatneedto be addressethe-
fore TCP/IPis aviablealternatve for sensometworks:
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Theaddressingndroutingscheme®f IP arehost-centric.
Theheademverheadn TCP/IPis very largefor small paclets.

TCP doesnot performwell over links with high bit-errorrates,suchas
wirelesslinks.

The end-to-endetransmissionasedby TCP consumegnegy at every
hop of theretransmissiopath.

IP is designedsothat every network interfaceconnectedo a network has
its own IP addressThepre x of theaddresss the samefor all network inter-
facesin the samephysicalnetwork androutingis donebasedon the network
pre xes. This doesnot t well with the sensometwork paradigm wherethe
maininterests thedatageneratedby the sensoraindtheindividual sensois of
minor importance.Most of the proposeccommunicatiorprotocolsfor sensor
networksusedatacentricroutingandaddressingl0, 12] andeventhoughsim-
ilar mechanism$iave beendevelopedas overlay networks on top of IP [21],
theseusuallyrequiretoo muchstateto bekeptin the participatingnodesto be
feasibleto run onlimited sensomodes.

The sizeof TCP/IPpaclet headerss betweer?8 and40 bytes,andwhen
sendinga few bytesof sensodatain a datagranthe headergonstitutenearly
90% of eachpaclet. Enegy ef ciency is of primeimportancefor sensomet-
works,andsinceradiotransmissioroftenis themostenegy consumingactiv-
ity in asensomode[20], a heademverheadf 90%is not acceptableHence,
mostprotocolsdevelopedfor sensometworks strive to keepthe headerover-
headaslow aspossible.For example,the TinyOS[11] messagdeaderover-
headis only 5%. Theheadeioverheadn TCP/IPcanbereducedisingvarious
formsof headeicompressioifil3, 6, 16, 5]. Thesemechanismarecommonly
designedo work only over asingle-hogink, but work is currentlybeingdone
in trying to adoptthesemechanismso the multi-hopcase{19].

FurthermoresinceTCP wasdesignedor wired networkswherebit-errors
areuncommonandwherepaclet dropsnearly alwaysare dueto congestion,
TCP always interpretspaclet dropsas a sign of congestionand reducesits
sendingratein responseo a droppedpaclet. This leadsto bad performance
overwirelesslinks wherepacletsfrequentlyaredroppedbecausef bit-errors.
TCP misinterpretghe paclket lossas congestiorandlowersthe sendingrate,
eventhoughthe network is not congested.

Also, TCP usesend-to-endretransmissionsyhich in a multi-hop sensor
network requiresa transmissiorby every sensomodeon the path from the
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senderto the receiver. Sucha retransmissiortonsumesnore enegy thana
retransmissiorschemewherethe point of retransmissions moved closerto
therecever. Protocolsusingothermechanismso implementreliability, such
asreliableprotocolsespeciallydevelopedfor sensomnetworks[22, 27, 26], are
typically designedo be enegy conserving.

Methodsfor improving TCP performancen wirelessnetworks have been
proposed?, 3, 14], but theseare often targetedtowardsthe casewherethe
wirelesslink is thelast-hopandnot for wirelessnetworkswith multiple wire-
lesshops.In addition,traditionalmethodsassumehatthe routing nodeshave
signi cantly largeramountsf resourceshanwhatlimited sensomodeshave.

8.5 Comparison of the Methods

The three methodsfor connectingsensometworks to TCP/IP networks pre-
sentedhereare in somerespectorthogonal—itis possibleto make combi-
nationssuchasa partially TCP/IP-basedensometwork with a DTN overlay
connectedo the global Internetusing an front-endproxy. It is thereforenot
possibleto make a direct comparisorof the methods. Instead,we will state
themeritsanddrawvbacksof eachof the methodsandcommenbn situationsin

which eachmethodis suited.

A pureproxy methodworkswell whenthe sensonetwork is deployedrel-
atively closeto a placewherea proxy sener canbe safelyplaced. Sincethe
proxy sener by designmusthave more processingpower and more memory
thanthe sensorsit is likely to requirean electricalpower supplyratherthana
battery Also, the proxy may needto be equippedwith a stablestoragemedia
suchasa harddisk, which may make the proxy physicallylargerthanthe sen-
sornodes.Oneexampleof a situationwherethesecriteriaaremetis anof ce
building ervironment. Here,a proxy sener canbe placedcloseto the sensor
network, perhapsevenin the sameroom asthe sensorsand have immediate
accesdo electricalpower. Anotherexamplewould be a nauticalsensomet-
work wherethe proxy could be equippedwith alargebatterypackandplaced
in the waterwith a buay suchthatthe signi cance of the physicalsize of the
proxy nodewould bereduced.

Front-endproxiescanalsobe usedfor a numberof otherthings, besides
for achiering interconnectiity, suchassensometwork statusmonitoring,and
generatiorof sensoffailurereportsto humanoperators.

TheDTN architectureeanbeviewedasageneralizatiorof the proxy archi-
tectureandindeeda DTN gatevay sharesnary propertieswith a proxy sener.
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A DTN gatavay in the sensometwork regionwill be placedatthe sameplace
asa proxy sener would have beenplaced,and also requiresmore memory
andstablestoragemediathanthe sensomnodes.Thereare,however, anumber
of thingsthat are gainedby usingthe DTN architectureratherthana simple
proxy architecture.First, DTN inherentlyallows for multiple DTN gatevays
in a DTN region, which removesthe single-point-of-ailure problemof the
simple proxy architecture.Secondwhile a proxy architectureusuallyis spe-
cializedfor the particularsensometwork application,DTN providesgeneral
mechanismgandaninterfacethatcanbe usedfor alargenumberof occasions.
Also, if thesensometwork is deployedin a placewith a problematiccommu-
nicationenvironment,the DTN architectureprovidesa setof featureswhich
canbe usedto overcomethe communicatiorproblems.Examplesof suchsit-
uationswould be deep-seaxploration or placeswhereseismicactiity can
disruptcommunication.

Fromaninterconnectiity perspectie,runningnative TCP/IPin the sensor
networks is the most corvenientway to connectthe sensometwork with a
TCP/IPnetwork. Oneor moresensomodeswould simply be attachedo the
TCP/IP network, and the two networks could exchangeinformationthrough
ary of thosenodes.The attachmentanbe doneeitherusinga direct physical
link, suchasan Ethernetcable,or overawirelesstechnologylike GPRS.

While a TCP/IP enabledsensometwork may provide the easiestwvay to
interconnecthe networks, it is usuallynotacompletesolution,but mustbein-
tegratedinto alargerarchitecture The proxyandDTN architecturesliscussed
hereareexamplesof suchanarchitectureWe cane.g.imagineanof ce build-
ing TCP/IP sensometwork thatis connectedo a front-endproxy locatedin
the cellar of the building. The connectionbetweerthe proxy andthe sensor
network would be madeusing the regular TCP/IP local-areanetwork in the
building. Anotherexamplewould be a TCP/IPsensometwork for monitoring
the in-door ervironmentin atrain. A DTN gatevay would be placedin the
sametrain, andthe sensometwork andthe gatevay would communicateusing
TCP/IPoverthetrain'slocalareanetwork. The DTN gatevaywould beableto
transmitthe gatherednformationover the global Internetat placeswherethe
train haslinternetaccess.

Finally, from a securityperspectie, the front-endproxy architecturegoro-
videsa goodplaceto implementuseranddataauthenticationsinceall access
to the sensometwork goesthroughthe proxy. The DTN architecturéds inher
ently designedor securityand usesasymmetriccryptographyto authenticate
bothindividualmessageandrouters.TCP/IPassuchdoesnotprovide ary se-
curity, sosecuritymustbe implementedxternally eitherby usinga front-end
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proxy, DTN, or ary of the existing securitymechanisms$or TCP/IPnetworks
suchasKerberos.It shouldalsobe notedthatsecuritymethodsdevelopedes-
peciallywith wirelesssensonetworksin mind[18, 25] canbeimplementedas
applicationlayersecurityin TCP/IPsensomnetworks.

8.6 Conclusions

We havepresentethreemethoddor connectingvirelesssensornetaith TCP/IP
networks: proxy architecturesPelay TolerantNetworking (DTN) overlays,
and TCP/IPfor sensometworks. The threemethodsareorthogonalin thatit
is possibleto form combinationssuchasa DTN overlay on top of a TCP/IP
sensomnetwork behinda front-endproxy.

The proxy architecturegresimpleandmake it possibleto usespecialized
communicationprotocolsin the sensometwork, but are applicationspeci c
and createsa single point of failure. The DTN architecturealso allows for
specializedprotocols,but providesa much more generalcommunicationar
chitecture. DTN is alsousefulif the sensometwork itself is deployedin a
challengeccommunicatiorervironment.

Finally, by usingthe TCP/IP protocol suite for the sensometwork, con-
nectingthe sensometwork with anotherTCP/IP network is simply doneby
attachingoneor moresensomodesto both networks. However, attachingthe
sensomodesto the TCP/IPnetwork may not alwaysbeideal,anda combina-
tion of eithera proxy architectureand TCP/IR or DTN and TCP/IR may be
bene cial.

TCP/IPfor sensonetworkscurrentlyhasa numberof problemsandthere-
fore furtherresearchin the areais neededeforeTCP/IPcanbeaviablealter
native for sensometworking.
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Abstract

The TCP/IPprotocolsuite,which hasprovenitself highly successfuin wired
networks, is often claimedto be unsuitedfor wirelessmicro-sensonetworks.
In this work, we questionthis conventionalwisdomand presenta numberof
mechanismghat are intendedto enablethe useof TCP/IP for wirelesssen-
sor networks: spatiallP addressassignmentsharedcontext headercompres-
sion, applicationoverlay routing, anddistributed TCP caching(DTC). Sensor
networks basedon TCP/IP have the advantageof beingableto directly com-
municatewith aninfrastructureconsistingeitherof a wired IP network or of
IP-basedwirelesstechnologysuchas GPRS.We have implementedparts of
our mechanisméothin a simulatorenvironmentandon actualsensomodes.
Our preliminaryresultsarepromising.
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9.1 Intr oduction

Many wirelesssensonetworkscannotbe operatedn isolation;the sensonet-
work mustbe connectedo anexternalnetwork throughwhich monitoringand
controllingentitiescanreachthe sensonetwork. The ubiquity of TCP/IPhas
madeit the de-factostandardprotocolsuitefor wired networking. By running
TCP/IPin the sensometwork it is possibleto directly connectthe sensomet-
work with awired network infrastructurewithout proxiesor middle-boes[4].
It is often arguedthat the TCP/IP protocol stackis unsuitedfor sensomet-
works becauseof the speci ¢ requirementsand the extreme communication
conditionsthat sensometworks exhibit. We believe, however, thatby usinga
numberof optimizationmechanismsit is possibleto achieve similar perfor
mancein termsof enegy consumptionand datathroughputwith TCP/IP as
thatobtainedby usingspecializeccommunicatiorprotocolswhile atthesame
time bene ting from the easeof interoperabilityandgeneralityof TCP/IR

We ervision that datatransportin a TCP/IP sensornetworkis doneus-
ing the two maintransportprotocolsin the TCP/IPstack:the best-efort UDP
andthe reliable byte-streaniTCP. Sensordataand otherinformationthat do
not requirereliabletransmissions sentusing UDP, whereasTCP is usedfor
administratve tasksthatrequirereliability andcompatibility with existing ap-
plication protocols. Examplesof suchadministratve tasksare con guration
andmonitoring of individual sensomodes,and downloadsof binary codeor
dataaggreyationdescriptiondo sensomnodes.

The contritution of this paperareour innovative solutionsto thefollowing
problemswith TCP/IPfor sensometworks:

IP addressingarchitecture. In ordinarylP networks, P addresseareas-
signedto eachnetwork interfacethatis connectedo the network. Addressas-
signmentis doneeitherusingmanualcon guration or a dynamicmechanism
suchas DHCR In a large scalesensometwork, manualcon guration is not
feasibleanddynamicmethodsareusuallyexpensve in termsof communica-
tion. Insteadwe proposeaspatial IP addressassignmenschemehatprovides
semi-uniqudP addresse® sensomnodes.

Header overhead. The protocolsin the TCP/IP suite have a very large
headeioverheadparticularlycomparedo specializedensomnetwork commu-
nication protocols. We believe that the sharedcontet natureof sensomet-
works makes headercompeessionwork well asa way to reducethe TCP/IP
headeioverhead.

Addr esscentric routing. Routingin IP networksis basedntheaddresses
of the hostsandnetworks. The applicationspeci ¢ natureof sensometworks
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makesthe useof data-centricoutingmechanism$s] preferableoveraddress-
centricmechanismshowever. We proposea speci ¢ form of an application
overlay networkto implementdata-centricrouting and dataaggreyation for
TCP/IPsensometworks.

Limited nodes. Sensomodesare typically limited in termsof memory
andprocessingower. It is oftenassumedhatthe TCP/IPstackis too heavy-
weightto be feasiblefor suchsmall systems.In previouswork [3], we have
shavn thatthis is not the casebut thatanimplementatiorof the TCP/IPstack
in factcanbe run on 8-bit micro-controllerswith only a few hundredbytesof
RAM.

TCP performanceand energy inef ciency. Thereliablebyte-streanpro-
tocol TCP hasbeenshavn to have seriousperformanceroblemsin wireless
networks [2]. Moreover, the end-to-endacknavledgmentandretransmission
schemeemployed by TCP causesxpensve retransmissionalongevery hop
of thepathbetweerthesendeandtherecever, if apacletis dropped We have
developeda distributed mechanisnsimilar to TCP snoop[2] thatwe believe
canbeusedto overcomebothproblems.

While we arenot awareof ary researcton TCP/IPfor wirelesssensomet-
works, thereis a plethoraof work beingdoneon TCP/IP for mobile ad-hoc
networks (MANETS). Thereare,however, a numberof differencesdetween
sensonetworksandMANETS s thataffecttheapplicabilityof TCP/IR MANET
nodesareoperatedby humanuserswhereasensometworks areintendedto
be autonomous.The usercentricity of MANETs makesthroughputthe pri-
mary performancenetric,while thepernodethroughputin sensomnetworksis
inherentlylow becausef thelimited capabilitiesof thenodes.Insteadenegy
consumptions the primaryconcernin sensomnetworks. Finally, TCPthrough-
putis reducedby mobility [6], but nodesin sensometworksareusuallynotas
mobileasMANET nodes.

In Section®.2through9.6we describeour proposedsolutionsto theabove
problemsandreporton preliminaryresults.Finally, Section9.7 concludeghe
paperandpresentshedirectionof our futurework.

9.2 Spatial IP AddressAssignment

For mostsensometworks, the datageneratedy the sensomodesneedgo be
associateavith the spatiallocationwherethe datawassensedlt is therefore
a reasonablessumptiorthat the nodesin a sensometwork have someway
of determiningtheir location,andmethoddor localizationin sensometworks
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have beendeveloped14].

For TCP/IPsensometworks, we proposea spatial IP addressassignment
mechanismo solve the problemof addressassignment.With spatiallP ad-
dressassignmentgachsensomodeusesits spatiallocationto constructan IP
addressSincewe assumehatthenodesareawareof theirown spatiallocation,
theaddressssignmentequiremeithera centralsenernorcommunicatiorbe-
tweenthesensomodes.

— 10.0.4.5 — 10.0.4.5

@ 10.0.0.0/255.255.252.252 @
3 10064 3 | o\ | 10.0.6.4
‘

Figure9.1: ExamplespatiallP addresassignmenandtwo regionalsubnets.

Figure9.1shavs anexamplenetwork with spatiallyassignedP addresses.
In this particularnetwork, eachsensothasconstructedts IP addressy tak-
ing the (x; y) coordinate®f the nodeasthe two leastsigni cant octetsin the
IP address.We do not intendto specifythe speci ¢ way that the addresses
areconstructedput assumehatit will vary betweendifferentkind of sensor
networks.

Becausdocationinformationis encodedn the P addressesye cande ne
aregional subnetasa setof sensomodesthat sharea pre x (Figure9.1)and
implementastraightforvardregionalbroadcasimechanismanalogouso ordi-
narylP subnebroadcastsThis mechanisndoesnotrequirea specialmapping
betweerlogical andphysicallocationasneedede.g.,in GeoCas{10].

The spatiallyassignedP addressearenot guaranteedo be unique,since
two or more adjacentsensomodesmay obtainthe samelocationcoordinates
andtherebyconstructhe sameaddressNodeswith duplicateaddressearein
the proximity of eachother, however, which helpsto avoid routing problems;
nodeswith duplicateaddressearelikely to sharelarge partsof routing paths
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towardsthe nodes. Transportlayer port numbercon icts for sensorghatare
ableto overheareachother's radiocommunicatiorcanbe resohedby passie
monitoringof the neighbors'communication.

9.3 HeaderCompression

Enegy is often the most scarceresourcein wirelesssensornetworks, and
for mary applicationsradio transmissioris the mostexpensve actwity [12].
The minimum size of a UDP/IP headeris 28 bytesanda 4 bytessensordata
valuesentusingusingUDP/IPhasa87.5%headenverheadwhich causdarge
amountf enegy to be spentin transmittingthe header

In sensometworks, all sensomodesare assumedo cooperatdowardsa
commongoal, andthereforethe nodessharea commoncontext. For thatrea-
son,all nodescanagreeon speci c UDP/IPheadereld valuesfor sensodata
UDP datagrams.The headercanthenbe compressedising simple pattern-
matchingtechniquesFor example,sinceall nodesarepartof thesameP sub-
net,thereis no needto transmitfull IP addressem the header®f pacletsthat
aresourcedrom or aredestinedo nodesin the sensometwork. Similarly, by
utilizing only a smallrangeof UDP portsfor the sensodatadatagramstrans-
mitting full 16-bit port numberds not requiredfor packetscontainingsensor
data.

For TCP connectionsstandarcheadercompressiorniechniqueg8, 9] can
be used,but the speci ¢ requirement®f the sensometwork placeadditional
challengesFor instancewhile ordinaryTCP headeccompressiomaybecon-
tent with the connectionend-pointsdetectingand retransmittingincorrectly
decompresseleadersa multi-hop wirelesssensometwork mustperformin-
network detectiomandretransmissioiin a moreaggressie mannetecausef
the enegy consumptiorcausedy end-to-endretransmissionsit shouldalso
be notedthatothersareworking on multi-hopawareheadeicompressiorech-
niques[11] thatcouldbebene cial for TCP/IPsensometworksaswell.

9.4 Application Overlay Routing

The spatial IP addressingnechanisnprovides a way to sendIP pacletsto
nodesspeci ed by their spatiallocation, but a pure IP paclet routing scheme
cannotreadily supportdataaggreyationor attribute basedrouting. Insteadwe
believe that applicationoverlay networks may be a good way to implement
suchmechanismsAt rst sight,anoverlaynetwork might seemtoo expensve
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for a wirelesssensometwork, becausef the mappingrequiredbetweenthe
physicalnetwork andthe overlay network. We argue,however, thatby choos-
ing an overlay network that ts well with the underlyingphysicalnatureof a
sensomnetwork, the mappingis not necessarilexpensve.

We believe that UDP datagramsentusinglink local IP broadcasf13] is
asuitablemechanisnfor implementinganapplicationoverlaynetwork on top
of thephysicalsensonetwork structure Link localbroadcastprovide adirect
mappingbetweerthe applicationoverlayandthe underlyingwirelessnetwork
topology By tuning the headercompressiorior the specialcaseof link-local
broadcaststhe headeroverheadof suchpacketsdoesnot needto be signi -
cantly larger thanthat of a broadcaspaclet directly sentusingthe physical
network interface. Furthermore link-local applicationlayer broadcastsan
alsobe usedto implementboth low-level mechanismsuchasneighbordis-
covery andhigh-level protocolssuchasDirectedDiffusion[7].

In additionto the compatibility aspectsan applicationlayer overlay net-
work alsohasthebene tsof generalityin thatit canberuntransparentlyver
bothsensonodesandregular Internethosts without requiringproxiesor pro-
tocol corverters.

9.5 Tiny TCP/IP Implementation

It is oftenassumedthat TCP/IPis too heary-weightto befeasibleto implement
on a small systemsuchasa sensomode. We have previously shovn [3] that

evena smallsystemcanrun the full TCP/IP protocolstack,albeitwith lower

performancén termsof throughput OurulP TCP/IPimplementatior3] occu-

piesonly afew kilobytesof codespaceandrequiresaslittle asafew hundreds
bytesof memory andwe have successfullyportedit to the Embeddedsensor
Board(ESB)developedat FU Berlin [1]. The ESBis equippedvith anumber
of sensorsanRFtranscerer, andanMSP430ow-power8-bit micro-controller
with 2048bytesof RAM and60 kilobytes ash ROM.

9.6 Distributed TCP Caching

The reliable byte-streamT CP was designedfor wired networks where bit-
errorsareuncommorandwherecongestioris thepredominansourceof paclet
drops. Therefore,TCP alwaysinterpretspaclet dropsasa sign of congestion
andreducests sendingrate in responseo a droppedpaclet. Packet drops
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in wirelessnetworks are oftendueto bit-errors,which leadsTCP to misinter
pretthe pacletlossascongestion.TCPwill thenlower the sendingrate,even
thoughthe network is not congested.

Furthermore ,TCP usesend-to-endetransmissionsyhich in a multi-hop
sensonetwork requiresaretransmitteghacletto beforwardedby every sensor
nodeon the pathfrom the sendetto the recevver. As Wanetal. note,end-to-
endrecovery is not a good candidatefor reliabletransportprotocolsin sensor
networkswhereerrorratesarein therangeof 5%to 10%or evenhigher[15]. A
schemawith local retransmissions moreappropriatesinceit is ableto move
thepoint of retransmissiomclosertowardsthe nal recipientof the paclet.

To dealwith theseissues,we proposea schemecalled distributed TCP
caching (DTC) thatusessegmentcachingandlocal retransmissions cooper
ationwith thelink layer. Othermechanismg$or improving TCP performance
overwirelesslinks, suchasTCP snoop[2], focusonimproving TCP through-
put In contrastDTC is primarily intendedto reducethe enegy consumption
requiredby TCP. DTC doesnot requireary protocol changeseitherat the
sendemnorattherecever.

We assuméhateachsensomodeis ableto cacheonly a small numberof
TCP sggments;speci cally, we assumehatnodesonly have enoughmemory
to cacheasinglesegment.

Sender Receive
———L Node
we 7
\3{> Sender Receive
Node 5 Ackl-----7

1
Node 7Ack 2. -4
2

Ack4 ______oo----]

|- - - -

Figure9.2: Distributed TCP caching(left) andspuriousretransmissioifright)

Theleft partof Figure9.2shavsasimpli ed examplehow weintendDTC
to work. In this example,a TCP sendettransmitsthree TCP segments. Seg-
ment1 is cachedby nodeb5 right beforeit is droppedin the network, and
segment? is cachedy node7 beforebeingdropped Whenreceving segment
3, theTCPreceversendsaanacknavledgmeni{ACK 1). Whenreceving ACK
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1, node5, which hasacachedcopy of sgmentl, performsalocal retransmis-
sion. Nodeb5 alsorefrainsfrom forwardingthe acknavledgmenttowardsthe
TCP senderso that the acknavledgmentsegmentdoesnot have to travel all
theway throughthe network. Whenreceving theretransmittecdegment1, the
TCP recever acknavledgesthis sgmentby transmittingACK 2. On recep-
tion of ACK 2, Node7 performsa local retransmissiof sggment2, which
was previously cached. This way, the TCP recever obtainsthe two dropped
segmentsby local retransmissionfom sensomodesin the network, without
requiring retransmissionfrom the TCP sender Whenthe acknavledgment
ACK 4 is forwardedtowardsthe TCP sender sensomodeson the way can
cleartheir cachesaindarethusreadyto cachenen TCP sggments.

9.6.1 SegmentCachingand Packet LossDetection

DTC usessggmentcachingto achiese local retransmissionsBecauseof the
memorylimitations of the sensomodes,it is vital to the performanceof the
mechanismo nd anappropriatevay for nodesto selectwhich segmentsto
cache.lInitial analysissuggesthata desirableoutcomeof the selectionalgo-
rithm is that segmentsarecachedat nodesascloseto the recever aspossible,
andthatnodescloserto therecever cachesegmentswith lower sequencaum-
bers. To achieve this, eachnode cachesthe TCP segmentwith the highest
sequenceumberseen,andtakesextra careto cachesggmentsthatarelikely
to be droppedfurther along the path towardsthe recever. We usefeedback
from alink layerthatsupportgositive acknaviedgmentso infer pacletdrops
onthenext-hop. A TCP sggmentthatis forwardedbut for which no link layer
acknavledgments receved may have beenlost in transit,andthe segmentis
lockedin the cacheindicatingthatit shouldnot be overwrittenby a TCP seg-
mentwith a highersequenceiumber A locked segmentis clearedfrom the
cacheonly whenan acknavledgmentthat acknavledgesthe cachedsegment
is recevved,or whenthe segmenttimesout.

To avoid retransmissionfrom the original TCP senderDTC needsto re-
spondfasterto packetdropsthanregular TCP. DTC usesordinary TCP mech-
anismsto detectpaclet loss: time-outsand duplicateacknaviedgments.Ev-
ery nodeparticipatingin DTC maintainsa soft TCP statefor connectionghat
passthroughthe node.We assumesymmetricandrelatively stableroutes,and
thereforethe nodescanestimatethe delaysbetweernthe nodeandthe connec-
tion end-points. The delaysexperiencedby the nodesare lower thanthose
estimatedy the TCPend-pointsandthenodesarethereforeableto uselower
time-outvaluesandperformretransmissiongquicker thanthe connectiorend-



116 Paper D

points.

In TCPR, duplicateacknavledgmentssignaleitherpacletlossor paclet re-
ordering.A TCPreceverusesathresholdf threeduplicateacknaviedgments
asasignalof pacletloss,which maybetoo conserativefor DTC. Sinceeach
DTC nodeinspectsthe TCP sequenceaumbersof forwardedTCP segments,
thenodesmaybeableto computea heuristicfor theamountof pacletreorder
ing, andto lowerthe duplicateacknaviedgmenthresholdf pacletreordering
is found to be uncommonin the network. Furthermorecaremustbe taken
to avoid spuriougretransmissionsausedy misinterpretingacknavledgments
for new dataasacknavledgmentghatsignalpacletloss,asshovnin theright
partof Figure9.2. Thenodescanuseestimatedound-triptimesto distinguish
betweenan acknavledgmentthat detectsa lost packet and onethat acknawl-
edgesew data.

We arealsoconsideringusingthe TCP SACK optionto detectpacletloss
andalsoasa signalingmechanisnbetweerDTC nodes.

9.6.2 Preliminary Results

We have performedsimulationscomparingstandardl CP with DTC. Our re-
sultsshav vastimprovements:For pathlengthsbetween5 and 10 hopsand
pacletlossrateshetweerb% and15%,the numberof retransmissionthatthe
TCP senderhasto performdecreaseby a factorof four to eight. For exam-
ple,with a pacletlossrateof 10%for datapaclets(5% for acknavledgments
and 2% for link level acknavledgments)a pathlength of 10 hops,andwith
500 pacletsto be transmittedthe numberof requiredsourceretransmission
decreaseffom 51 to 6 (averagedover 30 differentruns).

In sensometworks, sensodata o ws from sourcego sinks,whereascon-
trol or managemendata o ws from sinksto sourceq15]. Therefore,nodes
closeto the sink usuallyarethe rst to run out of enegy becauseensomdata
senttowardsthe sink hasto passthem. As shown by our initial simulation
resultsin Figure9.3, DTC is ableto reducethe load at the nodescloseto the
sink/TCPsender

We do notyet have ary resultsfrom the TCP headercompressiorcoupled
with DTC, but our UDP/IP headeicompressois ableto reduceUDP/IP head-
ersfor sensodatafrom 28to threebytes.
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Figure9.3: DTC loadreductioncloseto sender

9.7 Conclusionsand Futur e Work

In this paperwe challengethe assumptiorthat TCP/IPis unsuitablefor sen-
sor networks. Our main contributions are a spatial IP addressassignment
schemeand a mechanisnfor distributed segmentcachingcalled distributed
TCPcaching.

Futurework will be targetedat further developmentandevaluationof the
proposedmechanismaising both simulation and experimentswith physical
sensometworks. We are currentlylooking into the interactionsbetweenthe
link layerandheadercompressiomechanismshatwork togethemwith DTC.
ForDTC,wewill considetheenegy consumptioniradeofsinvolvedwith link
layerswith differentlevels of reliability. We alsointendto compareDTC with
transporprotocolsspeci cally designedor sensonetworkssuchasPSFQ[15].
Furthermorewe are currentlyimplementingthe DTC mechanisnon actual
sensomodesin orderto measureaeal-world performanceand preliminaryre-
sultsshaw thatthesensonodesarecapableof runningbothafull TCP/IPstack
andthe DTC mechanism.



Bibliography

Bibliography

[1]

(2]

3]

[4]

[5]

[6]

[7]

(8]

[9]

CST Groupat FU Berlin. ScatterwetEmbeddedSensorBoard. Web
page.2003-10-21URL: http://www.scatterwelzom/

H. BalakrishnanS. SeshankE. Amir, andR. Katz. Improving TCP/IP
performanceverwirelessnetworks. In MOBICOM'95, 1995.

A. Dunkels. Full TCP/IPfor 8-bit architectures.In Proceedingof The
FirstinternationalConfeenceon Mobile SystemsipplicationsandSer
vices(MOBISYS03), SanFranciscoCalifornia,May 2003.

A. Dunkels, T. Voigt, J. Alonso, H. Ritter, and J. Schiller Connect-
ing WirelessSensornetsvith TCP/IP Networks. In Proceedingof the
Secondnternational Confeenceon Wired/Wrelessinternet Communi-
cations(WWIC2004) Frankfurt(Oder),Germairy, February2004.

D. Estrin, R. Govindan,J. S. Heidemannand S. Kumar Next century
challenges:Scalablecoordinationin sensometworks. In Mobile Com-
putingand Networking pages263—-270,1999.

G. HollandandN. H. Vaidya. Analysisof TCP performancever mobile
adhocnetworks. In MOBICOM'99, August1999.

C. Intanagonwivat, R. Govindan,andD. Estrin. Directeddiffusion: a
scalableand robust communicationparadigmfor sensornetworks. In
Mobile Computingand Networking pages56—-67,2000.

V. Jacobson. Compressingl CP/IP headerdor low-speedserial links.
RFC1144,InternetEngineeringraskForce,Februaryl1990.

S.PinkM. DegermarkB. Nordgren.IP headeicompressionRFC 2507,
InternetEngineeringraskForce,February1 999.

118



[10] Julio C. NavasandTomaszmielinski. GeoCast geographiaddressing
androuting. In Mobile Computingand Networking page$6-76,1997.

[11] S.MishraR. SridharanR. Sridhar A robustheadercompressionech-
niquefor wirelessadhocnetworks. In MobiHoc 2003 2003.

[12] V. RaghunathanC. Schugers, S. Park, and M. Srivastaa. Enegy
aware wirelessmicrosensometworks. IEEE Signal ProcessingMaga-
zing 19(2):40-50March2002.

[13] J.ReynoldsandJ. Postel. Assignednumbers.RFC 1700, InternetEngi-
neeringTaskForce,Octoberl994.

[14] AndreasSavvides,Chih-ChiehHan,andMani B. Strivastava. Dynamic
ne-grainedlocalizationin ad-hocnetworks of sensors.In Proceedings
of the 7thannualinternationalconfeenceon Mobile computingand net-
working, pagesl66—179ACM Press2001.1SBN: 1-58113-422-3

[15] C.Y. Wan, A. T. Campbell,andL. Krishnamurthy PSFQ:A Reliable
TransportProtocolFor WirelessSensomNetworks. In WSM'02, 2002.












