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Abstract. Wirelesssensornetworks are basedon the collaboratve efforts of

mary smallwirelesssensomodeswhich collectively areableto form networks
throughwhich sensorinformation canbe gathered Suchnetworks usually can-
not operatein completeisolation,but mustbe connectedo an externalnetwork

throughwhich monitoring and controlling entities can reachthe sensornetAs

TCP/IR, the Internetprotocol suite, hasbhecomethe de-facto standardor large-
scalenetworking, it is interestingto beableto connectsensornetto TCP/IPnet-
works. In this paper we discusghreedifferentwaysto connectsensometworks
with TCP/IP networks: proxy architecturesDTN overlays,and TCP/IPfor sen-
sor networks. We concludethat the methodsarein somesense®rthogonaland
thatcombinationsarepossible put thatTCP/IPfor sensomnetworkscurrentlyhas
a numberof issuesthat requirefurther researctbefore TCP/IP can be a viable
protocolfamily for sensometworking.

1 Intr oduction

Wirelesssensometworksis aninformationgatheringparadigmbasedon the collective
efforts of mary smallwirelesssensonodesThesensonodeswhichareintendedo be
physicallysmallandinexpensve,areequippedvith oneor moresensorsa short-range
radiotranciever, a smallmicro-controller anda power supplyin theform of a battery

Sensometwork deploymentsareervisionedto be donein large scaleswhereeach
network consistsof hundredsor even thousandof sensomodes.In sucha deploy-
ment, humancon guration of eachsensomodeis usually not feasibleand therefore
self-con gurationof the sensomodesis important.Enegy ef ciency is alsocritical,
especiallyin situationswvhereit is not possibleto replacesensomnodebatteriesBattery
replacemeninaintenancés alsoimportantto minimizefor deploymentswherebattery
replacemenis possible.

Mostsensonetwork applicationsimatmonitoringor detectiorof phenomenaEx-
amplesincludeof ce building ervironmentcontrol, wild-life habitatmonitoring[17],
andforest re detectior{24]. For suchapplicationsthe sensonetworkscannotoperate
in completeisolation;theremustbe a way for a monitoringentity to gainaccesgo the
dataproducedby the sensometwork. By connectinghe sensometwork to anexisting
network infrastructuresuchasthe global Internet,a local-areanetwork, or a private
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intranet,remoteaccesgo the sensometwork canbe achieved. Giventhatthe TCP/IP

protocol suite hasbecomethe de-facto networking standardnot only for the global

Internetbut alsofor local-areanetworks, it is of particularinterestto look at methods
for interconnectingsensometworks and TCP/IP networks. In this paper we discussa

numberof waysto connectsensometworksto TCP/IPnetworks.

Sensometworks often are intendedto run specializedcommunicationprotocols,
therebymaking it impossibleto directly connectthe sensometwork with a TCP/IP
network. Themostcommonlysuggeste@vay to getthesensonetwork to communicate
with aTCP/IPnetwork is to deploy a proxy betweerthesensonetwork andthe TCP/IP
network. The proxyis ableto communicatédothwith the sensorsn the sensomnetwork
and hostson the TCP/IP network, andis therebyableto eitherrelay the information
gatheredy thesensorsor to actasa front-endfor the sensomnetwork.

DelayTolerantNetworking (DTN) [9] is arecentlyproposedommunicatiormodel
for ervironmentswherethe communicationis characterizedby long or unpredictable
delaysandpotentiallyhigh bit-errorrates Examplesncludemobile networksfor inac-
cessibleervironments satellitecommunicationandcertainforms of sensometworks.
DTN createsan overlay network on top of the Internetand useslate addressinding
in orderto achieve independencef the underlyingbearerprotocolsand addressing
schemesTCP/IP and sensometwork interconnectiorcould be doneby usinga DTN
overlayontop of thetwo networks.

Finally, by directly running the TCP/IP protocol suite in the sensornetwork, it
would be possibleto connectthe sensometwork andthe TCP/IP network without re-
quiring proxiesor gatavays.In a TCP/IP sensometwork, sensordatacould be sent
usingthebest-efort transporprotocolUDP, andthereliablebyte-streamransporipro-
tocol TCP would be usedfor administratve taskssuchas sensorcon guration and
binarycodedownloads.

Dueto thepowerandmemoryrestrictionsof thesmall8-bit micro-controllersn the
sensomnodesit is oftenassumedhat TCP/IPis not possibleto runin sensomnetworks.
In previouswork [8], we have shavn thatthisis nottrue;evensmallmicro-sensonodes
areableto run afull instanceof the TCP/IPprotocolstack.We have alsosuccessfully
implementedour small ulP TCP/IP stack[7] on the small sensomodesdevelopedat
FU Berlin [1]. Thereare,however, anumberof problemghatneedgo besolvedbefore
TCP/IPcanbeaviablealternatve for sensometwork communication.

The restof the paperis structuredas follows. We discussproxy architecturesn
Section2, followed by a discussiorof the DTN architecturen Section3. TCP/IPfor
sensometworks is presentedn Section4, anda comparisorof the threemethodsis
givenin Section5. Finally, the paperis concludedn Section6.

2 Proxy Architectures

Deploying aspeciabroxy senerbetweerthesensonetwork andthe TCP/IPnetwork is
averysimpleandstraightforwardwayto connecthetwo networks.In its simplestform,
the proxy residesas a custom-maderogramrunningon a gatevay computerwhich
hasaccesdo both the sensometwork andthe TCP/IP network. Sinceall interaction



ConnectingWirelessSensornetwith TCP/IPNetworks 3

betweerclientsin the TCP/IPnetwork andthe sensomodess donethroughthe proxy;,
thecommunicatiorprotocolusedin the sensonetwork may be choserfreely.

Protoco\
Proxy T~ [ESE /

% Ay sensor network
Internet protocols

Fig. 1. Proxyarchitecture

Theproxy canoperatdn eitherof two ways:asarelay, or asafront-end.In the rst
casetheproxywill simplyrelaydatacomingfrom the sensonetwork to clientsonthe
TCP/IPnetwork. Theclientsmustregistera particulardatainterestwith theproxy, and
theproxy will thenrelaydatafrom the sensometwork to theregisteredclients.

In the secondcase,wherethe proxy actsas a front-endfor the sensometwork,
the proxy pro-actively collectsdatafrom the sensorsand storesthe informationin a
databaseThe clientscanquerythe proxy for speci ¢ sensoratain a variety of ways,
suchasthroughSQL-queriesor web-basednterfaces.

Oneadwantageof the proxy basedapproacho interconnecsensomandTCP/IPnet-
worksis thatthe proxy completelydecoupleghe two networks. This naturallyallows
for specializeccommunicatiorprotocolsto be implementedn the sensometwork. A
front-endproxy canalsobe usedto implementsecurityfeaturessuchasuseranddata
authentication.

Among the drawbacksof the proxy approacharethatit createsa single point of
failure. If the proxy fails, all communicatiorto andfrom the sensometwork is effec-
tively madeimpossible.One possiblesolutionwould be to deploy redundang in the
form of a setof back-upproxies.Unfortunately sucha solution reduceghe simplic-
ity of the proxy approachOtherdravbacksarethata proxy implementatiorusuallyis
specializedor a speci ¢ taskor a particularsetof protocols.Sucha proxy implemen-
tation requiresspecialproxiesfor eachapplication.Also, no generalmechanisnfor
inter-routingbetweerproxiesexist.

Proxieshave previously beenusedfor connectingdevicesto TCP/IP networksin
orderto overcomelimitations posedby the devicesthemseles,or limitations caused
by the communicatiorervironmentin which the devicesarelocated.The WirelessAp-
plication Protocol(WAP) stack[15] is intendedo be simplerthanthe TCP/IPprotocol
stackin orderto run on smallerdevices,andto be bettersuitedto wirelesserviron-
ments.WAP proxiesareusedto connectWAP deviceswith the Internet.Similarly, the
RemoteSoclet Architecture[23] exportsthe BSD soclet interfaceto a proxy in order
to outperformordinary TCP/IPfor wirelesslinks.
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3 Delay Tolerant Networks

The Delay TolerantNetwork architecturd9] is intendedfor so-calledchallengedervi-
ronmentsPropertieof suchervironmentsincludelong and variabledelays,frequent
network partitioning,potentiallyhigh bit-errorratesandasymmetricatiatarates DTN
is basedon the obsenationthatthe TCP/IP protocolsuiteis built arounda humberof
implicit assumptionghatdo not hold truein challengeccommunicatiorervironments.
In particular theunderlyingassumptionsf TCP/IPare:

— An end-to-endpath mustexist betweensourceand destinationduring the whole
dataexchange.

— Themaximumroundtrip-time for pacletsmustberelatively smallandstable.

— Theend-to-engacletlossis relatively small.

TheDTN architecturatlesigncontainsseveralprinciplesto provide servicein these
ervironments:

— DTN usesan overlayarchitecturebasedon store-and-fonard messageswitching.
The messages;alledbundles thataretransmitteccontainbothuserdataandrele-
vantmeta-dataA message-switchearchitecturgrovidestheadvantageof apriori
knowledgeof the sizeandperformanceequirement®f the datatransfer The bun-
dle layerworksasanapplicationlayeron top the TCP/IPprotocolstack.

— The basetransferbetweennodesrelies on store-and-fonard techniquesij.e., a
paclet is keptuntil it canbe sentto the next hop. This requiresthat every node
hasstorageavailablein the network. Furthermorethis allows to advancethe point
of retransmissiotowardsthe destination.

A DTN consistasetof regionswhich shareacommonlayercalledthebundlelayer
that residesabove the transportlayer. The bundle layer storesmessage# persistent
storageif thereis no link available,fragmentsmessageff necessaryand optionally
implementsend-to-endeliability. The layersbelown the bundlelayerarenot speci ed
by the architectureput are chosendynamicallybasedon the speci c communication
characteristicandthe availableprotocolsin eachregion. Oneor moreDTN gatevays
exist in eachDTN region. The DTN gatevay forwardsbundlesbetweenregions,and
takescareof deliveringmessagefom otherregionsto hostswithin thelocal region.

TheDTN architecturdnasbeendesignedvith thesensonetwork paradigmn mind.
In sensonetworks,thenetwork maybe partitionedfrequentlywhennodesgointo sleep
modeor becauseof nodefailure. This will disruptany end-to-endpathsthroughthe
network. Also, paclet lossratesin sensometworks canbe very high [28] androutes
maybeasymmetric.

Whenconnectingsensonetworksto a TCP/IPnetwork usingthe DTN architecture,
we have at leasttwo regions as depictedin Figure 2: one TCP/IP region wherethe
TCP/IPprotocolsuiteis usedandonesensometwork region wherespecializedsensor
network protocolsareimplementedA DTN gatevay nodeis put in betweenthe two
networks, similar to wherea proxy would have beenplaced.

The DTN gatavay actsmuchasa relay proxy asdiscussedn the previoussection,
andtherelayproxy approacktanbeviewedasa speci c instanceof the DTN architec-
ture. The DTN architecturés muchmoregenerakhana simpleproxy basedapproach,
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Fig. 2. Connectingusingthe DTN architecture

however, asthe DTN architectureaven allows mappingthe sensometwork into more

thanoneDTN region,with DTN gatavayslocatedwithin thesensonetwork. For sensor
networks wherenetwork partitioningis frequent,or whereend-to-enccommunication
isimpossiblesuchanetwork designwould beappropriateA fully DTN enabledsensor
network would easilybe extendedto a TCP/IP network, simply by connectingone or

moreof the DTN gatevaysto the TCP/IPnetwork.

4 TCP/IP for SensorNetworks

Directly employing the TCP/IPprotocolsuiteasthecommunicatiorprotocolin thesen-
sor network would enableseamleséntegrationof the sensometwork andary TCP/IP
network. No specialintermediarynodesor gatevayswould be neededor connectinga
sensometwork with a TCP/IP network. Rather the connectionwould simply be done
by connectingone or moresensomodesto the TCP/IP network. TCP/IPin the sensor
network would also provide the possibility to route datato and from the sensomet-
work over standardechnologiessuchas GeneralPacket Radio Service(GPRS)[4].
This leadsto anarchitectureasshown in Figure3.

TCPiIP / haN
-~ . \ TCP/IP
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Fig. 3. Connectingusing TCP/IPin the sensomnetwork
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Until recently mary believedthattiny sensonodeswould lackthenecessarynem-
ory andcomputationafesourceso beableto runafull instanceof the TCP/IPprotocol
stack.Thereforetheideaof usingTCP/IPfor sensonetworkshasnotbeengivenmuch
researclattention.We have shavedthatafull TCP/IPstackindeedcanberunevenon
very limited devices[8], and have implementedour small ulP TCP/IP implementa-
tion[7] onthesensonodesdevelopedat FU Berlin [1]. Thesenodesareequippedwith
an 8-bit TexasInstrumentdViISP430low-power micro-controllerwith a built-in mem-
ory of 2048bytes.Our TCP/IPimplementatiorrequiresonly a few hundredsbytesof
memoryto operatewhich leavesplenty of memoryfor the actualsensomodeapplica-
tions.

Thefactthatwe areableto run the TCP/IPstackevenontiny sensomnodessuggest
that TCP/IP for sensometworks may be within reach.Sensometworks running the
TCP/IPprotocolsuitewould be very easyto connecto existing TCP/IPnetworks,and
would alsoableto bene t from the wealthof readily availableapplicationssuchas le
transfersusing FTP or HTTP and possiblytime synchronizatiorwith NTP. Thereare,
however, a numberof problemswith using TCP/IP for wirelesssensometworks that
needto beaddresseteforeTCP/IPis aviablealternative for sensometworks:

— Theaddressingndroutingscheme®f IP arehost-centric.

— Theheadeiverheadn TCP/IPis very largefor smallpaclets.

— TCP doesnot performwell over links with high bit-error rates,suchaswireless
links.

— Theend-to-endetransmissionasedby TCP consume®negy at every hop of the
retransmissiompath.

IP is designedso that every network interfaceconnectedo a network hasits own
IP addressThe pre x of theaddresss the samefor all network interfacesin the same
physicalnetwork androutingis donebasedon the network pre x es.This doesnot t
well with thesensonetwork paradigmwherethe maininterestis thedatageneratedby
thesensorsindtheindividual sensois of minorimportanceMostof theproposeaom-
municationprotocolsfor sensometworks usedatacentricrouting andaddressing10,
12] andeventhoughsimilar mechanisméiave beendevelopedasoverlay networks on
top of IP [21], theseusuallyrequiretoo muchstateto be keptin the participatingnodes
to befeasibleto runonlimited sensomodes.

The sizeof TCP/IP paclet headerss betweer?8 and40 bytes,andwhensending
a few bytesof sensordatain a datagramthe headersconstitutenearly 90% of each
paclet. Enegy efciency is of prime importancefor sensometworks, and sincera-
dio transmissioroften is the mostenegy consumingactiity in a sensomode[20], a
headeroverheadof 90% is not acceptableHence , mostprotocolsdevelopedfor sen-
sor networks strive to keepthe headeroverheadaslow aspossible For example,the
TinyOS[11] messagdeadenoverheads only 5%. Theheadewoverheadn TCP/IPcan
bereducedisingvariousformsof headecompressiofil 3,6, 16,5]. Thesemechanisms
arecommonlydesignedo work only overasingle-hogdink, but work is currentlybeing
donein trying to adoptthesemechanismso the multi-hop cas€/19].

Furthermoresince TCP wasdesignedor wired networks wherebit-errorsareun-
commonand where paclet drops nearly always are due to congestion,TCP always
interpretspacket dropsasa signof congestiorandreducests sendingratein response
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to a droppedpaclet. This leadsto bad performanceover wirelesslinks where pack-
etsfrequentlyare droppedbecausef bit-errors. TCP misinterpretghe paclet lossas
congestiorandlowersthe sendingrate,eventhoughthe network is not congested.

Also, TCPusesnd-to-endetransmissionsyhichin amulti-hopsensonetwork re-
quiresatransmissiorby every sensomodeon the pathfrom the sendetto therecever.
Sucha retransmissiotonsumesnoreenegy thanaretransmissioischemeavherethe
point of retransmissioris moved closerto the recever. Protocolsusing othermecha-
nismsto implementreliability, suchasreliable protocolsespeciallydevelopedfor sen-
sornetworks[22,27,26], aretypically designedo beenegy conserving.

Methodsfor improving TCP performancein wirelessnetworks have beenpro-
posed[2, 3,14], but theseare often targetedtowardsthe casewherethe wirelesslink
is thelast-hop,andnot for wirelessnetworks with multiple wirelesshops.In addition,
traditionalmethodsassumethatthe routingnodeshave signi cantly largeramountsof
resourceshanwhatlimited sensomodeshave.

5 Comparison of the Methods

Thethreemethoddor connectingsensometworksto TCP/IPnetworks presentedhere
arein somerespect®rthogonal—its possibleo make combinationsuchasa partially
TCP/IP-basedsensornetwork with a DTN overlay connectedo the global Internet
usinganfront-endproxy. It is thereforenot possibleto make a directcomparisorof the
methodsInstead we will statethe meritsanddrawbacksof eachof the methodsand
commenton situationsin which eachmethodis suited.

A pure proxy methodworks well whenthe sensometwork is deployed relatively
closeto a placewherea proxy sener canbe safelyplaced.Sincethe proxy sener by
designmusthave moreprocessingpoverandmorememorythanthesensorsit is likely
to requireanelectricalpower supplyratherthana battery Also, the proxy may needto
beequippedvith astablestoragemediasuchasaharddisk, whichmaymake theproxy
physicallylargerthanthe sensonodes Oneexampleof a situationwherethesecriteria
aremetis anof ce building environment.Here,a proxy sener canbe placedcloseto
thesensometwork, perhapsvenin the sameroomasthe sensorsandhaveimmediate
accesgo electricalpower. Anotherexamplewould be a nauticalsensometwork where
the proxy could be equippedwith a large batterypackandplacedin the waterwith a
buoy suchthatthesigni canceof thephysicalsizeof the proxy nodewould bereduced.

Front-endproxiescanalsobe usedfor anumberof otherthings,besidedor achies-
ing interconnectiity, suchassensometwork statusmonitoring,andgeneratiorof sen-
sorfailurereportsto humanoperators.

The DTN architecturecanbe viewed asa generalizatiorof the proxy architecture
andindeeda DTN gatevay sharesnary propertieswith a proxy sener. A DTN gate-
way in the sensometwork region will be placedat the sameplaceasa proxy sener
would have beenplaced,andalsorequiresmorememoryandstablestoragamediathan
the sensomodes.Thereare,however, a numberof thingsthataregainedby usingthe
DTN architectureatherthana simpleproxy architectureFirst, DTN inherentlyallows
for multiple DTN gatevaysin aDTN region, which removesthesingle-point-of-ailure
problemof the simpleproxy architectureSecondwhile a proxy architecturausuallyis



8 AdamDunkels, JuanAlonso, ThiemoVoigt, HartmutRitter, JocherSchiller

specializedor the particularsensometwork application DTN providesgeneramech-
anismsandan interfacethat canbe usedfor a large numberof occasionsAlso, if the
sensomnetwork is deployedin a placewith a problematiccommunicatiorervironment,
the DTN architectureprovidesa set of featureswhich canbe usedto overcomethe
communicatiomproblems Examplesof suchsituationswould be deep-se&xploration
or placeswvhereseismicactivity candisruptcommunication.

From an interconnectiity perspectie, running natve TCP/IP in the sensornet-
works is the mostcorvenientway to connectthe sensometwork with a TCP/IP net-
work. Oneor moresensomnodeswould simply be attachedo the TCP/IPnetwork, and
thetwo networks could exchangeinformationthroughany of thosenodes.The attach-
mentcanbedoneeitherusinga directphysicallink, suchasan Ethernetcable,or over
awirelesstechnologylike GPRS.

While aTCP/IPenabledsensonetwork mayprovidetheeasiestvayto interconnect
the networks, it is usuallynot a completesolution,but mustbe integratedinto a larger
architecture The proxy and DTN architecturegliscussechereare examplesof such
an architectureWe cane.g.imaginean of ce building TCP/IP sensometwork thatis
connectedo a front-endproxy locatedin the cellar of the building. The connection
betweenthe proxy andthe sensometwork would be madeusing the regular TCP/IP
local-areanetwork in thebuilding. Anotherexamplewould bea TCP/IPsensonetwork
for monitoringthe in-door ervironmentin a train. A DTN gatevay would be placed
in the sametrain, andthe sensometwork andthe gatevay would communicateising
TCP/IPoverthetrain'slocalareanetwork. The DTN gatevaywould beableto transmit
the gatherednformationover the global Internetat placeswherethe train hasinternet
access.

Finally, from a security perspectie, the front-end proxy architectureprovides a
good placeto implementuserand dataauthenticationsinceall accesdo the sensor
network goesthroughthe proxy. The DTN architecturds inherentlydesignedor se-
curity andusesasymmetriccryptographyto authenticatdothindividual messageand
routers.TCP/IPassuchdoesnot provide ary security sosecuritymustbeimplemented
externallyeitherby usingafront-endproxy, DTN, or ary of the existing securitymech-
anismsfor TCP/IP networks suchas Kerberos.It shouldalso be notedthat security
methodsdevelopedespeciallywith wirelesssensometworks in mind [18,25] canbe
implementedasapplicationlayersecurityin TCP/IPsensomnetworks.

6 Conclusions

We have presentedhreemethodgor connectingwirelesssensornetsvith TCP/IPnet-
works: proxy architecturespelay TolerantNetworking (DTN) overlays,and TCP/IP
for sensometworks. The threemethodsare orthogonalin thatit is possibleto form
combinationssuchas a DTN overlay on top of a TCP/IP sensometwork behinda
front-endproxy.

The proxy architecturesre simple and make it possibleto usespecializedcom-
municationprotocolsin the sensometwork, but areapplicationspeci ¢c andcreatesa
singlepoint of failure. The DTN architecturealsoallows for specializedrotocols but
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providesa muchmore generalcommunicatiorarchitecture DTN is alsousefulif the
sensomnetwork itself is deployedin a challengeccommunicatiorervironment.

Finally, by usingthe TCP/IP protocolsuitefor the sensometwork, connectinghe
sensometwork with anothefT CP/IPnetwork is simply doneby attachingone or more
sensornodesto both networks. However, attachingthe sensornodesto the TCP/IP
network may not alwaysbeideal,anda combinationof eithera proxy architectureand
TCP/IR or DTN andTCP/IR maybebene cial.

TCP/IPfor sensomnetworks currentlyhasa numberof problemsandthereforefur-
therresearchn the areais needeeforeTCP/IPcanbe a viable alternatve for sensor
networking.
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