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Abstract. Wirelesssensornetworks are basedon the collaborative efforts of
many smallwirelesssensornodes,which collectively areableto form networks
throughwhich sensorinformationcanbe gathered.Suchnetworks usuallycan-
not operatein completeisolation,but mustbeconnectedto anexternalnetwork
throughwhich monitoringandcontrolling entitiescan reachthe sensornet.As
TCP/IP, the Internetprotocolsuite,hasbecomethe de-factostandardfor large-
scalenetworking, it is interestingto beableto connectsensornetsto TCP/IPnet-
works.In this paper, we discussthreedifferentwaysto connectsensornetworks
with TCP/IPnetworks:proxy architectures,DTN overlays,andTCP/IPfor sen-
sornetworks.We concludethat themethodsarein somesensesorthogonaland
thatcombinationsarepossible,but thatTCP/IPfor sensornetworkscurrentlyhas
a numberof issuesthat requirefurther researchbeforeTCP/IPcanbe a viable
protocolfamily for sensornetworking.

1 Intr oduction

Wirelesssensornetworksis aninformationgatheringparadigmbasedon thecollective
effortsof many smallwirelesssensornodes.Thesensornodes,whichareintendedto be
physicallysmallandinexpensive,areequippedwith oneor moresensors,ashort-range
radiotranciever, a smallmicro-controller, anda powersupplyin theform of a battery.

Sensornetwork deploymentsareenvisionedto bedonein largescales,whereeach
network consistsof hundredsor even thousandsof sensornodes.In sucha deploy-
ment,humancon�guration of eachsensornodeis usuallynot feasibleand therefore
self-con�gurationof the sensornodesis important.Energy ef�ciency is alsocritical,
especiallyin situationswhereit is notpossibleto replacesensornodebatteries.Battery
replacementmaintenanceis alsoimportantto minimizefor deploymentswherebattery
replacementis possible.

Mostsensornetworkapplicationsaimatmonitoringordetectionof phenomena.Ex-
amplesincludeof�ce building environmentcontrol,wild-life habitatmonitoring[17],
andforest�re detection[24]. For suchapplications,thesensornetworkscannotoperate
in completeisolation;theremustbea way for a monitoringentity to gainaccessto the
dataproducedby thesensornetwork. By connectingthesensornetwork to anexisting
network infrastructuresuchas the global Internet,a local-areanetwork, or a private
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intranet,remoteaccessto thesensornetwork canbe achieved.Given that theTCP/IP
protocol suite hasbecomethe de-factonetworking standard,not only for the global
Internetbut alsofor local-areanetworks, it is of particularinterestto look at methods
for interconnectingsensornetworksandTCP/IPnetworks.In this paper, we discussa
numberof waysto connectsensornetworksto TCP/IPnetworks.

Sensornetworks often are intendedto run specializedcommunicationprotocols,
therebymaking it impossibleto directly connectthe sensornetwork with a TCP/IP
network.Themostcommonlysuggestedwayto getthesensornetwork to communicate
with aTCP/IPnetwork is to deploy aproxybetweenthesensornetwork andtheTCP/IP
network.Theproxy is ableto communicatebothwith thesensorsin thesensornetwork
andhostson the TCP/IPnetwork, andis therebyableto eitherrelay the information
gatheredby thesensors,or to actasa front-endfor thesensornetwork.

DelayTolerantNetworking(DTN) [9] is arecentlyproposedcommunicationmodel
for environmentswherethe communicationis characterizedby long or unpredictable
delaysandpotentiallyhighbit-errorrates.Examplesincludemobilenetworksfor inac-
cessibleenvironments,satellitecommunication,andcertainformsof sensornetworks.
DTN createsan overlay network on top of the Internetanduseslate addressbinding
in order to achieve independenceof the underlyingbearerprotocolsand addressing
schemes.TCP/IPandsensornetwork interconnectioncould be doneby usinga DTN
overlayon topof thetwo networks.

Finally, by directly running the TCP/IP protocol suite in the sensornetwork, it
would be possibleto connectthesensornetwork andtheTCP/IPnetwork without re-
quiring proxiesor gateways. In a TCP/IPsensornetwork, sensordatacould be sent
usingthebest-effort transportprotocolUDP, andthereliablebyte-streamtransportpro-
tocol TCP would be usedfor administrative taskssuchas sensorcon�guration and
binarycodedownloads.

Dueto thepowerandmemoryrestrictionsof thesmall8-bit micro-controllersin the
sensornodes,it is oftenassumedthatTCP/IPis notpossibleto run in sensornetworks.
In previouswork [8], wehaveshown thatthisis not true;evensmallmicro-sensornodes
areableto run a full instanceof theTCP/IPprotocolstack.We have alsosuccessfully
implementedour small uIP TCP/IPstack[7] on the small sensornodesdevelopedat
FU Berlin [1]. Thereare,however, anumberof problemsthatneedsto besolvedbefore
TCP/IPcanbea viablealternative for sensornetwork communication.

The rest of the paperis structuredas follows. We discussproxy architecturesin
Section2, followedby a discussionof theDTN architecturein Section3. TCP/IPfor
sensornetworks is presentedin Section4, anda comparisonof the threemethodsis
givenin Section5. Finally, thepaperis concludedin Section6.

2 Proxy Ar chitectures

DeployingaspecialproxyserverbetweenthesensornetworkandtheTCP/IPnetwork is
averysimpleandstraightforwardwayto connectthetwo networks.In its simplestform,
the proxy residesasa custom-madeprogramrunningon a gateway computerwhich
hasaccessto both the sensornetwork and the TCP/IPnetwork. Sinceall interaction
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betweenclientsin theTCP/IPnetwork andthesensornodesis donethroughtheproxy,
thecommunicationprotocolusedin thesensornetwork maybechosenfreely.

protocols

Proxy

Internet
Protocol

sensor network

Fig.1. Proxyarchitecture

Theproxycanoperatein eitherof two ways:asarelay, or asafront-end.In the�rst
case,theproxywill simply relaydatacomingfrom thesensornetwork to clientson the
TCP/IPnetwork. Theclientsmustregisteraparticulardatainterestwith theproxy, and
theproxy will thenrelaydatafrom thesensornetwork to theregisteredclients.

In the secondcase,wherethe proxy actsas a front-endfor the sensornetwork,
the proxy pro-actively collectsdatafrom the sensorsandstoresthe information in a
database.Theclientscanquerytheproxy for speci�c sensordatain a varietyof ways,
suchasthroughSQL-queriesor web-basedinterfaces.

Oneadvantageof theproxybasedapproachto interconnectsensorandTCP/IPnet-
works is that theproxy completelydecouplesthe two networks.This naturallyallows
for specializedcommunicationprotocolsto be implementedin thesensornetwork. A
front-endproxy canalsobeusedto implementsecurityfeaturessuchasuseranddata
authentication.

Among the drawbacksof the proxy approachare that it createsa singlepoint of
failure. If theproxy fails, all communicationto andfrom thesensornetwork is effec-
tively madeimpossible.Onepossiblesolutionwould be to deploy redundancy in the
form of a setof back-upproxies.Unfortunately, sucha solutionreducesthe simplic-
ity of theproxy approach.Otherdrawbacksarethata proxy implementationusuallyis
specializedfor a speci�c taskor a particularsetof protocols.Sucha proxy implemen-
tation requiresspecialproxiesfor eachapplication.Also, no generalmechanismfor
inter-routingbetweenproxiesexist.

Proxieshave previously beenusedfor connectingdevicesto TCP/IPnetworks in
orderto overcomelimitations posedby the devicesthemselves,or limitations caused
by thecommunicationenvironmentin which thedevicesarelocated.TheWirelessAp-
plicationProtocol(WAP) stack[15] is intendedto besimplerthantheTCP/IPprotocol
stackin order to run on smallerdevices,and to be bettersuitedto wirelessenviron-
ments.WAP proxiesareusedto connectWAP deviceswith theInternet.Similarly, the
RemoteSocket Architecture[23] exportstheBSD socket interfaceto a proxy in order
to outperformordinaryTCP/IPfor wirelesslinks.
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3 Delay Tolerant Networks

TheDelayTolerantNetwork architecture[9] is intendedfor so-calledchallengedenvi-
ronments. Propertiesof suchenvironmentsincludelong andvariabledelays,frequent
network partitioning,potentiallyhigh bit-errorratesandasymmetricaldatarates.DTN
is basedon theobservationthat theTCP/IPprotocolsuiteis built arounda numberof
implicit assumptionsthatdonot hold truein challengedcommunicationenvironments.
In particular, theunderlyingassumptionsof TCP/IPare:

– An end-to-endpathmustexist betweensourceanddestinationduring the whole
dataexchange.

– Themaximumroundtrip-time for packetsmustberelatively smallandstable.
– Theend-to-endpacket lossis relatively small.

TheDTN architecturaldesigncontainsseveralprinciplesto provideservicein these
environments:

– DTN usesanoverlayarchitecturebasedon store-and-forwardmessageswitching.
Themessages,calledbundles, thataretransmittedcontainbothuserdataandrele-
vantmeta-data.A message-switchedarchitectureprovidestheadvantageof apriori
knowledgeof thesizeandperformancerequirementsof thedatatransfer. Thebun-
dle layerworksasanapplicationlayeron top theTCP/IPprotocolstack.

– The basetransferbetweennodesrelies on store-and-forward techniques,i.e., a
packet is kept until it canbe sentto the next hop. This requiresthat every node
hasstorageavailablein thenetwork. Furthermore,this allows to advancethepoint
of retransmissiontowardsthedestination.

A DTN consistsasetof regionswhichshareacommonlayercalledthebundlelayer
that residesabove the transportlayer. The bundle layer storesmessagesin persistent
storageif thereis no link available,fragmentsmessagesif necessary, andoptionally
implementsend-to-endreliability. The layersbelow thebundlelayerarenot speci�ed
by the architecture,but arechosendynamicallybasedon the speci�c communication
characteristicsandtheavailableprotocolsin eachregion.Oneor moreDTN gateways
exist in eachDTN region. The DTN gateway forwardsbundlesbetweenregions,and
takescareof deliveringmessagesfrom otherregionsto hostswithin thelocal region.

TheDTN architecturehasbeendesignedwith thesensornetworkparadigmin mind.
In sensornetworks,thenetwork maybepartitionedfrequentlywhennodesgointo sleep
modeor becauseof nodefailure. This will disruptany end-to-endpathsthroughthe
network. Also, packet lossratesin sensornetworks canbe very high [28] androutes
maybeasymmetric.

Whenconnectingsensornetworksto aTCP/IPnetwork usingtheDTN architecture,
we have at least two regionsas depictedin Figure 2: one TCP/IP region wherethe
TCP/IPprotocolsuiteis usedandonesensornetwork region wherespecializedsensor
network protocolsareimplemented.A DTN gateway nodeis put in betweenthe two
networks,similar to wherea proxywould havebeenplaced.

TheDTN gatewayactsmuchasa relayproxy asdiscussedin theprevioussection,
andtherelayproxyapproachcanbeviewedasaspeci�c instanceof theDTN architec-
ture.TheDTN architectureis muchmoregeneralthana simpleproxy basedapproach,
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Fig.2. ConnectingusingtheDTN architecture

however, astheDTN architectureevenallows mappingthesensornetwork into more
thanoneDTN region,with DTN gatewayslocatedwithin thesensornetwork.Forsensor
networkswherenetwork partitioningis frequent,or whereend-to-endcommunication
is impossible,suchanetwork designwouldbeappropriate.A fully DTN enabledsensor
network would easilybe extendedto a TCP/IPnetwork, simply by connectingoneor
moreof theDTN gatewaysto theTCP/IPnetwork.

4 TCP/IP for SensorNetworks

Directly employing theTCP/IPprotocolsuiteasthecommunicationprotocolin thesen-
sornetwork would enableseamlessintegrationof thesensornetwork andany TCP/IP
network. No specialintermediarynodesor gatewayswouldbeneededfor connectinga
sensornetwork with a TCP/IPnetwork. Rather, theconnectionwould simply bedone
by connectingoneor moresensornodesto theTCP/IPnetwork. TCP/IPin thesensor
network would alsoprovide the possibility to routedatato and from the sensornet-
work over standardtechnologiessuchas GeneralPacket Radio Service(GPRS)[4].
This leadsto anarchitectureasshown in Figure3.

IP

TCP/IP

TCP/IP

TCP/

Fig.3. ConnectingusingTCP/IPin thesensornetwork
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Until recently, many believedthattiny sensornodeswould lackthenecessarymem-
ory andcomputationalresourcesto beableto runafull instanceof theTCP/IPprotocol
stack.Therefore,theideaof usingTCP/IPfor sensornetworkshasnotbeengivenmuch
researchattention.We haveshowedthata full TCP/IPstackindeedcanberun evenon
very limited devices [8], and have implementedour small uIP TCP/IP implementa-
tion [7] onthesensornodesdevelopedatFU Berlin [1]. Thesenodesareequippedwith
an 8-bit TexasInstrumentsMSP430low-power micro-controllerwith a built-in mem-
ory of 2048bytes.Our TCP/IPimplementationrequiresonly a few hundredsbytesof
memoryto operate,which leavesplentyof memoryfor theactualsensornodeapplica-
tions.

Thefactthatwe areableto run theTCP/IPstackevenon tiny sensornodessuggest
that TCP/IP for sensornetworks may be within reach.Sensornetworks running the
TCP/IPprotocolsuitewould beveryeasyto connectto existingTCP/IPnetworks,and
would alsoableto bene�t from thewealthof readilyavailableapplicationssuchas�le
transfersusingFTPor HTTP andpossiblytime synchronizationwith NTP. Thereare,
however, a numberof problemswith usingTCP/IPfor wirelesssensornetworks that
needto beaddressedbeforeTCP/IPis a viablealternative for sensornetworks:

– Theaddressingandroutingschemesof IP arehost-centric.
– Theheaderoverheadin TCP/IPis very largefor smallpackets.
– TCP doesnot performwell over links with high bit-error rates,suchaswireless

links.
– Theend-to-endretransmissionsusedby TCPconsumesenergy at everyhopof the

retransmissionpath.

IP is designedso thatevery network interfaceconnectedto a network hasits own
IP address.Thepre�x of theaddressis thesamefor all network interfacesin thesame
physicalnetwork androuting is donebasedon thenetwork pre�xes.This doesnot �t
well with thesensornetwork paradigm,wherethemaininterestis thedatageneratedby
thesensorsandtheindividualsensoris of minorimportance.Mostof theproposedcom-
municationprotocolsfor sensornetworksusedatacentricroutingandaddressing[10,
12] andeventhoughsimilar mechanismshave beendevelopedasoverlaynetworkson
topof IP [21], theseusuallyrequiretoomuchstateto bekeptin theparticipatingnodes
to befeasibleto runon limited sensornodes.

Thesizeof TCP/IPpacket headersis between28 and40 bytes,andwhensending
a few bytesof sensordatain a datagramthe headersconstitutenearly 90% of each
packet. Energy ef�ciency is of prime importancefor sensornetworks, and sincera-
dio transmissionoften is themostenergy consumingactivity in a sensornode[20], a
headeroverheadof 90% is not acceptable.Hence,mostprotocolsdevelopedfor sen-
sor networks strive to keepthe headeroverheadaslow aspossible.For example,the
TinyOS[11] messageheaderoverheadis only 5%.Theheaderoverheadin TCP/IPcan
bereducedusingvariousformsof headercompression[13,6,16,5]. Thesemechanisms
arecommonlydesignedto work only overasingle-hoplink, but work is currentlybeing
donein trying to adoptthesemechanismsto themulti-hopcase[19].

Furthermore,sinceTCPwasdesignedfor wired networkswherebit-errorsareun-
commonand wherepacket dropsnearly always are due to congestion,TCP always
interpretspacket dropsasa signof congestionandreducesits sendingratein response



ConnectingWirelessSensornetswith TCP/IPNetworks 7

to a droppedpacket. This leadsto badperformanceover wirelesslinks wherepack-
etsfrequentlyaredroppedbecauseof bit-errors.TCP misinterpretsthe packet lossas
congestionandlowersthesendingrate,eventhoughthenetwork is not congested.

Also,TCPusesend-to-endretransmissions,whichin amulti-hopsensornetwork re-
quiresa transmissionby everysensornodeon thepathfrom thesenderto thereceiver.
Sucha retransmissionconsumesmoreenergy thana retransmissionschemewherethe
point of retransmissionis moved closerto the receiver. Protocolsusingothermecha-
nismsto implementreliability, suchasreliableprotocolsespeciallydevelopedfor sen-
sornetworks[22,27,26], aretypically designedto beenergy conserving.

Methodsfor improving TCP performancein wirelessnetworks have beenpro-
posed[2,3,14], but theseareoften targetedtowardsthe casewherethe wirelesslink
is thelast-hop,andnot for wirelessnetworkswith multiple wirelesshops.In addition,
traditionalmethodsassumethattheroutingnodeshave signi�cantly largeramountsof
resourcesthanwhatlimited sensornodeshave.

5 Comparisonof the Methods

Thethreemethodsfor connectingsensornetworksto TCP/IPnetworkspresentedhere
arein somerespectsorthogonal—itis possibleto makecombinationssuchasapartially
TCP/IP-basedsensornetwork with a DTN overlay connectedto the global Internet
usinganfront-endproxy. It is thereforenotpossibleto makeadirectcomparisonof the
methods.Instead,we will statethe meritsanddrawbacksof eachof the methodsand
commentonsituationsin whicheachmethodis suited.

A pureproxy methodworks well whenthe sensornetwork is deployed relatively
closeto a placewherea proxy server canbe safelyplaced.Sincetheproxy server by
designmusthavemoreprocessingpowerandmorememorythanthesensors,it is likely
to requireanelectricalpowersupplyratherthana battery. Also, theproxymayneedto
beequippedwith astablestoragemediasuchasaharddisk,whichmaymaketheproxy
physicallylargerthanthesensornodes.Oneexampleof asituationwherethesecriteria
aremet is anof�ce building environment.Here,a proxy server canbeplacedcloseto
thesensornetwork, perhapsevenin thesameroomasthesensors,andhave immediate
accessto electricalpower. Anotherexamplewould bea nauticalsensornetwork where
theproxy couldbe equippedwith a large batterypackandplacedin thewaterwith a
buoy suchthatthesigni�canceof thephysicalsizeof theproxynodewouldbereduced.

Front-endproxiescanalsobeusedfor anumberof otherthings,besidesfor achiev-
ing interconnectivity, suchassensornetwork statusmonitoring,andgenerationof sen-
sorfailurereportsto humanoperators.

TheDTN architecturecanbe viewedasa generalizationof theproxy architecture
andindeeda DTN gateway sharesmany propertieswith a proxy server. A DTN gate-
way in the sensornetwork region will be placedat the sameplaceasa proxy server
wouldhavebeenplaced,andalsorequiresmorememoryandstablestoragemediathan
thesensornodes.Thereare,however, a numberof thingsthataregainedby usingthe
DTN architectureratherthanasimpleproxyarchitecture.First,DTN inherentlyallows
for multipleDTN gatewaysin aDTN region,whichremovesthesingle-point-of-failure
problemof thesimpleproxyarchitecture.Second,while aproxyarchitectureusuallyis
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specializedfor theparticularsensornetwork application,DTN providesgeneralmech-
anismsandan interfacethat canbeusedfor a largenumberof occasions.Also, if the
sensornetwork is deployedin aplacewith aproblematiccommunicationenvironment,
the DTN architectureprovidesa set of featureswhich can be usedto overcomethe
communicationproblems.Examplesof suchsituationswould bedeep-seaexploration
or placeswhereseismicactivity candisruptcommunication.

From an interconnectivity perspective, running native TCP/IP in the sensornet-
works is the mostconvenientway to connectthe sensornetwork with a TCP/IPnet-
work. Oneor moresensornodeswouldsimplybeattachedto theTCP/IPnetwork, and
thetwo networkscouldexchangeinformationthroughany of thosenodes.Theattach-
mentcanbedoneeitherusinga directphysicallink, suchasanEthernetcable,or over
a wirelesstechnologylike GPRS.

WhileaTCP/IPenabledsensornetworkmayprovidetheeasiestwayto interconnect
thenetworks,it is usuallynot a completesolution,but mustbe integratedinto a larger
architecture.The proxy andDTN architecturesdiscussedhereare examplesof such
an architecture.We cane.g.imaginean of�ce building TCP/IPsensornetwork that is
connectedto a front-endproxy locatedin the cellar of the building. The connection
betweenthe proxy andthe sensornetwork would be madeusing the regular TCP/IP
local-areanetwork in thebuilding.AnotherexamplewouldbeaTCP/IPsensornetwork
for monitoringthe in-door environmentin a train. A DTN gateway would be placed
in thesametrain, andthesensornetwork andthegateway would communicateusing
TCP/IPoverthetrain's localareanetwork.TheDTN gatewaywouldbeableto transmit
thegatheredinformationover theglobal Internetat placeswherethetrain hasInternet
access.

Finally, from a securityperspective, the front-endproxy architectureprovides a
goodplaceto implementuseranddataauthentication,sinceall accessto the sensor
network goesthroughthe proxy. The DTN architectureis inherentlydesignedfor se-
curity andusesasymmetriccryptographyto authenticatebothindividualmessagesand
routers.TCP/IPassuchdoesnotprovideany security, sosecuritymustbeimplemented
externallyeitherby usingafront-endproxy, DTN, or any of theexistingsecuritymech-
anismsfor TCP/IP networks suchas Kerberos.It shouldalso be notedthat security
methodsdevelopedespeciallywith wirelesssensornetworks in mind [18,25] canbe
implementedasapplicationlayersecurityin TCP/IPsensornetworks.

6 Conclusions

We have presentedthreemethodsfor connectingwirelesssensornetswith TCP/IPnet-
works: proxy architectures,Delay TolerantNetworking (DTN) overlays,andTCP/IP
for sensornetworks. The threemethodsareorthogonalin that it is possibleto form
combinations,suchas a DTN overlay on top of a TCP/IP sensornetwork behinda
front-endproxy.

The proxy architecturesaresimple andmake it possibleto usespecializedcom-
municationprotocolsin thesensornetwork, but areapplicationspeci�c andcreatesa
singlepoint of failure.TheDTN architecturealsoallows for specializedprotocols,but
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providesa muchmoregeneralcommunicationarchitecture.DTN is alsouseful if the
sensornetwork itself is deployedin a challengedcommunicationenvironment.

Finally, by usingtheTCP/IPprotocolsuitefor thesensornetwork, connectingthe
sensornetwork with anotherTCP/IPnetwork is simply doneby attachingoneor more
sensornodesto both networks. However, attachingthe sensornodesto the TCP/IP
network maynot alwaysbeideal,anda combinationof eithera proxy architectureand
TCP/IP, or DTN andTCP/IP, maybebene�cial.

TCP/IPfor sensornetworkscurrentlyhasa numberof problems,andthereforefur-
therresearchin theareais neededbeforeTCP/IPcanbea viablealternative for sensor
networking.
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