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Abstract— Traditional WSN simulators are limited to simu- NETWORK
lating nodes at one single abstraction level. This makes dgsn (APPLICATION) |
development and evolution difficult since developers cannaise
the same simulator for both high-level algorithm developmat OPERATING SYSTEM COOJA
and low-level development such as device-driver implemeations.
The Contiki simulator COOJA allows for cross-level simula- m“"‘SATCRHdﬁEIg‘;DSEET 1
tion, a novel type of wireless sensor network simulation that

enables holistic simultaneous simulation at different legls. In

COOJA one simulation can contain nodes from several diffenet Fig. 1.
abstraction levels. These are the network level, the operaty

system level, and the machine code level.

We demonstrate a few different cross-level simulation scemios
using the COOJA simulator. that all levels of the system can be changed or replacedosens

node platforms, operating system software, radio transcgj
I. COOJA and radio propagation models. The simulator is implemented

Code development for wireless sensor networks is difficdft Java, making the simulator easy to extend, but allowsmsens
and tedious [1], [2]. Network simulators can be used teode software, such as Contiki processes, to be written in C.
simplify these development phases. Traditional sensovarkt ~ COOJA executes Contiki programs in two different ways.
simulators perform simulation at one fixed abstraction llev&ither by running the program code as compiled native code
such as the application, operating system or hardware.lewvdirectly on the host CPU, or by running compiled program
The level at which the simulation is performed affects bbi t code in an instruction-level TI MSP430 emulator. COOJA
level at which software development can occur and the exedsi-also able to simulate non-Contiki nodes, such as nodes
tion efficiency of the simulator. A simulator that simulates implemented in Java or even nodes running another oper-
particular sensor node platform at the hardware level ersabhting system. All different approaches have advantages as
the development of low-level software such as device dsivewell as disadvantages. Java-based nodes enable much faster
but at the price of longer simulation times and higher codémulations but do not run deployable code. Hence, they
complexity since low-level programming languages must k&e useful for the development of e.g. distributed algamith
used. Conversely, a high-level simulator that does not modemulating nodes provides more fine-grained execution idetai
node hardware may provide short simulation times but ongpmpared to Java-based nodes or nodes running native code.
allows for development of high-level algorithms. Finally, native code simulations are more efficient thanenod

Since the need of abstraction in a heterogeneous simulaégaulations and still simulate deployable code.
network may differ between the different simulated nodes, Each simulated node in COOJA has three basic properties:
there are advantages in combining several different atigira its data memory, the node type, and its hardware peripherals
level in one simulation. For example, in a large simulatefihe node type can be shared by several nodes, and determines
network a few nodes can be simulated at the hardware lepgbperties common between these nodes such as the simulated
while the rest are simulated at the application level. Ushig software. The hardware peripherals of simulated nodesrare i
approach combines the advantages of the different levals. TCOOJA callednterfaces Interfaces enable the Java simulator
simulation is faster compared to when emulating all nodets, simulate external events such as incoming radio traffic
but at the same time enables a user to receive fine-graime¥dexternal interrupts and to trigger events such as LED
execution details from the few emulated nodes. changes. Interfaces also represent properties of hodésasuc

Examples of traditional simulators include NS-2 at the simulated node position. The node data memory represents
network level, TOSSIM [3] for TinyOS at the operating systerthe current node state, and changes over time as the simhulate
level and Avrora [4] at the machine code instruction leveloftware is allowed to execute.
as shown in Figure 1. In contrast, our novel simulator for When a simulation is running, nodes are sequentially al-
the Contiki operating system [5] COOJA enabtasss-level lowed to act for a short time each. The node interfaces are
simulation[6]: simultaneous simulation at many levels of theolled both before and after the node software is allowed
system. COOJA combines low-level simulation of sensor notie execute. When all nodes have acted the simulated time is
hardware and simulation of high-level behavior in a singlecreased a fixed amount of time.
simulation. Furthermore, COOJA is flexible and extensible i All interactions with simulations and simulated nodes are

COOQJA can simultaneously simulate at several levels



performed vigplugins An example of a plugin is a simulation I11. EVALUATION

contrql that enables a user to start or pause a simulationyye have previously demonstrated that, using cross-level
Both interfaces and plugins can easily be added to the Jaygulation in COOJA, it is possible to maintain advantages
simulator, enabling users to quickly add custom functiipal specific to the different levels [6]. These advantages ielu
for specific simulations. processing times and memory requirements of higher abstrac
Each simulation in COOJA uses a radio model that charagsn levels and enabling access to fine-grained detailswaéio
terizes radio wave propagation. The radio model is chosgiyels. For example it is possible to simulate 2000 nodes in
when a simulation is created. This enables a user {0, ffcross-level simulation (20 emulated, 1980 pure Java)en th
example, develop a network protocol using a simple radigecution same time as a simulation with only 50 emulated
model, and then test it using a more realistic model, or eveges.
a custom made model to test the protocol in very specific Another useful example of cross-level simulation is the-sim
network conditions. New radio models can easily be addgglcity of adding nodes with specific tasks. We implemented
to the simulation environment. COOJA supports, except frofiradio traffic generator node at the application level, ine.
a completely silent model, two different radio models. Thgaya. As it is much easier to implement Java code than low-
first is a unit disk graph radio model that has configurablgye| c code, the implementation only took a few hours. The
interference and transmission range parameters. The decgffic generator periodically transmits radio packets &igh
model is based on ray-tracing and supports multi-path &ffegate, thus efficiently disturbing surrounding radio traffic
with radio absorbing materials. The main advantage of adding a new traffic generator node
compared to “manually” disturbing selected radios from a
) ) plugin or a radio medium, is the flexibility it offers. Traffic
COOQJA supports three different abstraction levels. NOd@%nerator nodes can be added and removed at run-time just
simulated at theappliction or networking level are imple- a5 easily as any other simulated node. Further, the user can

mented in Java. Without any connection to Contiki, nodes gferactively change the radio channels the traffic geoerat
this level can be useful when prototyping high-level altoris  ,5qes disturb.

which when tested and evaluated can be ported to deployable
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