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Abstract

We describe a simple distributed protocol for building P2P networks with desirable topological
properties: connectedness, low diameter and low degree. These properties are important for search
(the most common application to date in P2P systems), especially in P2P networks using the Gnutella
protocol.

An important feature of our protocol is that it operates without global knowledge of all the nodes
in the network. Our protocol is also simple to implement and is easily scalable. Our protocol can be
easily incorporated into the standard Gnutella protocol. Also, our stochastic model (used to analyze
the protocol) is simple and reasonable and can be of independent interest as a model for P2P systems.
We conclude with a discussion of open issues and pointers for future work.
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1 Introduction and Motivation

Building P2P networks with desirable topological properties is a fundamental problem in P2P com-
puting. The natural question is: what topological properties are desirable? Of course, this depends
on the P2P application. Consider search - the most common and pervasive P2P application to date.
Clearly, connectivity is important for reachability of search queries. As a motivation for building net-
works with low diameter, consider P2P systems running the Gnutella protocol [1] (popular examples
of such systems are Gnotella [2], Limewire, Bearshare, and Kazaa). They use a flooding-like routing
algorithm: queries fan-out from the source node and the search radius is limited by a ”Time to Live
(TTL)” parameter (this is set to an initial value at the source node, and is decremented in each hop).
Thus a low diameter is not only helpful in enlarging the scope of search but also in reducing the associ-
ated network traffic; indeed the traffic explosion problem is one of the major obstacles to scalability in
Gnutella-like networks. The importance of having a low diameter was demonstrated by a study by the
DSS group of the public Gnutella network [3]. It is also desirable to have the diameter grow slowly (say,
logarithmic) with the size of the network - this is essential for scalability. In this paper, we focus on
building networks of bounded degree (typically a small constant); this will also help the traffic explosion
problem in Gnutella-like networks by reducing the fan-out in each stage.

Do the networks constructed by the Gnutella protocol possess the above desirable properties? No.
Actually, there is no clear-cut strategy to build Gnutella-like networks. Each servent uses it own
heuristic to decide when and where to connect (or reconnect): most begin by connecting to a generic
set of neighbors that come with the download, then switch (in subsequent sessions) to a subset of nodes
whose names the servent encountered on a previous session. This free-for-all situation was one of the
reasons which led to the fragmentation of the network into disconnected pieces [3].

Our main contribution is a stochastic analysis of a simple local heuristic which, if followed by every
servent, results in provably strong guarantees on network diameter and other properties. Our protocol
is especially attractive for building enterprise P2P networks; here servents can be implemented to a
standard, so that their local behavior results in good global properties for the P2P network they create.

The rest of the paper is organized as follows. In Section 2 we discuss our P2P protocol and its
implementation. In Section 3 we propose a simple stochastic model to evaluate the protocol and then
state key results with intuitive explanations. We conclude with open issues and a discussion of further
work.

2 The P2P protocol

We assume that there is a central element called the host server which, at all times, maintains a cache
containing a list of nodes (i.e., their IP addresses). The host server is similar to (or models) websites
which maintain list of host IP addresses to which clients visit to get entry points into the P2P network;
for example, http://www.gnufrog.com/ is a website which maintains a list of active Gnutella servents
and a client can join the network by connecting to a one or more of these servents.

We also assume (without loss of generality) that the host server maintains K nodes at all times,
where K is a constant. The host server is reachable by all nodes at all times (this is again similar to
the website analogy); however, it need not know of the topology of the network at any time, or even
the identities of all nodes currently on the network. We only expect that (1) when the host server is
contacted on its IP address it responds, and (2) any node on the P2P network can send messages to its
neighbors. In this sense, our protocol demands far less from the network than do (for instance) current
P2P proposals (e.g., the reflectors of dss.clip2.com, which maintain knowledge of the global topology).

Before we state the protocol we need some terminology. When a node is in the cache we refer to it
as a cache node. A node is new when it joins the network, otherwise it is old. Our protocol will ensure
that the degree (number of neighbors) of all nodes will be in the interval [D, C + 1], for two constants
D and C; thus the degree of each node never exceeds a constant - one of the guarantees of the protocol.



A new node first contacts the host server, which gives it D random nodes from the current cache
to connect to (or equivalently, we can think of the contacting node as randomly choosing D nodes
from the cache). The new node connects to these, and becomes a d-node; it remains a d-node until it
subsequently either enters the cache or leaves the network. The degree of a d-node is always D. At
some point the protocol may put a d-node into the cache, i.e., it will be listed as one of the nodes in the
cache list. It stays in the cache until it acquires a total of C' connections, at which point it leaves the
cache, as a c-node. A c-node might lose connections after it leaves the cache, but its degree is always
at least D. A c-node has always one preferred connection, made precise below.

2.1 P2P protocol for node v

Our protocol is summarized below as a set of rules applicable to various situations that a node may find
itself in.

1. On joining the network: Connect to D cache nodes, chosen uniformly at random from the
current cache.

2. Reconnect rule: If a neighbor of v leaves the network, and that connection was not a preferred
connection, connect to a random node in cache with probability D/d(v), where d(v) is the degree
of v before losing the neighbor.

3. Cache Replacement rule: When v reaches degree C' in the cache, it is replaced in the cache by
a d-node from the network. Let 7o(v) = v, and let 7,(v) be the node replaced by 7_1(v) in the
cache. The replacement d-node is found by the following rule:

k= 0;

while (a d-node is not found) do
search neighbors of r(v) for a d-node;
k=k+1;

endwhile

4. Preferred Node rule: When v leaves the cache as a c-node it maintains a preferred connection
to the d-node that replaced it in the cache. (If v is not already connected to that node this adds
another connection to v.)

5. Preferred Reconnect rule: If v is a c-node and its preferred connection is lost, then v reconnects
to a random node in the cache and this becomes its new preferred connection.

2.2 Implementation Notes

We brief remarks on the protocol and its implementation. Our protocol can be easily integrated into the
existing Gnutella protocol specification [1] and needs only a little modification to the servent software.
Note that our protocol does not talk about how servents communicate with each other for distributed
search; we assume the same search paradigm as in the Gnutella protocol specification.

1. It is clear from our protocol that it is essential for a node to know whether it is in the cache or
not; thus each node maintains a flag for this purpose.

2. The cache replacement rule can be implemented in a distributed fashion by a local message passing
scheme with constant storage per node. Each c-node v stores the address of the node that replaced
it in the cache, i.e., r(v). Node v sends a message to r(v) when v itself doesn’t have any d-node
neighbors.



3. For rules 2 and 5 a node has to determine whether a neighbor is down. This can be done easily
- each node can periodically ping its neighbors to check whether any of its neighbors have gone
offline. If a reconnection is needed then the host server is contacted to get the address of a new
node.

4. We note that the overhead in implementing each rule of the protocol is constant (or expected
constant). This is very important in practice, because even if a protocol is local, it is desirable
that neither too much (local) computation nor too many local messages be sent per node. Rules
1, 2, 4 and 5 can be easily implemented with constant overhead. It follows from our stochastic
analysis (next section) that the overhead incurred in replacing a full cache node (rule 3) is constant
on the average, and with high probability is at most logarithmic in the size of the network (see
Section 3).

5. We note that the host server is contacted whenever a node needs to reconnect (rules 2 and 5),
and when a new node joins the network. We show that the expected number of contacts the
host server receives per unit time interval is constant in our model and with high probability only
logarithmic in the size of the network; this implies that the network also scales well in terms of
the number of “hits” the central server receives.

6. In the stochastic analysis that follows, the protocol does have a minuscule probability of catas-
trophic failure: for instance, in the cache replacement step, there is a very small probability that
no replacement d-node is found. A practical implementation of this step would either cause some
nodes to exceed the maximum capacity of C' 4+ 1 connections, or to reject new connections. In
either case, the system would speedily “self-correct” itself out of this situation (failing to do so
with an even more minuscule probability). For either such implementation choice, our analysis
can be extended.

7. One may wonder about the preferred connection which is somewhat non-intuitive: it turns out
that this feature is essential to maintain connectivity and low-diameter.

3 Analysis under a stochastic model

In evaluating the performance of our protocol we focus on the long term behavior of the system in a fully
decentralized environment in which nodes arrive and depart in an uncoordinated, and unpredictable
fashion. This setting is best modeled by a stochastic, memoryless, continuous-time setting. The arrival
of new nodes is modeled by Poisson distribution with rate A, and the duration of time a node stays
connected to the network has an exponential distribution with parameter y. There are many reasons
why this is a good model (apart from being mathematically elegant to analyze!). First, this is a natural
model if we assume that users are behaving independently; second, if we assume that users are behaving
unpredictably, then memorylessness property of the exponential distribution is quite reasonable. (This
is the reason for a similar model being used to model duration of telephone calls which has proven
quite successful in capturing the actual behavior in practice.) One may wonder about nodes which stay
connected for an indefinite period of time - e.g., servers. This is not a serious problem for two reasons:
first, the exponential distribution does allow the possibility of a few nodes staying for a very long time;
second, we can easily extend our analysis to handle the above scenario and all our guarantees still hold.

A useful property of the above model which proves to be convenient for theoretical analysis is that
the size of the network converges rapidly to a value very close to A/u (henceforth we denote this quantity
by the parameter N). This is because the model behaves as an infinite server Poisson queue ([7]).

Before we state our results we need a little terminology. Let G; be the network at time ¢ (G has
no vertices). We analyze the evolution in time of the stochastic process G = (G¢)i>0. We state only the
main results and their intuitive justifications; for rigorous proofs we refer to [5].



Our results are in terms of N, the size of the network (with high probability) after the process
converges (this convergence can be shown to take place after only Q(N) steps).

3.1 Connectivity

We show that our protocol keeps the network connected with large probability at any instant of time
(after an initial time period of Q(log N)).

Theorem 3.1 There is a constant ¢ such that at any given time t > clog N,

log?> N

Pr(G; is connected) > 1 — O( N )-

The main idea in the proof of the above theorem is using the preferred connections as a “backbone”:
we can show that at all times, each node is connected to some cache node directly or through a path
in the network. The “backbone” is kept connected with large probability by incoming nodes: here
the “randomness” in choosing the cache node by an incoming node proves crucial. Also, an important
consequence from the proof is that the above theorem does not depend on the state of the network at
time t—clog N; therefore it can be shown to recover rapidly from fragmentation - a nice “self-correcting”
property of the protocol. More precisely we have the following corollary:

Corollary 3.1 There is a constant ¢ such that if the network is disconnected at time t,

log2N)
N

Pr(Giiclog N is connected) > 1 — O(

We also answer another natural question: if the network becomes disconnected, what can we say
about the connected components in the network? The following theorem tells us that a very large
fraction of the network (a constant fraction of the network) remains connected with high probability.

Theorem 3.2 At any given time t (after the network has converged) if the network is not connected
then it has a connected component of size N(1 — o(1)).

3.2 Diameter

Our main result is that of the diameter of the network. We show that not only the network remains
connected (previous subsection), but also the diameter is only logarithmic in the size of the network at
any time ¢ with large probability. Formally,

Theorem 3.3 For any any time t (after the network has converged), with high probability, the largest
connected component of Gy has diameter O(log N). In particular, if the network is connected (which

has probability 1 — O(log;N)) then with high probability its diameter is O(log N).

The proof of the above theorem is beyond the scope of this brief exposition. However, we would like
to point out two key ideas. First, it can be shown that there is a very small (but non-zero) probability
that any two c-nodes are connected to each other; however, this alone is not sufficient to guarantee low
diameter. Second, using preferred connections we can show that there is a large chunk of connected
nodes (at least Q(log N)); this is crucial to argue that with high probability every node has at least a
constant fraction of the nodes in the network within a logarithmic distance from it.



3.3 Network stability

It is important to show that the network can maintain a bounded number of connections at each node
with high probability - this is crucial to the stability of the protocol. This implies showing there is
always a d-node in the network to replace a cache node that reaches capacity C'. Thus the network is
“gelf-sustaining”. We further show that the replacement d-node can be found efficiently - the overhead
is expected constant and with high probability is only logarithmic in the size of the network. The
crucial component of the protocol which guarantees the above properties is the probabilistic feature of
the reconnect rule (rule 2): a node reconnects (in the event of losing its neighbor) not deterministically
but with probability D/d(v), where d(v) is the degree of v before losing its neighbor. This essentially
guarantees that there will a “large” number of d-nodes in the network at any time with high probability.

Our proofs also yield constraints on the protocol constants C' and D - this helps choosing their
values in practice.

4 Discussion and further work

It is important to point out our protocol is concerned with building a good wvirtual network topology
which may not match the underlying Internet topology (of course, this may not be a big issue for
enterprise P2P). In fact, evidence [6] suggests that these two topologies do not match well. It will be
of practical interest [6] to construct topologies that exploits the underlying physical topology - this an
area for further theoretical and practical research.

How realistic is our stochastic model? To our knowledge there is no data on the arrival and holding
time of users in a P2P network; such a study (say on a public P2P network) will be very useful.

It turns out that the preferred connection component in our protocol is essential: running the
protocol without it leads to formation of many small disconnected components. A similar argument
can work for other fully decentralized protocols that maintain a minimum and maximum node degree
and treat all edges equally, i.e., do not have preferred connections. A nice theoretical problem is to
rigorously prove this.

In our protocol we implicitly assume that all nodes have equal capabilities (i.e., storage and number
of connections supported) and all links have equal bandwidth. In enterprises with homogeneous systems
this is closer to reality, however this is not the case in the Internet. It will be nice to adapt our protocol
to incorporate heterogeneous nodes and links.
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