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Abstract

We describe the dmign and implementation of our Strato-
sphere project, a framework which unifias distributed ob-
jects and mobile code applications. We begin by first exam-
ining dfierent mobile code parad]gms that distribute pr~
cessing of code and data resource components across a net-
work. After analyzing these paradigms, and prwenting a
lattice of functionality, we then develop a layered architec-
ture for Stratosphere, incorporating higher levels of m~
bilit.y and interoperabifity at each successive layer. In our
design, we provide an object model that permiti objects
to migrate to different sites, select among different method
implementations, and provide new methods and behavior.
We describe how we build new semantics in each software
layer, and finally, we present sample objects developed for
Stratosphere.

1 Introduction

The advent of distributed computing has had a major influ-
ence in the computing industry in recent years, witnwsed
by the growth of mobile computers and networked comput-
ing systems. The desire to share resources, to parcel out
computing tasks among several different hosts, and to place
applications on machines most suitable to their needs has led
to distributed programming systems such as CORBA[Sie96]
and DCOM[Box97] that predominate in the marketplace.
Dmpite competing standards, both systems have very simi-
lar dwigns. They each define a distributed object model that
achieves interoperability through strict separation between
interface and implementation. A CORBA or DCOM object
registers its ~L (Interface Definition Language) interface
into an Interface Repository. The IDL interface specifiw
method signaturw for each object, describing in part its be-
havior and semanti~. Applications then obtain referencw to
each distributed object, and invoke operations bwed upon
thrso method signatures.
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The benefits of this approach are evidenk Thwe sy~
terns provide location transparency, so that applications re
siding on different hosts may invoke one anotheq the object
model in each system prornotw encapsulation of program
code so as to facilitate management of remote objects; the
separation between IDL interface and code implementation
permits implementations in different languages through dif-
ferent language bindingsl The drawback, however, is that
mobile code applications are not well supported. As of yet,
there exist no standardized services in either CORBA or
DCOM to migrate objects and threads for distributing pr~
cessing, no facihties for customizing or providing new object
behavior at run-time, no provisions for agent processing or
autonomous computing. Although these features can cer-
tainly be grafted on top of CORBA and DCOM systetns,
doing so would add an even more cumbersome layer of ser-
vicw onto~pecially in the case of CORBA—an aheady
bulky software package.

In seeking to support mobile code apphcations, we take
a different approach: We first examine the requirements
of mobile code systems, and develop a corr~ponding soft-
ware system with higher-level abstractions of code, data, and
migration approaches. To achieve this rwult, we describe
the design of the Stratosphere architecture, which sup
ports mobile applications written in Java. Every entity in
Stratosphere is modeled as a Java object. In the Alexart-
dria Digital Library (ADL) project at UC Santa Barbara
[SF95], for example, the fibrary’s collection of high resoht-
tion acrid photographs, satellite images, and topographi-
cal maps would each be modeled as an object, replete with
methods to filter, layer, and display the object instance. The
Hbrary’s current holdings consist of over 700,000 catrdogue
items, with some images exceeding a gigabyte of storage.
The design of a digitd library for this collection requires
that the vast amounts of data be distributed across different
hosts. Furthermore, not only must the data be distributed,
but the proc~ing of the data must also be distributed. To
addrew these isuea, we have developed the Stratosphere
system that permits both object instances and object metho-
ds to be migrated to different sit= for remote execution.
In our design, we provide objects with the capability of ob
taining new functionality by dynamically locating and prm
c=ing new executable code.

The paper is organized as follows: Section 2 describw r-
Iated work on distributed programmin~ Section 3 describ~

‘Indeed, Xerox l’Alif!’n vnrintlt of CORn A, ll,(J[,lSnfl], nlixo(l
language programming is supported to suck an extent that ILU ob-
jects implemented in different languages can reside in tke same pro.
cess 8pace.
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the requirements of distributed object management; Sec-
tion 4 d=cribw the d=ign and implementation of StratO-
Spher~ Section 5 concludes the paper.

2 Related Work

Work in d~tributed objects and interoperabitity has had a
long history, beginning with attempts to extend programm-
ing to remote hosts in order to provide greater collabora-
tion and shting of rwourca. These efforts can be cl=i-
fied into three basic categoriw d~tributed programming li-
brariw and packages, distributed operating systems[Gos91],
and distributed programming Ian@agw. These categoriw
reflect attempts to extend a programming environment by
adding a d~tnbution layer to w existing language, by pro-
viding d~tributed access as an operating system primitive,
and by developing a lan~age with fully distributed scope
and semantim. These designs each have their various advan-
tages and d~advantages, depending on the amount of pr~
gramming effort required upon the application developer,
the amount of specialized ifiastructure needed to provide
an interoperability layer, and the ease of extending an ex-
isting programming system.

2.1 Distributed Programming Systems

Distributed programming systems provide the simplest form
of distributed programming support, by adding a distribu-
tion layer on top of a language system. They usuatly pro-
vide remote stubs at each end of hosts that wish to com-
municate and perform remote invocations. Systems such as
RPC[BN84], DCE[Fou92], CORBA[Sie96], DCOM[Box97],
RMI[WRW96], and HORB[Sat96] each generate proxies to
provide distributed ace- to remote rwourcw. Whfle RMI
and HORB are Java-specific, RPC, DCE, CORBA, ad D-
COM provide language bindings for a partictiar language
implementation. In doing so, they are able to unify differ-
ent language systems to build common applications. Their
main advantage is that they require relatively little effort
to incorporate into an existing software system; their disad-
vantage is that the fimited form of interoperabllity and ob
ject migration that they support, although CORBA, DCE,
md DCOM seek to ameliorate this by providing a rich set
of standard servicw for creating, locating, registering, and
storing an object2.

2.2 Distributed Operating Systems

The operating system approach addresses a different aspect
of distribution by migrating proc=es for Ioad-bdancing,
fadt-tolerance, and rwi~ence. Systems such as Sprite[D087],
V[Che88], and Locus[PE86] provide buflt-in operating sys-
tem support to freeze the run-time computation of a pro-
cess, migrate the procm to a remote site, and unfreeze
the process. Each migration entfi leaving a proxy behind
to forward 1/0 and communications to the new site. By
providing tinegrained mobility, the location of processors,
memory, and file systems can be made fully transparent to
an application program. Though providing an extremely
powerfut and elaborate dwign, users would have to upgrade
and instatl an entirely new operating system to their exist-
ing computer system—a prohibitive modification in current
enterprises.

‘See COMA’S Common Object Services Specification[Sieg6],
DCE’S object servicm[W92], and DCOM fibr~ sewices[Box97]
for further details.
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2.3 Distributed Languages

Among distributed languages, there are languages dwigned
with fully distributed semantim such as 0bliq[Car95], Emer-
dd[JLHB88], and Distributed 0z[vRHea97], and adaptive
mobfie code languages such = TACOMA[JvRS95], Tel&
script[Whi96b], Sumatra[ARS97], Agent TCL[Gra96], Odys-
sey[Whi96a], Voyager[Obj96], and the Liquid Software pro-
ject at University of Arizona[HMPP96]. In the former cat-
egory are htnguagw whose semantics were designed to SUP
port distributed scope and acc~, provide a shared mem-
ory abstraction, and extend ordinary language operations
to manage replicated objects and data. The latter cat~
gory comprise agent languages and mobile code frameworks
which provide object mobility within a d~tributed environ-
ment.

The Liquid Software project, in particular, introduces
the notion of dynamically moving functionality tithin a net-
work to enable adaptive computing. Consisting of an array
of retargetable compilers, customizable client/server inter-
facm, and operating system support hbrary, the Liquid Soft-
ware infrmtructure can be used to devdop software agents
for browsing, searching, and retrieval. In Strat OSphere,
we take a very similar approach by developing a distributed
object system that providm network transparency for the
location of data and the location of its execution; in StratO-
Sphere, however, we provide an object reposito~ that r~
sida at each site where processing takw place. We show
how remote object repositories consisting of instances and
methods permit objects to take on dynamic functionality by
acquiring new methods and behavior at thse remote sit-.

3 Mobile Processing and Mobile Objects Requirements

Before describing the architecture of Stratosphere, we
tirst examine the forms of mobility provided by various dis-
tributed md network programming packages. We anatyze
different execution scenarios to determine what form of m~
bllity is required of the distributed system.

3.1 Mobile Code Paradigms

Carzaniga, Picco, and ViWa[CPV97, CGP+97] provide an
elegant dwcription of severat mobile code design paradigms
for distributed applications. Thwe are cl=ified SE Client/
Semer (CS), Remote Evaluation (REV), Code on Demand
(COD), and Mobile Agent (MA) paradigms. By decompos-
ing distributed applications into rmource wmponenti (code
and data), amputation components (thread of execution),
interactions (event and information pwing between two or
more components), sites (location where procming takes
place), d~tnbuted execution can be modeled aB primitives
operating in one of the above mobile code scenarios.

We briefly dwcribe each mobtie code prwentation aB fol-
lows: Computation components A and B reside at sit- SA

and SB, and component A initiatw some interaction with
component B. Code and data resources from components A
and B, (CA, DA, CB, DE) ae presented bdow before and
after each migration in Table 1.

In the CS paradigm, the code, data, and execution r~
main fixed at the server site SB. This is the usuat RPC
style of programming in which a client requwfi a service of
a server by specifying some data resource DA. The program
code CD and romnining (Iflt.a rrflonrcr~ DO to pnrforin t,lliR
service are rmident with the server. An additional interac-
tion from B to A returns the rwutt of the execution.

~,=— _ . .. -- -- ,. ... .... --- —-— . ..



Paadigm Before Migration After Migration

SA SB SA SB

Cs A,DA,CA B, DB,CB A, DA,cA B, DB,CB,DA
REV A, DA,CA B, DB,CB A, DA,CA B, DB,CB,DA,CA

COD A,DA,CA B, DB,CB A, DA, CA, CB,DB B, DB,CB
MA A, DA,CA – DB ,CB – DA,CA A, DB,CB,DA,CA

Tablel: Mobility andremote execution paradigms

In the REV scenario, the code to perform the execution is
stored at SA. Component A ships both code and data to site
SB where it gets procwed at SB. A fi~ interaction returns
the r=ult from B to A. Although mobile code scenarios CS
and REV are very similar in nature, they differ in one key
aspecti the ablfity to transfer processing from one site to an-
other by transferring the executable code. In languages such
as LISP, Scheme, or any of a variety of scripting Ianguag=,
REV can be seen as a natural extension of CS, since data
(repraented as lists, strings, or tuples) can just as e=ily be
interpreted = code. That is, CA can be represented as DA.
As long as a program interpreter is present at each server
site, remote evaluation and execution are readily available.
For procedurd languages which distinguish between pro-
gramming instructions and data structur=, however, the
run-time requirements of REV differ markedy from those
of CS. The additiond requirements of shipping code from
one site to another tiects the environment’s architecture
and implementation semantim.

Scenario COD is an inversion of REV. Instead of initia-
tor A sending code and data off to B, component A requests
code and data horn B, and executw it Iocdly. An exam-
ple of this form of code mobility is the applet service in
the Java programming language, in which H~P browsers
download Java code from remote sitw for Iocd execution.
An additiond service known as sewlet prograrnming[Cha97]
performs the opposite service, pushing Java code from a
local client to a remote server for remote execution, thus
falling under the REV category. While COD and REV are
very similar in design, the performance differences between
the two often lead to one scenario being preferred over the
other. In Web computing, the applet model COD prolifer-
ate, as the bulk of processing requires that computations
be offloaded to cfient sitw. However, in more complex inter-
actions, servle& and CGI[Gun96] programming perform ex-
ecution at the server-side, where relevant data and r=ources
are stored.

Finally, MA, is the most dynamic and autonomous of the
above paradigms. In the three previous scenarios, code and
data components can be transferred from one site to another
to redirect the location of processing, but the computation
component (the executing proc=) remains fixed to its orig-
inal site. In CS, REV, and COD, initiator A begins an
interaction md obtains the result in a separate thread from
that of the receiving component B. In MA, however, not only
can raource components be transferred, but so can the en-
tire computational component. Indeed, horn Table 1, we
observe that MA is an extension of REV, in which not just
DA and CA are migrated, but dso the computational com-
ponent A itsdf. To perform this service, the mobile agent A
suspends its execution at site SA, preservaq its state into an
mecution unit (EU), and transfers the EU to site SB where
proc=ing rwumes from A’s recent state.

These four mobile code paradigms are among the types
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Figure 1: Lattice of finctiondity in mobile code paradigms

of mob~lty we support in Strat OSphere. We introduce
another mobile code paradigm called RCE (Remote Code
Execution), which is a union of REV and COD mobilit~ a
RCE facility is able to transfer code CA and data CA to a
remote site for remote execution, as well as pull remote code
CB and data DE for Iocd execution. They can be organized
into the following lattice (Figure 1) to evaluate the mobde
computing capability of each scenario. The least finctiond
mobile code paradigm is CS, in which both code and compu-
tational components are fixed, though data components are
migratory. In REV, COD, and RCE scenarios, both code
components and data components are mobile but the com-
putational componenk remain fixed. All three components
are mobile in the most functional mobile code pardlgrn of
dl, MA. In principle, it may appear that MA is the only
mobile code paradigm required, as it providw migration of
dl computational components. Indeed, mobile agent tech-
nology= advance this supposition. The following example,
though, shows why MA may not suffice.

Suppose code and data components CA and DA are stored
at site SA while data component DB is stored at site SB,
but execution is to take place at site SC (Figure 2); -me
further that the initiating proc- r=ides at site SA. Adopt-
ing a sole MA approach, the execution unit may load in CA
and DA, then v~lt site SB to load in DB (Figure 2a), before
finally arriving at Se to execute CA with DA and DB. The
drawback to thifl approach is tjknt cnnlpnnollt~ CA nll(l DA

are migrated twit= from SA to SB, then from SB to SC; if
the data item DA is very large then the performance penalty
that MA incurs may be prohibitive.

-, ..-—— .-, .. . -- . ... . . - -.. -—
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(a) 2 hfA migratiom (b) 3 MA migratiom

Figure 2: MA and MA/COD migrations

To alleviate the costs of transferring large data compo
nenti, MA may be employed in a diff;rent-mrmner. After
loading in CA and DA, the execution unit first vtilts SG
and deposits CA ad DA in a repository at Sc; next the
execution unit migrates to SB where it collec~ DB and r~
turns to Sc where execution can proceed with code and data
components are in place. Thw scenario (Figure 2b) requirw
three migrations of MA. While the overhead of unnec=tiy
transferring large data objects has been ehminated, this ap
preach rdao incurs a performance penalty, albeit 1= evident
thm the preceding scenario. In depositing the components
CA ad DA at SA, then migrating the EU to SB ~d b~
to fetch DB, the EU must initially unload components CA
and DA into a repository at SB and then reload those same
components before execution can proceed. We note further
the two MA migrations to SB and back are for the purpose
of fetching components, a feature for which the COD mech-
anism waB designed. By replacing thse two MA migrations
with a single COD transfer (Figure 2c), the execution unit
can thus avoid having to insert and subsequently retrieve
CA and DA from storage at SA. Thus, though MA providw
a higtiy dwirable form of mobility, the remaining forma of
mobility cannot be discarded. In dwigning Stratosphere,
we provide a general migration facility that supports dl the
above forms of mobility, in order to adapt to a number of
different execution environments.

3.2 Execution Scenarios

Expanding upon the previous example, we now consider the
pmible execution scenarios where code and data reside at
different locations, each requiring a separate transfer to the
execution site. As Semeczko and Su[SS97] have pointed out,
there are 13 possible data and execution location scenarios
for data and executable programs stored at local and remote
hosk. In three scenarios, both the data and executable can
be migrated to different hosts for remote proc-ing. Table 2
lists the scenarios for loml aecutio% while Table 3 ~its the
scenarios for remote ~ecuiiom In these tablw, L represents
the local host, and R the remote host, while E represents
the host where execution is to take place.

The four local execution scenarios (L1-L4) depict those
scenarios where code and data are to be pulled to the 1-
cd site for local execution. They require a COD facility to
satisfy their mobility requirements. Of thae scenarios, L1
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L

E
L1
L2
L3
L4

Sc

(c) 1 MA and 1 COD miuation

Location of Locution of Mobile
Code Data Pamdigm

~

Table 2: Local execution scenarios

I Location of Location of Mobile
Code Data Paradigm

R1 I R I R I Cs 1\ ---
R2 E i Cs
R3 E R RCE
R4 L E REv
R5 L L REv
R6 L R RCE
R7 R E RCE
R8 R L RCE
R9 R R RCE

Table 3: Wmote execution scenarios
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and L2 require only CS for data p=ing, which is readily
achieved through client/server distributed computing pack-
ages such as CORBA, DCE, and RPC.

The remote execution scenarios, however, require a greater
degree of mobility and functionality. Since the component
initiating the processing do= not reside at the execution
site, a COD mechanism does not suffice. For these remote
executions, four of the cases (Rl, R2, R4, R5) can be impl~
mented through the use of REV frameworks, of which two
(Rl and R2) require only CS. For the remaining five CSS=,
we proceed higher up the moblhty ordering to obtain RCE
functiomdity. In each of the cases (R3, R6, R7, W, Rg),
a RCE facifity can be employed to visit fit the execution
site, and from there pull any remaining code and data from
a remote site to the execution site for proc-ing.

Altogether, thwe 13 scenarios comprise the possible com-
binations of -ecutions in a distributed environment, where
code and data can both be migrated for mobile code ap
placations. Supporting such functionality, however, is only
one ~pect of a d~tributed object syste~ mobility serv=
distribute processing throughout a network, but we need
firther facifitiw to manage the creation and execution of
mobile objeck.

3.3 External Object Methods

In StratOfiphere, an object’s methods maybe stored sepa-
rately from the object instance. We view this as a fundamen-
tal requirement in permitting objeck to adapt to changing
conditions in a fluid d=tnbuted environment where chang=
in operating conditions are inevitable. By permitting an ob
ject’s methods to be substituted at run-time, an object can
modify and extend its servic- without having to recompile.

At tirst glance, this treatment may appear surprising to
adheren@ of object-oriented programming, as an object is
traditionrdly understood to store both data (object state),
and executable code (object method) as a single program-
ming uni$ thus, decoupling an object’s state and methods
seems contrary to an object-bwed perspective. On the one
hand, the demands of mobile and distributed computing en-
vironments promote the separation of large object data and
object servicw, while on the other hand, the object-oriented
approach require their c~location. To reconcile thae two
views, we model each object as a loosely-coupled object.
That is, an object consists of internal methods that are tied
to an object, as well x mtemal methods that operate on
the object state, but are stored extemdly. In programming
terms, an intemd method is a method that residw in a
class, while an ~temd method rwidw in a separate exe
cutable program as a Java . class tie. Intemd methods
are those methods that provide consistent mo~lfication of
object state, while extemd methods provide extended ser-
vices. At run-time, a Java object’s intemd method may be
invoked by means of the Reflections package[Sun97], while
an extemd method can run upon an object by using a Java
cl= loading mechanism[GJS96]. We explore thwe concepts
in greater detail below.

3.3.1 Run-Wine Object Adaptation

Beyond rwource and computation migration, the abifity to
adapt a running object to changing needs and requirements
remains an essential aspect of an interoperable object sys-
tcm. For this wo require tho rd)ility tu cxtclld t,ko florviceg
of an object. For example, consider a scenario in which a
cfient wishw to pro- an aerial image of a region to deter-
mine areas of vegetation gowth. The Stratosphere ob-
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Figure 3: Extending a method in Stratosphere

ject in the system, called Image, contains methods to read
in an image, resize, and display the image. The client)

furthermore, would like to segment the acrid image using
image proc-ng routines to hightight the arem of vegeta-
tion growth.

In tradition object systems, the cfient would usu~y
subclass horn the Image CIW in order to extend its function-
fllty by providing a segment method. Creating a new sub
cl=, however, is a compil~time activity; the cfient dedsrw
a new dsss, SegmentableImage, that inherik from the base
class, adding and redefining new methods and instance vari-
ables as appropriate. This technique works well in object-
oriented languagw, because the programmer can freely ex-
tend CISSSWand introduce new typm and featurw into the
programming environment. This capability, however, c~-

not be sustained in distributed environments, where each
user is Emited in the ability to add or modify system clsssa.
Rather than provide a new subcl- at compiletime, the
Stratosphere system lets users supply a new method to
an object at run-time (Figure 3).

In many environment, security ratrictions forbid a client
from arbitrarily introducing anew type into the system. For
applications, however, th~ inability to modi~ or extend the
servic~ of an object, posw too rigid and unwieldy a r=tric-
tion. As time pro~~w, the role of an object evolv= and
adapts[W91], and a software system must accommodate
thae changa by providing the nec=ary user enhancemenfi
and modifications. For this reason, we too must provide a
means of dynamically extending an object’s servi~ in our
Stratosphere system. In doing so, we must ensure that
redefining or adding a new method does not lead to an in-
consistent type system for our objeck. As we shall see, the
means by which we ensure consistency is through run-time
assertions of methods and class invsriants.

3.3.2 Reposito~ Relmplementation

Ttilng this method one step further, we not only permit
an applications to extend iti object behavior, we provide
repositoriw with this capability = well. Specifically, we let
object repository= provide different implement ations of ex-
temd methods.

Suppose after some time, a Segmentablehage class gets
introduced into the Stratosphere environment (Figure 4a).
A cfient application may still not be satisfied with the given
segmsnt method. Once again, the client application can
provide its own implementation by dynamicrdly extending
the class and redefining the segment operation, or better
yet, the client can shop around the network and locate an
Idrcudy OfiSti!lg rC1)UHilory llIt’lk(Jd lU rUdO[]l10LIIUOl)OrllLkJll
(Figure 4b).

In this case, we let the reposito~ rather than the object
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Figure 4 Repository redefines method with new implemen-
tation
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Figure 5 Stratosphere Design Layers

reimplement a method in order to obtain new functionality
or take advantage of a particular host repository’s resourc~.
By letting both applications and repositoti= speci~lze their
servicw, the Strat OSphere environment providw conv~
nient adaptation for both source program and d~tributed
environment, presenting a customizable run-time environ-
ment to adjust to changing conditions. We shall sss how
we obtain th=e service when we dwcribe the artiltmture of
the Stratosphere system.

4 Stratosphere Architecture

Figure 5, illustrates the multi-tiered layer of design servicm
that comprise Stratosphere. Th=e layers consist of the
~ansport layer, the Repository Layer, the M=aging Layer,
the Object Migration Layer, and the Distributed Applica-
tion Layer. Annotated next to each relevant layer is the
form of mobility provided by the architecture.

4.1 Transport Layer

The bottommost layer of Stratosphere is the fiansport
Layer which provid= basic remote invocation services for
distributed applications. In this layer we take a simple CS
system as a substrate upon which we can provide further
mobifity paradigms. Here we may select from the myr-
iad of packag~: RPC, CORBA, DCOM, DCE, and Java-
specific interoperabifity fiarneworks such as HORB[Sat96]
or RMI[WRW96]. Each of three packag= permit a &ent
to pass arguments and invoke a method of a remote object,
wait for the method to be executed at the server and obtain
a r=ult, thus satiswlng basic CS functionality.

For the Transport Layer, we have chosen HORB w our
CS package to provide remote access and remote execution.
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Though HORB is capable of much @eater functionality, we
utilize HORB simply to provide defivery and remote accw
to objects. ACC* to these HORB services are rwtricted
to the Transport Layer, so that transport mechanisms can
he sllhstitute[i in I)lace witllo!lt (Iistllrbing the remaining
layers of the Stratosphere architectur~ we could just M
well have replaced HORB with any of the other packagw
above by r-implementing our ~ansport Layer interface.
Indeed, General Magic’s Java-bwed agent and distributed
object system, 0dyssey[Whi96a], lets the application pr~
grammer select among RMI, DCOM, and CORBA HOP for
its transport.

4.2 Repository Layer

At each site in a distributed system, we require the servic=
of a repository to store data and code, where data and code
corrwpond to jnstances and &emal methods of a Strato-
sphere object. The Java object seridizer[RWW96] is em-
ployed to serialize each object into a byte stream for storage
in a repository. Since an extemd method is a Java . class
fle, it can be stored in a repository as a stream of Java byte
code. In this way, the repository layer servw as a persistent
storage system for mobile objects in Stratosphere. By
storing serialized instances, we can record the state of an
object, as it proceeds in computation. A repository further
servw m a fibrary of services by storing extemaJ methods
that act upon object instancw.

To operate within the Stratosphere fraework, data
instanc~ and extemd methods must satis~ the fo~owing
Java interfacm

public intatiacaSSObjsct●xtandsSarializabla{

}

public intaflacsSSkstaca ●xtcndsSSObjact{

publicboola= invmi=to ;
}

public intatiacsSSHstbod●xtandsSSObjact{

publicboolsm pracontitiono;

publicSSRasdt -(SSImtmce hstacs ,
StringmctiodN-c,
SSkglist =glist) tkous SSExcaption;

publicboola= postconditiono;
}

Each Stratosphere instance implements the SSInstence
interface in order to be serirdized and stored in a repository,
while each extemd method implements SSHethod in order
to be dispatched by the Stratospheres run-time environ-
ment. We defer discussion of the invari=t, precondition,
and postcondition methods in thwe interfaces until Sec-
tion 4.% for now, we will examine the run method in the
SSHethod interface, which is used to dispatch an extemd
method upon an instance.

The implementation of the method dispatcher is described
in [WAAS97]. Basically, Stratosphere employs the MSQL
database[Hug95] to store instance, class hierarchy, and class
format meta-data tabl=. We wrote anew cl~loader[GJS96]
that queri= thwe tablw to locate the appropriate intemd
or external method to apply upon an object, based upon
the name of the method specified in metho~me, and the
inst~ce class type. If the query rwolvea to an extemd
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method, then the d~patcher us= our classloader to load the
extemrd method from the repository, and invoke the run
method, p~ing in the required argumen~. the Strato-
sphere instance, the name of the method, and an appropr-
iate argument Est. H the query returns an intemd method of
the Stratosphere instance, then we employ the Java R~
flections Library [Sun97] to dynamically invoke the intemd
method of the object instance, again pwing in the relevant
arguments: the object instance and argument list.

4.2.1 Repository Strutiure

Figure 6 illustrat~ our repository structure within Strato-
sphere. Each site implements both a Loml reposito~ and
a portion of a Global Reposito~. The Global Reposito~ can
be viewed u a global addr~ space partitioned among the
hosts in the network objects stored in the Global Repos-
itory are visible at every Stratosphere site. Each Local
Repository, however, is separate from the others. A Local
Repository caches object instances, and provides locrd im-
plementations of extemd methods. A discussion on how
we maintain consistency among different copiw of objects
cached at each Lod Repository d] not be prmented in
this paper, but we briefly d=cribe the storage of extemd
methods at each Local Repository.

As noted above, our clwloader queries a set of meta-
data tabl~ at eti repository site to locate a pmticulsr
method to d~atch. Each repository site may, in fact, pr~
tide a different implementation of an extemd method. For
example, sitw SA and SB may each store a different imple
ment ation of the se~ent method in their Local Repositw
rim. A tiage object +lting SA would obtain a different be
havior than if it were to visit site SB. Our Stratosphere
framework thus supports the ~acto~ pattern[GRHV95], in
which a common abstract interface is adopted to obtain dif-
ferent concrete method implementations at each site. A
repository site can take advantage of this feature to pr~
tide specialized behavior for a particular method. A dif-
ferent segmentation algorithm may be implemented for the
se~ent method, for example, if the host were a supercom-
puter as opposed to a desktop machine.

In the Stratosphere system, our repository structure
exhibits both vertical and horizontal partitioning. The GIG
bd Repository is vertically partitioned to extend a common
storage space across different sites. The Local Repositoria
are horizontally partitioned to implement new object behav-
ior at each individud site.
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4.2.2 Repository Scope

The schema for our object repository is shown in Figure 7,
where we note that instance and method objec~ each have
three levels of scoping Global, Lowl, and PtiuateGlobal
scope is extended to elements in the Global Repository, w
it serves as a global address space for the entire network. A
site with a Locrd Repository has Local scope, since its im-
plementations are visible only to ikelf, and not to any other
site. F1nrdly, we come to the concept of Private scope, which
is applicable to MA applications. Each Stratosphere mo-
bile agent contains a Private Repository that travds with
the agent as it visits different sitw. We will d~cu= this n~
tion of Private Repository further in Section 4.4, when we
describe our MA implementation. There we shall see that
a mobile Strat OSphere application can compose different
views of a distributed object by v~lting different repositories
for their Iod implementations, yet retain accm to Private
and Global repository objects.

4.3 Messaging Layer

The next layer of our desi~ is the M-aging Layer, in which
we model interactions w m=agepwing activity between
remote entities. A sender sends a message to a receiver by
speci&ing a remote repository as a location. The m-age
is then delivered to its dwtination through the ~ansport
Layer using the Repository Layer to reference the target
repository.

In this layer, each m-age passed between remote ob
jects is itsdf a Java object, and not simply a coded tag or
field vrdue. For this layer, we provide an interface called
SSDispatchable.

public iatatiacsSSDispatAabla {

public SSRosfitdispatcho tkoue SSExcaption;
3

Each m=age sent from client to server corrwponds to a
Java object that implements this interface, by defining a
dispatch routine. Upon receiving the message, the server
simply calls diepatch to proc= the message. Since the
m-age is an object, the code to execute the message is
encapsulated entirely in the message, and need not be reg-
istered at the server.

By dwigning the m=ag-pwing mechanism in this man-
ner, we can implement REV and COD functionrdity for our
mobile code system. As noted earlier, REV can be viewed as
a natural extension of CS, if executable code were able to be
rol)rcsentod ns dnty in tllo cn80of ,lnvntlll~])ORORnOI)nrrier,
M external methods in the form of Java programs can be
stored as an array of Java byte-code. The byte code can then
be inserted into a m=age along with the serialized object
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instance, and passed from client to server. When the server
proc=es the message, the executable byt-code is subs~
quently extracted from the message and executed upon the
instance using a Stratosphere Java classloader[GJS96].
The rault of the execution is sent back to the client by
means of a subsequent message.

By factoring out the mmag~pwing interaction between
client and server in CS and REV, we are able to build REV
functionality on top of the Transport layer’s CS p~adigm.
Likewise, COD can *O be implemented in a very similar
manner: A message is sent to a server requwting an reposi-
tory metho~ the server obtains the byt~code for the exter-
nal method ad pass= it back to the client a return messag~
the client extracts byt~code, dynamically loads and exe
cut= the method at the client’s site. The manner in which
we obtain both REV and COD functionality is through spe-
cialization of the m-ages that are passed between client
and server.

In addition to implementing a Dispatchable interface,
a m=age object must provide one other genera routine,
which is the send method:

publicabatractCIMS Hassaga~plammts SSDi8pat.habls{

publicSSRasfitsando tbous SSMcaption {
...

}
}

The send method transfem the mwage object to a given
repository site. ~om this m=agedelivering abstract Java
class, we may then derive other subclassw to provide sp~
cidized services.

In Figure 8, we see the pertinent message objects in the
Stratosphere system, with the Message at the root of th~
hierarchy. A client sends a uueryMessage to locate and ex-
plore information at remote sites. An AdminMessage is is-
sued by a privileged cfient to perform some administrative
function such as shutting down the repository site, intr~
ducing a new object type into the system, or modifying the
contents of an object repository. The RemoteEvduation-
Messages, MobileObjectMessages, and RemoteExecution-
Messages provide the system with mobile code functiona-
lity. Each of th~e m=ages holds an SSRepositoryObject
to fetch or store data instant= and extemd methods into
the repository. The RemoteEvaluationMes sage first fetch=
data and code from the Iocd repository and detivers the
message to the destination site for remote execution, pr~
vialing the system with REV capability. To satisfy COD,
the HobileObj ectMessage is sent to fetch objects from the
remote repository. Finally, the RemoteExecutionMessage
provides RCE functionality by sending the m-age to the
execution site, then kuing MobileObj ectHessage to pull
the relevant code and data and directly to that site for pre
ceasing.

The M-aging Layer access~ the servic- of the Reposi-
tory Layer through a set of well-known interfaces. To obtain
an object in a Stratosphere repository, these mmages go
through the SSRepositoryObj ect interface,

public ktatiaca SSRepositoryObj●ct {

publicvoid bind() thous SS=ccption;
publicvoid fatcho tkous SSExcaption;
publicvoid stora() tkovs SSExcaption;

}

which defines bind, fetch, and store methods3 The bind
method -ociates a particular code or data item with a

‘For sake ofsimplicity,format=gumenb ofmethods willnot be
shown in tiletext.

repository; the bind method must always be called before
any further operations can be invoked. The fetch method
is called to extract the item out of repository storage, while
the store method inser~ it back in.

We note that in each of these three m=agm that the
order in which the send of the message and the fetch of the
SSRepositoryOb ject vary. The RemoteEvduationMessage
performs a fetch of the objects before the send to the server
site. Conversely, the client must first send the MobileObj ect-
Hessage to the repository site, before it can fetch the repos-
itory item and return it to the client. Since RCE is a
union of REV and COD, the RemoteExecutionMessage will
fist fetch any Iocd data before the send to the execu-
tion site, whereupon the RemoteExecutioflessage issuw a
MobileOb jectMessage to fetch any remaining objects from
remote repositories.

With REV, COD, and RCE in place in the M-aging
Layer, the Stratosphere system can satisfy both Iocd and
remote execution scenarios L1-L4 and R1-R9. To obt tin
MA functionality, however, we must develop firther mech-
anisms at higher levels of Stratosphere.

4.4 Distributed Object Layer

The previous M~aging Layer provided a means of shipping
code and object instances across remote sites in order to r~
target proc-ing of the object. In this layer, we use the
servicw of the M~aging Layer to implement a distributed
object, a mobile object that can be dynamically relocated
to a different host, in a typ~safe manner. To do SO, we
introduce the addition of a glob~ naming service and a dis-
tributed execution facility.

4.4.1 Global Naming Service

The Messaging Layer providm pwing of objects and meth-
ods so that objects are copied to remote sites, but to provide
distributed proc-ing, we must dso have some means of ac-
c=ing object by reference. For this, we require the addition
of a global naming service that keeps track of the location of
each object as it is mi~ated, and maintains a global pointer
to the running object.

In our current design for Stratosphere, we employ the
servica of a centralized database to track object state and
location. This database is considered to be stored within
the global repository. Each time a Stratosphere instance
is created, an entry is added into a table, providing the
following information:

(ObjectName, ObjectRef, Host, Owner, me, State, Time).

The ObjectName is a string assigned to an object, and used
as a primary key for this global name table. The ObjectRef
is an unsigned integer due that stores a host-specific refer-
ence to the object. The Owner and Host fields dmcribe the
hosts where the object was originally created, ~d where
it is currently located. The we field stores the qualified
name (full package name) of the Java object, while State
tiue d~crib~ the current object state (Created, ~am-
femed, Stored, Running, Destroyed), corresponding to the
statw when the object was created, when it was migrated
to a new site, when it was checked in and checked out of
a persistent store, when an operation was invoked on the
object, and when it was destroyed or garbage collected. Fl-
ndly, the last field Time records the global timwtamp that
the entry was entered into the database.

Using this information, we can keep track of an object’s
current status and provide access to an object through a
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global reference. Though our approach is currently based
upon a centralized server, we have studied plans to redesign
the naming server into a distributed server. The work of
Awerbach and Peleg[AP95], for example, describes the de
sign of a distributed directory for mobile users, that tracks
the location of each mobile object in an efficient manner
by incrementally propagating updates into the directory for
specific subnetwork regions.

4.4.2 MA Facility

The next service that we provide is a means of distributing
the execution of an object throughout the network: MA. In
the Messaging Layer, we designed a facility to migrate and
deliver objecfi by storing them within appropriate m-ages,
and passing the m~ages between hosts. The drawback with
this tefinique is that the object migration is specified on a
peer-t-peer b=is; there is no coordination among different
hosfi to perform distributed proc~ng of an object. The
following example illustrat~ the need for this facifity to dis-
tribute execution:

Suppose we have a client application that is logged on
a laptop machine named skiny. The cfient would like to
create a LandsatImage of Santa Barbara County, segment
the image to locate areas of vegetation growth, and render
a high qufity hardcopy graphic of the rdting segmented
area The resourc~ to perform this task, however, are scat-
tered and distributed rdl over the network. A large Lendsat-
hage of Cdifomia state is stored at a mainframe called
bigblue; the most powefil machine on the network is an
WtraSparc named speedy, and a dedicated high-resolution
graphim device is attached to a dedicated graphiw procwor
called picasso. As we shall see, we rely on the ability to cm
ordinate execution and migration of objec~ to complete this
distributed task in an resourc~efficient manner. The dis-
tributed proc~ing of this object is illustrated in Figure 9.
To actually implement such an execution, we first define the
notion of a migrating object store which we call a Execu-
tion UniL The Execution Unithol& a Private Repository to
store its own collection of instance and extemrd methods,
and a instruction queue. By executing each instruction at
a repository site, the Execution Unit is able to visit remote
repositori~ to gather new data and methods into its Pri-
vate Reposito~ the Execution Unit can thus compose its
own view of an object, aggregated from distributed sourc~.
There are a set of primitive instructions to program a Esecu-

tion Unifi these are new, impoti, WOrt, push and inuok~
The new command calls a constructor to create an object.

The import instruction imports a repository object from
a Global or Local Repository and stores the item into its
Private Repository, while the eqort has the opposite effect.
The push migratw the Execution Unit to a new site, akin
to the go command in Tel=cript and Sumatra, where it
rwumes execution with the following instruction.

These instructions operate on the object in the following
manner:

instruction 0p●ration addr,ss

import Lmtiat Im~a
n9w LmdsatIm~a
bpO* LmdratIm~a--ac@ant
push bigbluc
impO* ●timct spcady
invoke ,rtract
push spaady
tivoka Lm&atb~c--xc@ant
push pie-so
hport print
tivokc

picasso
print

The client initially creates an empty Landsathage object
and storw it into the Execution Unit at skinny, by importing
the class constructor and cdfing new. The client’s god is
to segment and print a region of Santa Barbara County, un-
fortunately, there is no segment operation in the Lsndsat-
hage cl- instead, the client must provide one. The client
creates a class called LendsatImage-segment, compila it
into bytecode, and temporarily stor= it into skinny’s L-
cd Repository.

public CIUS Lan&ath~a--sc~ant tiplansntsSSSracutabla{

public .1.ss LudsatIrnage--st@anto {

// constructor

3

publicm(SSObj ●ct in=tmcc, String
mathodSmn, SSArglist=glist) {

// Ertnct tha =~ants from ths =glict
// to spacifya ragionto sa~ant md
// propartiasto so~aat. ~an sapant

// tha imag~ storad in instanca.
}

3
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Figure9: Remote Execution facifity over4 machines

Using the import command, the client loads this user-defined
method into the Ezwution Units Private Repository for
later execution at a more powerful machine.

The pwh command then migratw the Ezecution Unit to
the mainframe bigblue, where a large Lendsatbage of Crd-
ifomia r~id=. The extract executable, however, is stored
at the UltraSparc speedy, leading to two possibility= ei-
ther migrate the Cdifomia object from bigblue to speedy
for remote execution (R3), or import the executable from
speedy and perform the operation Iocdly (L2). To migrate
the Cdifomia object, the Ezecution Unit would fit have to
insert the Cdifomia Landsathage into its repository then
push onward to speedy. Unfortunately CNlfornia is much
too large an object to shift, consuming far too much bmd-
width, the dlent opts for the latter dtemative. The pull
method trangfers the extract method from speedy’s Local
Repository into the Ezuution Unit’s repository, and exe
cutes it upon the Cdifomia object at bigblue. The r=ult
of the extraction is a Santa Barbara County LendsatImage
which is then stored in the Ezecution Unit.

Next, the Execution Unit proceedg to picasso, where
it dispatches the Lendsatbage-segment method to mark
the are= of vegetation growth. Finally the Ezecution Unit
push~ itsdf to picasso, where it imports a specitized print
extemd method from picasso’s Local Repository, and then
impoti this print commad to produce a hardcopy.

At this point, we briefly describe how we ensure type
safety as it appears we are permitted to d~patch any ex-
temd method upon any instance, without regard to object
semantics. Earlier, we noted that the SSInstance inter-
face sptied an invariant method, while the SSMethod
interface required both precondition and postcondition
methods. These mertion checks at run-time[Mey88] pr~
tide us with a means of checking typ~safe operations. Each
Stratosphere object specifies a cl= invariant, which our
clsssloader checks whenever it dispatches a method, to en-
sure that the object state dow not become inconsistent.
Likewise, our classloader checks each SSHethod’s precondi-
tions and postconditions to ensure that the external method
do= not encounter an unexpected instance state. If any of
three boolean assertions are violated, the classloader triggerg
an SSException which is returned to the client application
with to report the interface ~ertion violation.
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The Execution Unit providw the fictiondity that we r-
quire to coordinate distributed processing by incorporating
both an intemd private object repository and an instruction
queue. The Ezecution Unit interprets the instructions at
run-tirnq it performs these import and export instructions,
by issuing HobileOb jectHessage and RemoteEvduation-
Hessages to transfer instancw and methods between reposi-
tories uging COD and REV. The Stratosphere cl=loader
is employed to d~patch these methods and instances to
invoke a method. Similarly, the new instruction is proc~ed
by cfing the appropriate Java object’s class constructor.

The remaining push instruction dso uses REV to trans-
fer the Execution Unit to a remote site. In doing so, how-
ever, a few intricacies ariss We assume that the state of
each Stratosphere object is safely stored in the Private
Repository, so that the object can continue proc=ing af-
ter a rnigratio~ we must dso ensure that the state of the
Ezecution Unit itself is maintained so that after a push, the
gubgequent instruction in the instruction queue is executed.
To resolve this problem, we subclm the Execution Unit from
the RemoteExecutionMess age in order to deliver it to remote
repository sites for firther processing, satisfying execution
scenarios, L1-L4 as well as R1–R9.

5 Conclusion and Future Work

The fid layer of interoperabifity in Stratosphere is the
Distributed Applications Layer, from which distributed a~
pfications can be built with MA execution. This is the level
where mobile code lan~ag- systems such as Aglets[LC96],
TACOMA [JvRS95], Telescript[Whi96 b], 0dyssey[Whi96a],
and Voyager[Obj96] provide services for enterprise appHca-
tiong. At time of writing, thig fid layer is sti~ being d~
veloped md implemented for Stratosphere. By utilizing
the services of the Distributed Object Layer, we have the
mi~ation capability of an MA system. D=igning this layer,
however, involves not just a mobility paradigm, but dso
tiues of inter-agent communication, synchronization, and
agent security.

Inter-agent communication varias among different agent
systems. In our dwign, we use an idea initially developed
in M0[Tsc97], in which agents exchange data in a shared
memo~ area of each execution site. In adapting this idea
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to Stratosphere, we have rwerved a portion of each Local
Repository, called the Ezchange Arm to provide both data
exchange and code exchange among different agents. Syn-
chronization of updates to this Exchange Area is supported
by a thread queue for each mobile process.

Work on agent security has been an area of active r-
search[WMFS96]. Among the ~uw involved are scenarios
in which a malicious agent may attack a host, a host may
attack an agent, or an agent may attack another agent. In
our desi~, we have ~eatly reduced this problem by as-
suming that each host repository is a trusted sourc~ that
is, only privileged administrators may maintain and update
the repository. Consequently, we assume that a host will not
attack an agent, but concern ourselvw with the more scur-
rilous problem of an agent attacking the host. In our ini-
tial implementation of the Distributed Applications Layer,
we use signed certificatw[TV96] to authenticate each agent.
No host or agent exchanges any data or information with
another agent unIess a signed certificate identifies the agent
as a trusted source. Another approach that we are investi-
gating includes proof-carrying code[NL96], which performs
a verification of code to be executed to ensure trusted oper-
ation.

Atier studying dl po=ible execution scenarios, we have
d=igned and built a framework called Stratosphere that
distributes proc~ing acrow multiple host sit=, and dso d-
fines a dynamic object model to implement client servic=.
By building a multi-tiered architecture, we were able to suc-
cessively develop a dynamic and extensible distributed envi-
ronment for Stratosphere objects, providing REV, COD,
and RCE in the Mwaging layer and MA in the Distributed
Object Layer. We show how the object instancw and object
methods can be selectively mi~ated to different sit w for re-
mote proc~ing. We describe the Stratosphere naming
service and object repository, and provide a programming
model to build a dynamic Execution Unit in which sequences
of method executions are targeted at remote sites for dis-
tributed processing. We have developbd a prototype of the
Stratosphere, and are currently inv=tigating other appli-
cations involving MA and distributed database queri= in
the d~tributed application layer using the Ezecution Unit
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