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Abstract

In today’s chaotic network, data and services are mobile and replicated widely for availability,
durability, and locality. Components within this infrastructure interact in rich and complex ways, greatly
stressing traditional approaches to name service and routing. This paper explores an alternative to
traditional approaches called Tapestry. Tapestry is an overlay location and routing infrastructure that
provides location-independent routing of messages directly to the closest copy of an object or service
using only point-to-point links and without centralized resources. The routing and directory information
within this infrastructure is purely soft state and easily repaired. Tapestry is self-administering, fault-
tolerant, and resilient under load. This paper presents the architecture and algorithms of Tapestry and
explores their advantages through a number of experiments.

1 Intr oduction

Themilieu of Moore’s-law growth hasspawneda revolution. Today’s computingenvironmentsaresignifi-
cantlymorecomplex andchaoticthanin theearlydaysof meteredconnectivity, preciousCPUcycles,and
limited storagecapacity. Dataandservicesaremobileandreplicatedwidely for availability, performance,
durability, and locality. Componentswithin this infrastructure,even while constantlyin motion, interact
in rich andcomplex wayswith oneanother, attemptingto achieve consistency andutility in the faceof
ever changingcircumstances.The dynamicnatureof the environmentstressesin many ways traditional
approachesto providing objectnameservice,consistency, locationandrouting.

If we projectcurrenttrendsfor growing numbersandcomplexities of overlay network services,we may
be headedtowardsa future stateof world computinginfrastructurethat collapses underits own weight.
Already, many of today’s object locationandrouting technologiesareextremely fragile, subjectto flash
crowd loads,denial of serviceattacks,securitybreaches,server failures,and network outages. Scaling
currentsolutions,while promotinggreaterinteroperabilitywill likely only invite disaster— a house-of-
cardsbuilt from many individual houses-of-cards.

In this paper, we presentthe Tapestryrouting architecture,a self-organizing,scalable,robust wide-area
infrastructurethat efficiently routesrequeststo content,in the presenceof heavy load and network and
nodefaults.Tapestryhasanexplicit notionof locality, providing location-independent routingof messages
directly to theclosestcopy of an objector serviceusingonly point-to-pointlinks andwithout centralized
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services.Paradoxically, Tapestryemploysrandomnessto achievebothloaddistributionand routinglocality.
It hasits rootsin thePlaxtondistributedsearchtechnique[21], augmentedwith additionalmechanismsto
provide availability, scalability, and adaptationin the presenceof failuresand attacks. The routing and
directory informationwithin this infrastructureis purely soft stateand easily repaired. Tapestryis self-
administrating,fault-tolerant,andresilientunderload,andis a fundamentalcomponentof theOceanStore
system[17, 24].

In Tapestry, weproposeanarchitecturefor creatinganenvironmentthatofferssystem-wide stability through
statistics. Faulty componentsaretransparentlymasked, failed routesarebypassed,nodesunderattackare
removedfrom service,andcommunicationtopologiesarerapidlyadaptedto circumstances.Thisalternative
is not itself novel, astherearemany parallelsin thebiologicalworld. However, it is conspicuouslyabsent
in theworld of computing,andalsoextremelyelusive. In the following section,we arguewhy integrated
locationandrouting is a crucial componentfor achieving this optimistic result. First, however, we needa
paradigmshift.

1.1 Requirements

Stability Through Statistics: Moore’s-law growth of processorperformance,network bandwidth,anddisk
storage(to namea few), hasspawnedanopportunityto shift our focusaway from optimizingevery cycle,
transmittedbit, anddisk block andtowardsredundancy, (i.e., the useof aggregate,statisticalbehavior of
many interactingcomponentsto achieve uniformity of behavior). Done properly, sucha systemwill be
highly resilient to failures— the normalstatefor any sufficiently large system.However, this capability
canonly beachievedthroughcontinuousmonitoringandadaptation,redundancy, andtheeliminationof all
singlepointsof failure. Furthermore,centralizedsolutionsareimpracticalsincethey requirelong distance
communicationsarevulnerableto availability problems.Thus,locality of communicationis critical, except
whenabsolutelynecessaryfor serialization.

Redundancy maytake many forms. At thelowestlevel, we might sendtwo messagesalongdifferent paths
insteadof just one, therebyincreasingthe probability that a messagewill arrive at its destination,while
reducingthestandarddeviation of communicationlatency1. Or, wemayhave redundantlinks, but usethem
only whenfailure is detected.Likewise, the 9 monthdoubling-periodof disk storagewithin the network
suggeststheuseof widespreadinformationredundancy becauseit increasesthelikelihoodthatinformation
canbe locatedeven whenlinks or nodesaredown. We canalsoleveragetraditionalforms of redundancy
(e.g.,by cachingmany copiesof anobject,wearefarmorelikely to find acopy quickly, if it is close,or find
it evenwhencommunicationis notpossible).Alternatively, by spreadingcopiesor erasure-codedfragments
of informationwidely, we canachieve strongdurability (i.e., databecomesextremely hardto destroy). Of
course,consistency concernsbecomeimportantwith wide-scalecaching,but thesecanbeaddressedin many
ways.In particular, consistency canbehandledby application-level techniques,decouplingthemechanism
for fault-tolerancefrom thepoliciesfor consistency.

1.2 Combined Location and Routing

Ratherthanattemptingto solve the world’s problems,we canextract a simplelessonfrom above: wide-
arearesilientarchitectures/applications requireinformationandmechanismredundancy. For instance,con-
sider a basicprimitive that combineslocation and routing, specifically, the ability to addressmessages
with location-independent names andto requestthat thesemessagesberouteddirectly to the closest copy

1This interestingalternative leveragesthedoublingof coreInternetbandwidthevery11 months
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of an object or servicethat is addressedby that name2. This primitive enableshigher-level architec-
tures/applicationsto interactwith objects(data),while ignoring knowledgeof object locations(physical
servers). Likewise, the primitive allows datamigration and replication to be optimizations(for perfor-
mance,for durability, for availability, etc) ratherthan issuesof correctness.The OceanStoresystem,in
particular, leveragesthis mechanismto decoupleobjectnamesfrom theprocessusedto routemessagesto
object;however many otherusesarepossible,aswe discussin thefollowing section.

Meeting the goalsof wide-scaleresilienceeliminatesthe ability to usecentralizeddirectory servicesor
broadcastcommunication,andinsteadrequiresthat locationinformationbe distributedwithin the routing
infrastructureand be usedfor incrementalforwarding of messagesfrom point to point until they reach
their destination.Furthermore,this mechanismmustbetolerantof a wide arrayof failuresfrom mundane
to Byzantine,possiblyby sendingmultiple messagesalongdifferentpathsto ensurea high-probabilityof
delivery. Thus, these requirements argue that location and routing must be provided through an integrated
mechanism, rather than composed from distinct name service and routing infrastructures.

1.3 Fault-Tolerance,Repair, and Self-Organization

In keepingwith ourwide-scalerequirements,distributedlocationinformationmustberepairablesoft-state,
whoseconsistency canbe checked on the fly, andwhich may be lost dueto failuresor destroyed at any
time, andeasilyrebuilt or refreshed.The ability to retransmitrequestssuggeststhat the slight chaosand
inconsistency (i.e.,weakconsistency) of adistributeddirectoryis tolerable,assumingthatwecanboundthe
amountanddurationof inconsistency of thedirectorystate.Pushingthis conceptevenfurther, therouting
and location infrastructurecan verify routesin a variety of ways, including checkingthe cryptographic
signaturesof informationat thedestination;maliciousserverscanbefilteredby treatingroutesto themas
corrupteddirectoryentriesthatneedto bediscarded.

Finally, thetopologyof thelocationandroutinginfrastructuremustbeself-organizing,asrouters,nodes,and
datarepositorieswill comeandgo,andnetwork latencieswill varyasindividual links fail or varytheir rates.
Thus,operatingin astateof continuouschange,theroutingandlocationinfrastructuremustbeableto adapt
the topologyof its searchby incorporatingor removing routers,redistributing directory information,and
adaptingto changesin network latency. Thinking to thefuture,thelargenumbersof componentssuggests
thatany adaptationmustbeautomatic,sinceno reasonable-sizedgroupof humanscouldcontinuouslytune
suchaninfrastructure.

1.4 Outline

In thefollowing pages,we presenttheTapestryarchitecture,its algorithmsanddatastructures.We explore
theoreticalimplicationsof thedesign,andprobeits advantagesthrougha numberof experiments.Therest
of the paperis organizedasfollows. Section2 givesan overview of the Plaxtonlocationscheme.Then,
Section3 highlightsTapestryimprovementsto thebasicschemeanddescribeslocationandroutingunder
a staticTapestrytopology. Following this, Section4 describesalgorithmsusedto adaptthe topologyof
Tapestryto changingcircumstances.Wepresentanddiscusssimulationresultsin Section5. Then,Section6
discusseshow theTapestrywork relatesto previousresearchin wide-arearoutingandlocation.Finally, we
sumup currentprogressanddiscussfuturedirectionsin Section7 andconcludein Section8.

2“Closest”herecanbedefinedby avarietyof mechanisms,includingnetwork latency andgeographiclocality.
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2 Background: Plaxton / Rajamaran / Richa

In this section,we first discussthe inspirationfor Tapestry’s design,the locationandrouting mechanisms
introducedby Plaxton,RajamaranandRichain [21], followedby adiscussionof thebenefitsandlimitations
of thePlaxtonmechanisms.Plaxtonet al. presentin [21] adistributeddatastructureoptimizedto supporta
network overlayfor locatingnamedobjectsandroutingof messagesto thoseobjects.In thispaper, werefer
to the forwardingof overlay messagesin Plaxton/Tapestryas routing, andthe forwardingoverlay nodes
asrouters. ThePlaxtondatastructure,which we call a Plaxton mesh, is novel in that it allows messages
to locateobjectsandrouteto themacrossan arbitrarily-sizednetwork, while usinga small constant-sized
routing mapat eachhop. Additionally, by combininglocationof an objectwith routing to its location,a
Plaxtonmeshguaranteesa delivery time within a small factorof theoptimaldelivery time, from any point
in the network. Note that Plaxtonmakes the assumptionthat the Plaxtonmeshis a staticdatastructure,
without nodeor objectinsertionsanddeletions.

In Plaxton,eachnodeor machinecantake on therolesof servers (whereobjectsarestored),routers (which
forwardmessages),andclients (originsof requests).In ourdiscussions,weusethesetermsinterchangeably
with node. Also, objectsandnodeshavenamesindependentof their locationandsemanticproperties,in the
form of randomfixed-lengthbit-sequencesrepresentedby a commonbase(e.g.,40 Hex digits representing
160bits). Thesystemassumesentriesareroughlyevenly distributedin bothnodeandobjectnamespaces,
whichcanbeachievedby usingtheoutputof hashingalgorithms,suchasSHA-1 [25].

2.1 Routing

Plaxtonuseslocal routing mapsat eachnode,which we call neighbor maps, to incrementallyrouteover-
lay messagesto thedestinationID digit by digit (e.g.,***8 ��� **98 ��� *598 ��� 4598 where*’ s
representwildcards). This approachis similar to longestprefix routing in theCIDR IP addressallocation
architecture[23]. In our discussions,we resolve digits from theright to theleft, but thedecisionis anarbi-
traryone.A node� hasaneighbormapwith multiple levels,whereeachlevel representsamatchingsuffix
up to adigit positionin theID. A givenlevel of theneighbormapcontainsa numberof entriesequalto the
baseof the ID, wherethe � th entry in the � th level is the ID andlocationof the closestnodewhich ends
in “ � ”+suffix( � , �	��
 ). For example,the9th entryof the4th level for node325AE is thenodeclosestto
325AE in network distancewhichendsin 95AE.

By definition, the � th nodea messagereachessharesa suffix of at leastlength � with thedestinationID.
To find thenext router, we look at its ��
�
 th level map,andlook up theentrymatchingthevalueof the
next digit in the destinationID. Assumingconsistentneighbormaps,this routing methodguaranteesthat
any existing uniquenodein thesystemwill befoundwithin at most ��������� logical hops,in a systemwith
an � sizenamespaceusingIDs of base� . Becauseevery singleneighbormapat a nodeassumesthat the
precedingdigits all matchthecurrentnode’s suffix, it only needsto keepa smallconstantsize( � ) entriesat
eachroutelevel, yielding aneighbormapof fixedconstantsize:

����������� �"!$#&%('*)+�-,.� � ���0/1!"�1�(243�56%7'984:;��<956%('=2
� �>87�����4���

A way to visualizethis routing mechanismis that every destinationnodeis the root node of its own tree,
which is a uniquespanningtreeacrossall nodes.Any leaf cantraversea numberof intermediatenodesen
routeto theroot node.In short,thePlaxtonmeshof neighbormapsis a largesetof embeddedtreesin the
network, onerootedat every node.Figure1 shows anexampleof Plaxtonrouting.
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Figure1: Plaxton routing example. Herewe seethepathtakenby a messageoriginatingfrom node0325
destinedfor node4598 in aPlaxtonmeshusinghexadecimaldigitsof length4 (65536nodesin namespace).

2.2 Location

Thelocationmechanismallows a client to locateandsendmessagesto a namedobjectresidingon a server
in a Plaxtonmesh.A server ) publishesthat it hasanobject ? by routinga messageto the“root node”of
? . The root nodeis a uniquenodein the network usedto placethe root of the embeddedtreefor object
? . Thepublishingprocessconsistsof sendinga messagetowardtheroot node.At eachhopalongtheway,
thepublishmessagestoreslocationinformationin theform of a mapping @ Object-ID(? ), Server-ID( ) ) A .
Notethatthesemappingsaresimplypointersto theserver ) where ? is beingstored,andnota copy of the
object ? itself. Wheremultiple objectsexist, only thereferenceto theclosestobjectis savedat eachhopto
theroot.

During a location query, clients sendmessagesto objects. A messagedestinedfor ? is initially routed
towards ? ’s root. At eachstep,if themessageencountersa nodethatcontainsthelocationmappingfor ? ,
it is immediatelyredirectedto theserver containingtheobject.Otherwise,themessageis forwardonestep
closerto theroot. If themessagereachestheroot, it is guaranteedto find amappingfor thelocationof ? .

The root nodeof an objectserves the importantrole of providing a guaranteedor surrogate nodewhere
the locationmappingfor that objectcanbe found. Thereis no specialcorrelationbetweenan objectand
the root nodeassignedto it. Plaxtonusesa globally consistentdeterministicalgorithmfor choosingroot
nodes,with onecaveat,global knowledgeis usedto deterministicallypick an existing nodefrom a large,
sparsenamespace.While theintermediatehopsarenot absolutelynecessary(they improve responsiveness
by providing routinglocality asmentionedbelow), therootnodeservesacritical purpose.And becauseit is
theonly oneof its kind, it becomesa singlepoint of failure.

2.3 Benefitsand Limitations

ThePlaxtonlocationandroutingsystemprovidesseveraldesirablepropertiesfor bothroutingandlocation.

B Simple Fault Handling Becauseroutingonly requiresnodesmatcha certainsuffix, thereis potential
to routearoundany singlelink or server failureby choosinganothernodewith asimilar suffix.

B Scalable It is inherentlydecentralized,andall routingis doneusinglocally availabledata.Without a
point of centralization,theonly possiblebottleneckexistsat therootnode.
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B Exploiting Locality With areasonablydistributednamespace,resolvingeachadditionaldigit of asuf-
fix reducesthenumberof satisfyingcandidatesby a factorof theID base� (thenumberof nodesthat
satisfyasuffix with onemoredigit specifieddecreasesgeometrically).Thepathtakento therootnode
by thepublisheror server ) storing ? andthepathtakenby theclient C will likely convergequickly,
becausethe numberof nodesto routeto dropsgeometricallywith eachadditionalhop. Therefore,
queriesfor local objectsarelikely to quickly run into a routerwith apointerto theobject’s location.

B Proportional Route Distance Plaxtonhasproven that the total network distancetraveledby a mes-
sageduringbothlocationandroutingphasesis proportionalto theunderlyingnetwork distance[21],
assuringusthatroutingon thePlaxtonoverlayincursa reasonableoverhead.

Thereare,however, seriouslimitationsto theoriginal Plaxtonscheme.

B Global Knowledge In orderto achieveauniquemappingbetweendocumentidentifiersandrootnodes,
thePlaxtonschemerequiresglobalknowledgeat thetime thatthePlaxtonmeshis constructed.This
globalknowledgegreatlycomplicatestheprocessof addingandremoving nodesfrom thenetwork.

B Root Node Vulnerability As a locationmechanism,the root nodefor an object is a singlepoint of
failure becauseit is the nodethat every client relieson to provide an object’s locationinformation.
While intermediatenodesin thelocationprocessareinterchangeable,acorruptedor unreachableroot
nodewould make objectsinvisible to distantclients,who do not meetany intermediatehopson their
way to theroot.

B Lack of Ability to Adapt While the locationmechanismexploits good locality, the Plaxtonscheme
lackstheability to adaptto dynamicquerypatterns,suchasdistanthotspots.Correlatedaccesspat-
ternsto objectsarenotexploited,potentialtroublespotsarenot correctedbeforethey causeoverload
or causecongestionproblemsover the wide-area.Similarly, the staticnatureof the Plaxtonmesh
meansthatinsertionscouldonly behandledby usingglobalknowledgeto recomputethefunctionfor
mappingobjectsto rootnodes.

In therestof thispaper, wepresentTapestrymechanismsanddistributedalgorithms.While they aremodeled
afterthePlaxtonscheme,they provideadaptability, fault-toleranceagainstmultiple faults,andintrospective
optimizations,all while maintainingthedesirablepropertiesassociatedwith thePlaxtonscheme.

3 A SnapshotView of Operations

Tapestryis an overlay infrastructuredesignedto easecreationof scalable,fault-tolerantapplicationsin a
dynamicwide-areanetwork. While an overlay network implies overheadrelative to IP, the key Tapestry
goalsareadaptivity, self-managementandfault-resiliencein the presenceof failures. In this section,we
examinea snapshotof theTapestryrouting infrastructure.This infrastructurehascertainproperties,which
areachievedusingthedynamicalgorithmsin Section4.

3.1 BasicLocation and Routing

The corelocationandrouting mechanismsof Tapestryaresimilar to thoseof Plaxton. Every nodein the
Tapestrynetwork is capableof forwarding messagesusing the algorithm describedin Section2. Each
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Figure2: A single Tapestry node. Thecompletecomponentsof a Tapestrynode0642 thatactsasa client,
objectserver, androuter. Componentsincludea neighbormap,hotspotmonitor, object locationpointers,
andastoreof objects.

neighbormapis organizedinto routing levels, andeachlevel containsentriesthat point to a setof nodes
closestin network distancethatmatchesthesuffix for that level. Eachnodealsomaintainsa backpointer
list thatpointsto nodeswhereit is referredto asaneighbor. Weusethemin thenodeintegrationalgorithm,
discussedin Section4, to generatetheappropriateneighbormapsfor anode,andto integrateit into Tapestry.
Figure2 shows anexampleof acompleteTapestrynode.

TheTapestrylocationmechanismis similar to thePlaxtonlocationscheme.Wheremultiple copiesof data
exist in Plaxton,eachnodeen route to the root nodeonly storesthe locationof the closestreplica to it.
Tapestry, however, storeslocationsof all suchreplicasto increasesemanticflexibility. WherethePlaxton
mechanismalwaysreturnsthefirst objectwithin somedistance,Tapestrylocationprovidesmoresemantic
flexibility, by allowing theapplicationto definetheselectionoperator. Eachobjectmayincludeanoptional
application-specificmetric in addition to a distancemetric. Applicationscan thenchoosean operatorto
definehow objectsarechosen.For example,in theOceanStoreglobalstoragearchitecture(seeSection7),
queriescanbe issuedto only find the closestcacheddocumentreplicasatisfyingsomefreshnessmetric.
Additionally, archival piecesin OceanStoreissuequeriesto collect distinct datafragmentsto reconstruct
lost data.Thesequeriesdeviatefrom thesimple“find first” semantics,andaskTapestryto routea message
to theclosest� distinctobjects.

3.2 Fault Handling

Theability to detect,circumventandrecover from failuresis akey Tapestrygoal.HerewediscussTapestry
approachestooperatingefficiently whileaccountingfor amultitudeof failures.Wemakeakey designchoice
thatTapestrycomponentsaddresstheissueof faultadaptivity by usingsoft stateto maintaincachedcontent
for gracefulfault recovery, ratherthanprovide reliability guaranteesfor hardstate.This is thesoft-state or
announce/listen approachfirst presentedin IGMP [9] andclarified in the MBone SessionAnnouncement
Protocol[19]. Cachesareupdatedby periodicrefreshmentmessages,or purgedbasedon thelack of them.
This allows Tapestryto handlefaultsasa normalpartof its operations,ratherthanasa setof specialcase
fault handlers.Similar useof soft-statefor fault handlingappearsin thecontext of theAS1 Active Services
framework [2] and the Berkeley ServiceDiscovery Service[14]. Faultsare an expectedpart of normal
operationin thewide-area.Furthermore,faultsaredetectedandcircumventedby theprevious hoprouter,
minimizing the effect a fault hason the overall system. This sectionexplainshow Tapestrymechanisms
detect,operateunder, andrecover from faultsaffectingroutingandlocationfunctionality.
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3.2.1 Fault-tolerant Routing

Typesof expectedfaultsimpactingroutingincludeserveroutages(thoseduetohighloadandhardware/software
failures),link failures(routerhardwareandsoftwarefaults),andneighbortablecorruptionat theserver. We
quickly detectfailures,operateunderthem,andrecover routerstatewhenfailuresarerepaired.

Todetectlink andserverfailuresduringnormaloperations,TapestrycanrelyonTCPtimeouts.Additionally,
eachTapestrynodeusesbackpointersto sendperiodicheartbeatson UDP packetsto nodesfor which it is
a neighbor. This is a simple“hello” messagethatassertsthemessagesourceis still a viableneighborfor
routing. By checkingthe ID of eachnodea messagearrivesat, we canquickly detectfaulty or corrupted
neighbortables.

For operationunderfaults,eachentry in theneighbormapmaintainstwo backupneighborsin additionto
theclosest/primaryneighbor. Plaxtonrefersto theseassecondaryneighbors.Whentheprimaryneighbor
fails, we turn to the alternateneighborsin order. In the absenceof correlatedfailures,this provides fast
switchingwith anoverheadof aTCPtimeoutperiod.

Finally, we want to avoid costly reinsertionsof recoverednodesaftera failure hasbeenrepaired.Whena
nodedetectsa neighborto be unreachable,insteadof removing its pointer, thenodemarksit invalid, and
routesthroughanalternate.Sincemostnodeandlink failuresarediscoveredandrepairedin arelatively short
timeperiod,wemaintaina second chance periodof reasonablelength(e.g.aday)duringwhichastreamof
messagesrouteto thefailedserver, servingasprobemessages.Failedmessagesfrom thatstreamarethen
reroutedto thealternatepathaftera timeout.A successfulmessageindicatesthefailurehasbeenrepaired,
andtheoriginal routepointeris againmarked valid. To control theprobetraffic volume,we usea simple
probabilityfunctionto determinewhethereachpacket routesto theoriginal router, wheretheprobabilityis
a ratio of desiredprobetraffic rateto incomingtraffic ratefor this route. If thefailure is not repairedin the
secondchanceperiod,theneighboris removedfrom themap,alternatespromoted,andanadditionalsibling
is foundasthefinal alternate.

3.2.2 Fault-tolerant Location

As discussedin Section2,anobject’s rootnodeisasinglepointof failurein thePlaxtonlocationmechanism.
We correctthis in Tapestryby assigningmultiple rootsto eachobject. To accomplishthis, we concatenate
a small,globally constantsequenceof “salt” values(e.g. 1, 2, 3) to eachobjectID, thenhashtheresultto
identify theappropriateroots.Theserootsareused(via surrogaterouting)duringthepublishingprocessto
insertlocationinformationinto theTapestry. Whenlocatinganobject,Tapestryperformsthesamehashing
processwith thetargetobjectID, generatingasetof rootsto search.

Oneway to view thehashingtechniqueis thateachof thesaltvaluesdefinesanindependentrouting plane
for Plaxton-stylelocationandrouting.Theseroutingplanesenableatradeoff betweenreliability andredun-
dancy sincequeriesmaybesentalongseveralof theplanessimultaneously. In a network with 2 roots,it is
likely ( DFEG
H�JIK
(34L$MKN ) that thedatais availablevia oneof the roots,even in thepresenceof a complete
network partition.

To remove theneedto maintainhardstate,we associateall objectID to locationmappingswith soft state
leases.Storageservers republishlocation information for objectsit storesat regular intervals. Whenan
objectbecomesinaccessible(eitherby deletionor by server failure), location informationfor that object
cachedon routersbetweentheserver andtheroot nodetimesout. New objectsandnewly recover objects
arepublishedusingthesameperiodicmechanism,makingobjectadvertisementandremoval transparent.
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With thesemechanisms,ourfault-toleranceis limited only by physicalresourcesandextremecircumstances,
suchasa failureon theonly outgoinglink, or wide-spreadpartitioningof thewide-areabackbone.

3.3 SurrogateRouting

In the original Plaxtonscheme,an object’s root or surrogate nodeis chosenas the nodewhich matches
theobject’s ID ( O ) in the greatest number of trailing bit positions. Sincetheremaybemany nodeswhich
matchthis criteria, thePlaxtonschemechoosesa uniqueroot by invoking a total orderingon all nodesin
thenetwork; thecandidatenodewith thegreatestpositionin this orderingis choosenasa root. Giventhis
scheme,Plaxtonlocationproceedsby resolvingan object’s ID onedigit at a time until it encountersan
emptyneighborentry. At thatpoint, it makesa final hopto theroot by following anappropriate“shortcut”
link. If thesetof nodesin thenetwork werestatic,thecostof constructinga globalorderandgenerating
all of theappropriateshortcutlinks would be incurredonly at the time of network construction.The total
numberof suchlinks wouldbeno morethanhalf theroutingbase( ��34L ) for eachroutinglevel.

Of course,thesetof nodesin thenetwork is not static.In a realdistributedsystem,finding andmaintaining
a total globalorderingis not possible.However, if we remove theglobal knowledge,we mustchooseour
root nodein someotherglobally consistentfashion.Tapestryusesa distributedalgorithm,calledsurrogate
routing, to incrementally computea uniqueroot node. The algorithm for selectingroot nodesmust be
deterministic,scalable,andarrive atconsistentresultsfrom any point in thenetwork.

Surrogaterouting tentatively choosesanobject’s root nodeto have thesamenameasits ID, O . Given the
sparsenatureof thenodenamespace,it is unlikely thatthis nodewill actuallyexist. Nonetheless,Tapestry
operatesasif node O exists by attemptingto routeto it. A routeto a non-existent identifier will encouter
emptyneighborentriesat variouspositionsalongtheway. In thesecases,thegoal is to selectanexisting
link whichactsasanalternative to thedesiredlink (i.e. theoneassociatedwith adigit of O ). Thisselectionis
donewith a deterministicselectionamongexisting neighborpointers.Routingterminateswhena neighbor
mapis reachedwheretheonly non-emptyentrybelongsto thecurrentnode.Thatnodeis thendesignated
asthesurrogateroot for theobject.

NotethataTapestryneighborlink canonly beemptyif thereareno qualifyingnodesin theentirenetwork.
Therefore,neighbornodesacrossthenetwork will have emptyentriesin a neighbormapif andonly if all
nodeswith thatsuffix have exactly thesameemptyentries.It follows thata deterministicalgorithmwould
arrive at the sameuniquesurrogatenodefrom any location in the Tapestrynetwork. Surrogaterouting
providesa techniqueby whichany identifiercanbeuniquelymappedto anexistingnodein thenetwork.

While surrogaterouting may take additionalhopsto reacha root comparedto the Plaxtonalgorithm,we
show heretheadditionalnumberof hopsis small. Examinedperhop,calculatingthenumberof additional
hopscanbereducedto a versionof thecouponcollectorproblem.We know thatafter �QPSRT��IT�UM�
WV � tries
for any constantV , probabilityof findingall couponsis 
*�X�4Y�Z [6]. Sowith atotalof � possibleentriesin the
hop’s neighbormap,and V[�\�]�^RT��I_��M , �a` randomentrieswill fill every entry in themapwith probability
DbAc�\
d����34� � . Therefore,whenanemptyentryappearsin amap,theprobabilityof therebeingmorethan
� ` uniquenodesleft with the currentsuffix is lessthan �e34� � , or 
4fhgiPj
�k�Y�l for a hexadecimal-baseddigit
representation.Sinceweexpecteachhopto reducetheremainingpotentialroutersby anapproximatefactor
of � , theexpectednumberof hopsbetweenthefirst occurrenceof anemptyentry andwhenonly a single
nodeis left, is �����4��I_� `(M , or 2. Therefore,theadaptableversionof surrogateroutingin Tapestryhasminimal
routingoverheadrelative to thestaticglobalPlaxtonalgorithm.
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H = G;
For (i=0; H != NULL; i++) {
  Grab ith level NeighborMap_i from H;
  For (j=0; j<baseofID; j++) {
    //Fill in jth level of neighbor map
    While (Dist(N, NM_i(j, neigh)) >

      neigh=sec.neighbor;
      sec.neighbors=neigh−>sec.neighbors(i,j);
    }
  }
  H = LookupNextHopinNM(i+1, new_id);

Route to current surrogate via new_id;
Move relevant pointers off current surrogate;
Use surrogate(new_id) backptrs to notify nodes
by flooding back levels to where
surrogate routing first became necessary.

           min(eachDist(N, NM_i(j, sec.neigh)))) {

} //terminate when null entry found

Figure3: Node Insertion Pseudocode. Pseudocodefor theentiredynamicnodeinsertionalgorithm.

4 Dynamic Algorithms

Themainlimitation to thePlaxtonproposalis thestaticnatureof its algorithms.Here,we presentTapestry
algorithmswhichfocusonsupportingdynamicoperationsin adecentralizedmanner. With thesealgorithms,
theTapestryinfrastructureachievesmany of thedesirablepropertiesintroducedin Section1.

4.1 Dynamic NodeInsertion

We presentherean incrementalalgorithm that allows nodesto integrate into the Tapestrydynamically.
While our algorithmdoesnot guaranteean ideal topology, we assertit is a reasonableapproximationthat
canconvergeon theidealtopologywith runtimeoptimization.

Theintuition of the incrementalalgorithmis asfollows: First, we populatethenew node’s neighbormaps
at eachlevel by routing to the new nodeID, andcopying andoptimizing neighbormapsalongeachhop
from therouter. Thenwe inform therelevantnodesof its entry into theTapestry, so that they mayupdate
their neighbormapswith it. In our example,we assumea new node � is integratinginto a network which
satisfiestheconstraintsof a Tapestrynetwork. Node � requestsa new ID �m�7n �-o , andcontactsa Gateway
node p , a Tapestrynodeknown to � thatactsasa bridgeto thenetwork. Thepseudocodefor thedynamic
insertionalgorithmis shown in Figure3.

4.1.1 Populating the Neighbor Map

We assumethatnode � knows of a gateway node p that is a Tapestrynodecloseto it in network distance
(latency). This canbeachievedby a bootstrapmechanismsuchasexpandingring search[4] or out of band
communication.Startingwith node p , node � attemptsto routeto ID �m��n �-o , andcopiesanapproximate
neighbormapfrom the � th hop qsr , pt�\q9u . Figure4 shows thesteps� takesin orderto gathera single
level in its neighbormap.By routingto its own nodeID, � knows thatit shareswith q r a suffix of length
� . � copiesthat level neighbormap, thenattemptsto optimizeeachentry for itself. Optimizing means
comparingdistancesbetween� andeachneighborentryandits secondaryneighbors.For any givenentry,
if asecondaryneighboris closerthantheprimaryneighbor, thenit becomestheprimaryneighbor;� looks
up nodesin its neighbors’neighbormaps,andcomparesits distanceto eachof themto determineif they
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i+1H For (i=0;i<digits&&

i+14. H     = LookupNM(N, i+1)

1. Send Hello(i) to H(i)

5. H = Hi+1

2. Send NeighborMap’(i)

H(i) !=NULL;) {

}

N

2

1

iH

5

4
3 3. NM(i) = Optimize N.M.’(i)  

Figure 4: Node Insertion Part 1. The stepsa new nodewith ID � takes to generatea locally optimal
neighbormapfor itself.

arebetterpotentialneighbors.This optimizationrepeatsuntil no significantimprovement3 canbemadeby
looking for furtherneighbors.After repeatingthis processfor eachentry, we have a nearoptimalneighbor
map.Theneighbormappopulationphaserequireseachneighbormapto beoptimizedin this manneruntil
thereareno nodesto put in themap,dueto network sparsity.

Thenew nodestopscopying neighbormapswhenaneighbormaplookupshows anemptyentryin thenext
hop. It thenroutesto thecurrentsurrogatefor �m�7n �-o , andmovesdatameantfor �m�7n �-o to � .

4.1.2 Neighbor Notification

The next step is to inform the relevant nodesof � ’s integration. To notify nodeswho have an empty
entrieswhere � shouldbe filled in, we traversethe surrogate’s backpointersback level by level to the
level wheresurrogateroutingfirst becamenecessary. We showed in Section3.3 thatwith high probability
surrogateroutingwill not take morethantwo hops.Threehopsbackshouldreachall relevantnodeswith
higher probability. To notify other local nodesthat might benefitfrom � as a closerrouter, we senda
“hello” messageto all neighborsandsecondaryneighborsin eachlevel. Notified nodeshave theoptionof
measuringdistanceto � , andif appropriate,replacinganexistingneighborentrywith � .

In the processof notifying relevant nodesto fill in their entriesfor � , we may inadvertently changethe
next stepsurrogateroutingnodefor thosenodes.For example,at node � , a previous routeto 3000 into
a neighbormap wanting entry #3 saw an empty entry. It tried for #4, also empty, and so routedusing
the non-emptyentry at #5. Later, if a new nodecauses#4 to be filled in, future routesto 3000 would
routethrough#4asthenext surrogateroute.Wesolve thisproblemby notingthatasarouterin thelocation
mechanism,node� storesacopy of objectto locationmappings.Whenweproceedto fill in anemptyentry
at � , we know from our algorithmtherangeof objectswhosesurrogaterouteweremovedfrom entry#5.
We canthenexplicitly deletethoseentries,andrepublishthoseobjects,establishingnew surrogateroutes
which accountfor the new insertednode. Alternatively, we cansimply rely on the soft-statemechanism
to solve this problem. After onetimeoutperiod,the objectswill have beenrepublishedaccordingto the
new neighbormapwith #4filled in, andpreviously storedpointerswill time outanddisappear. While there
is a smallwindow of vulnerabilityequalto onetimeoutperiod,by queryingfor oneobjectusingmultiple
roots,theprobabilityof all suchrootsencounteringthis insertioneffect is verysmall,andat leastoneof the
multiple rootswill find anup-to-dateroute,andreturnthecorrectresults.

Notethat thedynamicnodeinsertionalgorithmis non-trivial, andeachinsertionwill take a non-negligible
amountof time. This is part of the rationalefor quick reintegration of repairednodes. Deletingnodes,
however, is trivial. A nodecanactively inform therelevantpartiesof its departureusingits backpointers,or

3This is basedon somethreshold,e.g.,15%improvementreductionin network distance.

11



S

A B

C

D

E

F
R

Old Location Path

New Location Path

Exiting Node

Figure5: Updating location pointers for exiting nodes: Node v is aboutto leave theTapestrynetwork, and
informsobjectserver ) . ) republishestheaffectedobjectwith new epoch,andin doingsouseslast location
hop addressto deleteold locationpointers.

rely on soft-stateto remove it over time. While we expectthewide-areanetwork to bedynamic,we expect
only a small portion of the network to be entering/exiting the overlay simultaneously. For this reason,
Tapestryis currentlyunsuitablefor networksthatareconstantlychanging,suchassensornetworks.

4.2 Soft-statevs. Explicit Republishing

While the soft-stateapproachof republishingat regular intervals is an excellent simplifying solution to
keepinglocationpointersup-to-date,it implicitly highlights the tradeoff betweenbandwidthoverheadof
republishoperationsandlevelof consistency of locationpointers.A similartradeoff existsfor theuseof soft-
stateto maintainup-to-datenodeinformation. This sectiondiscussesthesetradeoffs andour mechanisms
for supportingmobileobjectsusingexplicit republishinganddeleteoperations.

For example,considera largenetwork of onemillion nodes,storingonetrillion objectsof roughly4KB in
size(onemillion objectspernode).Assuming160bit namespacesfor objects,120bits for nodes,bothorga-
nizedashexadecimaldigits,anobjectrepublishoperationresultsin onemessage(a @ ObjectID,NodeIDA
tuple)for eachlogicalhopenrouteto therootnode,for atotalof 40messagesof 35Bytes(160bits+120bits)
each.Thisworksoutpermachinetobe 
�k�k�k�k�k�kc?j�K�xw�y$k$#��(27�z3�?[�K�xw{y$k�vX3e#|��2��}�;
�k�k�k�k�k�kUwc
4f~y$��vF�

ey$k�k$#|v . If we settherepublishinterval to oneday, this amountof bandwidth,whenamortized,is equal
to 129kb/s.On modernhigh-speedethernetnetworks,we canexpecta resultinglocationtimeoutperiodof
at leasttwo days.

Clearly, thebandwidthoverheadsignificantlylimits theusefulnessof our soft-stateapproachto statemain-
tenance.As aresult,wemodify ourapproachto oneincludingproactive explicit updatesin additionto soft-
staterepublishing.Wetake thisapproachto statemaintenanceof bothnodesandobjects.To supportoural-
gorithms,wemodifyobjectlocationmappingsto a3-tupleof: @ ObjectID,ServerID,LastHopIDA . Foreach
hopon a locationpathto someroot node,eachserver keepstheprecedingnodeIDastheLastHopID.Ad-
ditionally, we introducenotionof epoch numbers asa primitive versioningmechanismfor locationpointer
updates.In therestof this section,we describehow algorithmsleveragingthesemechanismscanexplicitly
managenodeandobjectstate.

4.2.1 Explicitly Handling NodeState

In a dynamicnetwork, we expectnodesto disappearfrom theTapestrydueto bothfailuresandintentional
disconnections.In eithercase,therouting infrastructurecanquickly detectandpromotesecondaryroutes,
while locationpointerscannotautomaticallyrecover.

12
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Figure6: Supporting mobile objects with explicit republishing: An objectis moving from server � to server
v . � establishesa forwardingpointer to v while v republishes,andin doing so useslast location hop
addressesto deleteold locationpointers.

We explain our algorithm with the exampleshown in Figure 5. To proactively modify object location
pointersin anticipationof exit from the Tapestry, a node v notifies all servers whosestoredobjects v
maintainslocationmappingsfor. Eachsuchserver ) issuesa republishmessagewith a new epochnumber
and v ’snodeID.Nodessuchas � , whicharenotaffectedby v ’sexit, forwardonsuchmessagesandupdate
localepochnumbers.Theprecedinghopbeforev notesv ’snodeIDin themessage,androutestherepublish
messageto its secondaryroute.Eachsuccessive hopstoresthelocationmappingwith thenew epoch,until
a hopwith anolderepochis detectedat anodesuchas � . This marksthejunctionwherethealternatepath
causedby v ’s exit mergeswith theoriginal path.Now, � forwardson thenew epochup to theroot,while
� alsousesits �{%�2(/Kq��a'�O.� to sendamessagebackwardshopby hop,removing locationmappingsfor the
objectstoredat ) .

This proactive procedureupdatesthepathof locationpointersin anefficient way. Theexiting nodecannot
initiate a full republish,sinceonly a republishoriginatedfrom theserver canestablishauthenticityof au-
thority. Additionally, while thereversedeletemessagecanbeobstructedby a nodefailure(suchasnode�
in Figure5), the remaining“orphaned”objectpointerswill be removed after a timeoutperiod. If a client
encountersthemandis forwardedto thewrongserver, it caninform thenode,andsuchpointersremoved
uponconfirmation.Theclientcancontinueroutingto therootnodein searchfor thecorrectlocation,having
experienceda round-tripoverheadto themistakenserver.

4.2.2 Supporting Mobile Objects

We usea moregeneralizedform of the previous algorithmto proactively maintainconsistency of object
locationpointers,asdemonstratedin Figure6. In this example,a mobile object ? movesfrom server �
to server v . Our algorithmestablisheslocationpointerspointing to v while guaranteeingthat thecorrect
locationof theobjectis availablethroughthedurationof thetransition.

Whentheobjectmigratesservers,server � first establishesa forwardingpointerto v for ? , andforwards
requestsfor thedurationof thealgorithm.Server v issuesa republishmessageto theroot nodewith a new
epochnumber. The republishproceedsnormally, until it detects(by an older epochnumber)the junction
whereit intersectstheold publishpathfrom � to theroot (node C in our example).While C forwardsthe
original republishmessageup to the root, updatinglocationpointersto v , it alsosendsa deletemessage
backtowards � via LastHopIDs,deletinglocationpointersalongtheway.
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Figure7: Hotspot caching example. An object ? is storedat 0325 , with its root nodeat 4598 . 4598
detectsfrequentlocationrequestsfor ? from 1598 , so4598 notifies1598 , whichtracesbackthe ? traffic
backto 6208 , andreportsbackto 4598 . A replicaof ? is placedat 6208 .

Becausethe root nodeis the only nodeguaranteeinga correctpointerto the object(all otherpointersare
viewedaslocation”caches”),it sendsanotificationmessagedirectlyto � whenit receivesthenew republish
message.Server � removestheforwardingpointerandall referencesto ? uponreceiving thenotification
message.At this point, thebacktrackingdeletemessagemaybepropagatingits way to � , or it mayhave
terminateddue to a nodefailure along the way (node � in our example). Pointersat node � could be
in an inconsistentstateuntil the next timeout period or the deletemessagereaches� . Again, the brief
inconsistency canbetolerated,sinceany client retrieving thewrongserver locationcancontinueroutingto
the root nodeafter an overheadof a round-tripto � , while an inconsistentpointercanbe confirmedand
removedafterthefirst suchfailure.

This algorithmsupportsrapidly moving objectswithout forcing clientsto traversea large numberof for-
warding pointers. Out of datelocation pointersare removed as soonas possible,and eachinconsistent
pointercanincuratmostoneround-tripoverheadto theold server for onesingleclient,afterwhich thebad
pointercanbetestedandremoved.

Thesetwo algorithmsdemonstratea complementary“explicit andproactive” approachto thesoft-stateap-
proachto statemanagement.Wenotethatonlargedistributednetworkssuchasthosesupportedby Tapestry,
overheadcostsimply longerdatarefreshintervals, and larger “windows of vulnerability.” We solve this
problemby usingproactive algorithmswherepossible,andonly falling backon soft-stateasa lastresort.

4.3 Intr ospective Optimizations

AnotherTapestrygoal is to provide an architecturethat quickly detectsenvironmentalchangesandmod-
ifies nodeorganizationto adapt. Herewe describetwo introspective Tapestrymechanismsthat improve
performanceby adaptingto environmentalchanges.

First, changesin network distanceandconnectivity betweennodepairsdrasticallyaffect overall system
performance.Tapestrynodestunetheirneighborpointersby runninga refresherthreadwhichusesnetwork
Pingsto updatenetwork latency to eachneighbor. The threadis scheduledasa low priority mechanism
that runsperiodicallywhennetwork traffic andserver load arebelow moderatelevels. For any neighbor
wherelatency hasincreasedby somesignificantrate(e.g.40%),thenoderequeststheneighbor’s secondary
neighbors,andtraversesthemuntil a local minimain network distanceis found. Finally, neighborpointers
in higherlevelsarecomparedto andsubstitutedfor lower neighborsif they arefoundto becloser.
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Figure8: Location Pointers Effect on RDP: TIERS 5000: Ratioof network hopstraveledvia Tapestry(with
andwithout intermediatelocationpointers)over network hopsvia IP.

Second,we presentan algorithm that detectsqueryhotspots,and offers suggestionson locationswhere
additionalcopiescansignificantlyimprove queryresponsetime. As describedpreviously, cachesof object
locationsarestoredathopsbetweeneachlocationandtheobject’s rootnode.While thismechanismexploits
locality, queryhotspotsfar away from theobjectcanoverloadserversandlinks enrouteto therootnode.

In Tapestry, we allow nodeswhich storetheobject’s locationto actively track sourcesof high queryload
(hotspot).A node� thatdetectsrequesttraffic aboveapresetthreshold� notifiesthesourcenode )�I���M of
thetraffic. )]I���M thenbeginsmonitoringits incomingquerytraffic, andnotifiesany of its sourcenodes.A
notifiednodethatis thesource(i.e. no incomingtraffic streamsabove � ) repliesto its notifierwith its node
ID. ThenodeID is forwardedupstreamto therootnode.

If the object in questionis a cache-ableobject, then we notify the applicationlayer of the hotspot,and
recommendthat a copy be placedat the sourceof thequerytraffic. If theobject is a staticresource(e.g.
machineserver), we canthenplacea copy of theobject-locationmappingat thesourceof thehotspot,and
refreshit usingupdatemessageswhile thetraffic streamat � remainsabove C�P�� , whereC is aproportional
constantlessthan1. We call this a “hotspotcache.” Recognizingthat logical hopsbecomelongercloser
to theroot,hotspotcachesreducestheselasthoptraversals,andcandrasticallyreducetheoverall response
time to locatetheobject.Figure7 shows anexampleof tracingbacka hotspot.

5 Measurements

In this section,we presentsimulationresultsdemonstratingthebenefitsof theTapestrydesign,andhow it
performsunderadverseconditions.First,we examinehow a varietyof factorsaffect locationperformance,
especiallywith respectto exploiting locality. Thenwe take a closerlook at how novel usesof redundacy
canpositively affectperformanceandperformancestability. Following this,we demonstratethatcompared
to replicateddirectoryservers,Tapestrylocationserversshow gracefuldegradationin boththroughputand
responsetime asambientnetwork traffic increases.Finally, we show thatasanoverlaynetwork, Tapestry
routingincursasmalloverheadcomparedto IP routing.
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Figure9: Location Pointers Effect on RDP: Transit-stub 5000: LocationRDPof Tapestry(with andwithout
intermediatelocationpointers).

5.1 Locality Effects

Our first experiments4 examinethe effectivenessof the locationpointersstoredat intermediatehopsbe-
tweenthestorageserver andthe root nodeof theobject. While Plaxton,RajamaranandRichaprove that
locatingandroutingto anobjectwith theselocationpointersincursa small linear factorof overheadcom-
paredto routingusingthephysicallayer [21], we would like to confirmthetheoreticalresults.We ranour
experimentsonapacket level simulatorof Tapestryusingunit-distancehoptopologies,andmeasuredLoca-
tion Relative Delay Penalty (LRDP), theratio of distancetraveledvia Tapestrylocationandrouting,versus
thattraveledvia directroutingto theobject.

To avoid topologyspecificresults,we performedtheexperimentson a representative setof realandartifi-
cial topologies,including two realnetworks (AS-Jan00,MBone)andtwo artificially generatedtopologies
(TIERS,Transit-stub).TheAS-Jan00graphmodelstheconnectivity betweenInternetautonomoussystems
(AS), whereeachnodein the topologyrepresentsanAS. It wasgeneratedby theNationalLaboratoryfor
Applied Network Research[NLA] basedon BGP tables. The MBone graphwascollectedby the SCAN
projectat USC/ISI in 1999,andeachnoderepresentsa MBone router. The TIERS graphincludes5000
nodes,andwasgeneratedby theTIERS generator. Finally, we usedtheGT-ITM packageto generatethe
transit-stubgraph.

The resultsfrom experimentson all four topologiesshow thesametrend. Herewe show resultsfrom the
two representative topologies,TIERS 5000nodesandTransit-stub5000nodes,in Figures8 and9. The
resultslargely confirmwhatwe expected,thatthepresenceof locality pointershelpsmaintaintheLRDPat
a small relatively constantfactor, andtheir absenceresultsin a large numberof hopsto the root nodeand
largeLRDPvalues.

5.2 Multiple Replicasfor PerformanceStability

To reachour goal of stability through statistics, Tapestrytradesoff useof resourcesto gain performance
stability. Specifically, weproposeto improveperformanceandlowervariancein responsetimewith theuse
of redundantrequests,utilizing Moore’s Law growth in computationalandbandwidthresources.

4All errorbarsshown aspartof graphsin this sectionshow onestardarddeviation above andbelow thedatapoint.
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Figure10: Latency vs. Replicas Requested: Time requiredto receive the first 16 (threshold)of 32 (total)
fragmentsnecessaryfor archival objectreconstruction.
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Figure11: Latency vs. Replicas with Link Failures: Time requiredfor reconstructionthresholdaccounting
for timeoutsandretransmissionoverheadwhenlink failuresoccur. (Error barsomittedfor clarity.)

Weexaminethefeasibilityof thisapproachin Tapestryin thecontext of Silverback[30], thearchival utility
of theOceanStoreglobal storageinfrastructure.SilverbackusesTapestryto distribute, locate,andcollect
archival fragmentsgeneratedby erasure-codingtheoriginalobjector block. An objectis erasure-codedinto
a large number(e.g. 32) of fragments,anddistributedamongrandomlyplacedfragmentstorageservers.
Eachserver advertisesits fragmentvia Tapestrylocation mechanismsusing the sameID of the original
object.Theperformance-criticaloperationin Silverbackis searchingfor enoughfragmentsfrom theerasure-
codedgroupin orderto reconstructtheoriginal object. We focuson this operation,andexaminethecost-
performancetradeoff of stability throughstatisticsin differentscenarios.

Thekey parameterin our experimentsis thenumberof simultaneousrequestsfor fragmentsissued.With a
thresholdof 16 fragmentsneededout of 32 total, we simulatethe time necessaryto receive the fastest16
fragmentresponses.Theseexperimentsaredoneusinga packet-level simulatoron a Tapestrynetwork of
4096nodesrunningon a 5000nodeGT-ITM generatedTransit-stubtopology. Weapplya memorylessdis-
tribution to eachnetwork hoparoundanaveragelatency measureof 1 ”hop unit.” Furthermore,wesimulate
theeffectof server loadandqueuingdelaysby makinghalf of all servers“highly loaded,” whichadds6 hop
unitsto responsetime,while otherserversadd1 unit to responsetime.

In Figure10, we plot time to reachthresholdasa functionof numberof fragmentsrequested.We seethat
aswe increasenumberof requestsabove theminimumthreshold,theadditionalrequestsgreatlyreducethe
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Aggregate Bandwidth as Function of Server Distance to Root
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Figure12: Bandwidth Overhead for Multiple Fragment Requests: Total aggregatebandwidthusedasfunc-
tion of simultaneousfragmentrequests.Eachunit representsbandwidthusedduring transmissionof one
fragmentoveronenetwork hop.
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Figure13: Effect of Multiple Roots on Location Latency: Timetakento find androuteto objectasafunction
of client distancefrom object’s root nodeandnumberof parallel requestsmade. (Error barsomittedfor
clarity.)

overall latency aswell asthe variancein responsetime. Next, we performthe measurementagainwhile
allowing for link failuresin the network. Whenever a link fails, a requestsretries,and incursa timeout
overheadin overall responsetime. As visible in Figure 11, the effect of additional requestsabove the
thresholdbecomeincreasinglydramaticas link failure rate increases.This implies that stability through
statisticsworksbetterin therealwide-areaInternet,wherepacket errorsresultingfrom congestionarenot
uncommon.Finally, we show in Figure12 theaggregatebandwidthusedby all fragmentrequestsincreases
linearly with numberof fragmentrequests,andalsoincreaseswith thedistancebetweentheclient andthe
“root node”of theobjectID.Theseresultsshow thatwith atolerableamountof bandwidthoverhead,wecan
significantlyimprove performanceby makingmorerequeststhanthethresholdminimum.

5.3 Multiple Rootsfor PerformanceStability

While we canexploit application-level redundancy (asshown in the Silverbackarchival simulations)for
performancestability, Tapestryprovidesits own level of redundancy in its locationmechanism.Recallour
discussionon producingmultiple root nodesper objectby hashingwith saltsin Section3.2.2. We show
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Figure14: Multiple Roots and Aggregate Bandwidth Used: Time to find androuteto objectgraphedwith
aggregatebandwidthasa functionof numberof parallelrequestsmade.

throughsimulationresultsthat sendingout simultaneousrequestsfor a given objectusingits hashedIDs
providesbetterandlessvariableperformance.

Again, we usethe packet level simulatorof 4096Tapestrynodeson a 5000nodeTransit-stubtopology,
applyinga memorylessdistribution to hoplatencies.We assign5 randomIDs to a randomlyplacedobject,
andpublishits presenceusingeachID. For the first experiment,we show latency taken to find androute
to the object from randomlyplacedclientsas a function of both numberof parallel requestsissuedand
distancebetweenclientsand the root object. The resultingFigure13 shows several key features. First,
for all clientsnot immediatelynext to the root node,increasingthenumberof parallelrequestsdrastically
decreasesresponsetime. Second,themostsignificantlatency decreaseoccurswhentwo requestsaresentin
parallel,with thebenefitdeceasingasmorerequestsareadded.Finally, asmallernumberof requestsshows
a morejaggedcurve, showing their vulnerability to randomeffectssuchaslong hoplatencies.In contrast,
thosefactorsarehiddenin asmoothedcurve whenall five requestsareissuedin parallel.

In oursecondexperimentshown in Figure14,wepresentanew perspective on thesameexperimentin con-
junctionwith aggregatebandwidthused.Weplot thelocationandroutinglatency andaggregatebandwidth
againstthe numberof parallelrequests.The chartconfirmsartifactsobserved in Figure13, including the
significantdecreasein latency andvariability with eachoneadditionalrequest.Furthermore,by plotting the
aggregatebandwidthusedon thesecondaryY-axis,we seethat thegreatestbenefitin latency andstability
canbegainedwith minimal bandwidthoverhead.

5.4 Performanceunder Stress

In the experimentsshown in Figures15 and16, we compareda simplified Tapestrylocationmechanism
againsta centralizeddirectoryserver on a 100nodens-2 [5] TCP/IPsimulationof a topologygeneratedby
GT-ITM [31]. We simulateda simplified Tapestrylocationmechanismwithout the benefitof replication
from hotspotmanagersor replicatedroots,andassumednegligible lookuptimesat thedirectoryservers.

In our experiments,we measuredthroughputandresponsetime to a syntheticqueryloadwhile artificially
generatinghigh backgroundtraffic from randompathsacrossthe network. The query load modelsweb
traffic, andis mainly composedof serializedobjectrequests,with 15%of requestedobjectsreceiving 90%
of querytraffic. The backgroundtraffic causeshigh packet lossratesat multiple routers. Becauseof the
inherentreplicationalongnodesbetweentheserver andtheobjectrootnode,Tapestryrespondsto sporadic
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Figure15: Throughput Under Packet Loss This chartshows system-widethroughputper directoryserver
versusthroughputperTapestryrootnodewith highbackgroundtraffic causingpacket loss.
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Figure16: Response Time Under Packet Loss Thischartshows relative responsetimeperqueryof Tapestry
locationversuscentralizeddirectoryserver with highbackgroundtraffic causingpacket loss.

packet lossfavorably with gracefulperformancedegradation,asshown in Figures15 and16. Centralized
directoryserversbecomeisolatedaspacket lossincreases,andthroughputandresponsetimefurtherdegrade
dueto TCPretransmissionsandexponentialbackoffs.

In anexperimentto demonstratetheTapestryfault-tolerancemechanisms,we augmentednormalTCPwith
fault-awarerouterson topof a100Tapestrynodetopology. Tapestrynodesuseping messagesto estimate
reliability of next-hopneighborlinks. In oursimulation,weuse15randomlyplacednodesto generateback-
groundtraffic by sendingout 500bytepackets. As backgroundpacketsflood thenetwork with increasing
frequency, routerqueuesbegin to overflow andpacket lossincreases.Whenreliability falls undera thresh-
old, outgoingpacketsareduplicatedandtheduplicateis sentto analternatenext hopneighbor. Becauseof
thehierarchicalnatureof Tapestryneighborlinks, routerslaterin thepathwill seeduplicatepacketsquickly
converge, anddrop duplicatepackets on arrival. Figure17 shows resultsfrom an ns-2 simulationusing
Drop-tail queueson a GT-ITM transit-stubtopology, measuringa singleconnection’s packet lossstatistics
asbackgroundtraffic increasesonthenetwork. WefoundthatthemodifiedTCPsignificantlyreducespacket
lossasduplicatepacketsroutearoundcongestive regions. Furthermore,the reducedpacket lossresultsin
fewer retranmissionsandoverall higherthroughput.
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TCP Connection Packet Loss
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Figure17: TCP Connection Packet Loss. Shows singleconnectionpacket loss levels in TCP/IPanden-
hancedTCP/IPasbackgroundtraffic causespacket dropsfrom drop-tailnetwork queues.
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5.5 Overlay Routing Overhead

To measurethe routingoverheadthata Tapestryoverlaynetwork incurscomparedto IP routing,we mea-
suredphysicalhop countsbetweenpairsof nodesin both Tapestryand IP topologies. We usedthe four
topologiesfirst introducedin Section5.1.

We useasour unit of overlay overheadmeasurement,the Relative Delay Penalty(RDP), first introduced
in [8]. Hereit is definedasthe ratio of Tapestryrouting distancesto IP routing distances.By definition,
IP unicasthasan RDP of 1. Figure18 plots the 90th percentileRDP valuesfor topologiesfrom the four
network modelsaswe modify theTapestryID baseused.We measuredall pair-wisenodedistancesin hop
counts.

6 RelatedWork

The researchareaof decentralizedrouting and location is an active one. Sincethe startof the Tapestry
projectin March2000,severalprojectshavebegunto attackthedecentralizedroutingproblemwith different
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approaches,including Pastry [10], CHORD [28], andCAN [22]. We discussTapestry’s approachin the
context of theseandotherwork on network location,contentrouting,network measurementsandoverlay
networks.

6.1 Pastry

PAST [11] is a recentprojectbegun at Microsoft Researchfocusingon peer-to-peeranonymousstorage.
The PAST routing and location layer, calledPastry [10], is a locationprotocolsharingmany similarities
with Tapestry. Key similaritiesincludetheuseof prefix/suffix addressrouting,andsimilar insertion/deletion
algorithms,andsimilar storageoverheadcosts.

Thereareseveralkey differencesthatdistinquishPastryfrom Tapestry. First,objectsin PAST arereplicated
without controlby theowner. Upon“publication” of theobject,it is replicatedandreplicasareplacedon
severalnodeswhosenodeIDsareclosestin thenamespaceto thatof theobject’s objectID.Second,where
Tapestryplacesreferencesto the objectlocationon hopsbetweentheserver andthe root, Pastryassumes
thatclientsusetheobjectIDto attemptto routedirectly to thevicinity wherereplicasof theobjectarekept.
While placingactualreplicasat differentnodesin thenetwork mayreducelocationlatency, it comesat the
price of storageoverheadat multiple servers,andbringswith it a setof questionson security, confiden-
tiality, andconsistency. Finally, Pastryrouting’s analogyof Tapestry’s “surrogaterouting” algorithm(see
Section3.3) providesweaker analyticboundson the numberof logical hopstaken. In Tapestry, we have
analyticallyproven, well-defined,probabilisticboundsin routing distances,andareguaranteedto find an
existing reachableobject(seeSection3).

6.2 Chord

Several recentprojectsat MIT areclosely relatedto Tapestry, PastryandCAN. The Chord [28] project
providesan efficient distributed lookup service,andusesa logarithmic-sizedrouting tableto routeobject
queries.Thefocusisonproviding hashtable-like functionalityof resolvingkey-valuepairs.Foranamespace
definedasasequenceof � bits,anodekeepsatmost � pointersto nodeswhich follow it in thenamespace
by �.� , �4� , andsoon,up to �"�]�0� , modulo �"� . The ����� entryin node� ’s routingtablecontainsthefirst node
that succeeds� by at least �"� �0� in thenamespace.Eachkey is storedon thefirst nodewhoseidentifier is
equalto or immediatelyfollows it in thenamespace.Chordprovidessimilar logarithmicstorageandloga-
rithmic logical hop limits asTapestry, but providesweaker guaranteesaboutworst-caseperformance.The
maindistinctionworthy of noteis that thereis no naturalcorrelationbetweenoverlaynamespacedistance
andnetwork distancein theunderlyingnetwork, openingthepossibilityof extremelylong physicalroutes
for every closelogicalhop.Thisproblemis partially alleviatedby theuseof heuristics.

Several otherprojectsfrom MIT arealsorelevant. First, Karger et. al. presenteda decentralizedwide-
arealocationarchitecturefor usewith geographicroutingin GRID [18]. GRID usesa notionof embedded
hierarchiesto handlelocation queriesscalably, much like the embeddedtreesin Tapestry. Second,the
IntentionalNamingSystem(INS) [1] combineslocationandroutinginto onemechanism.Finally, Resilient
OverlayNetworks[3], leveragestheGRID locationmechanismandthesemanticroutingof theIntentional
NamingSystem(INS) [1] to provide fault-resilientoverlay routing acrossthe wide-area.Becauseof the
scalabilityof INS, however, theRON projectfocuseson networksof sizelessthan50nodes.
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6.3 CAN

The“ContentAddressableNetworks” (CAN) [22] work is beingdoneatAT&T Centerfor InternetResearch
at ICSI (ACIRI). In theCAN model,nodesaremappedontoa � -dimensionalcoordinatespaceon top of
TCP/IPin awayanalogousto theassignmentof IDs in Tapestry. Thespaceis dividedupinto � dimensional
blocksbasedonserversdensityandloadinformation,whereeachblockkeepsinformationon its immediate
neighbors.Becauseaddressesarepointsinsidethecoordinatespace,eachnodesimplyroutesto theneighbor
which makes the mostprogresstowardsthe destinationcoordinate.Object locationworks by the object
server pushingcopiesof locationinformationbackin thedirectionof themostincomingqueries.

Thereareseveralkey differencesbetweenCAN andTapestry. In comparison,Tapestry’shierarchicaloverlay
structureandhigh fanoutat eachnoderesultsin pathsfrom differentsourcesto a singledestinationcon-
verging quickly. Consequently, comparedto CAN, queriesfor localobjectsconvergemuchfasterto cached
locationinformation.Furthermore,Tapestry’suseof inherentlocality pairedwith introspective mechanisms
meansit allows queriesto immediatelybenefitfrom querylocality, while beingadaptive to querypatterns
andallowing consistency issuesto behandledat theapplicationlayer. CAN assumesobjectsareimmutable,
andmustbe reinsertedoncethey changetheir values. Finally, Tapestrynodeorganizationuseslocal net-
work latency asa distancemetric,andhasbeenshown to bea reasonableapproximationof theunderlying
network. CAN, however, like Chord,doesnot attemptto approximaterealnetwork distancesin their topol-
ogy construction. As a result, logical distancesin CAN routing canbe arbitrarily expensive, and a hop
betweenneighborscaninvolve long trips in theunderlyingIP network. Themainadvantagea CAN hasis
that becauseof thesimplicity of thenodeadditionalgorithm,it canbetteradaptto dynamicallychanging
environmentssuchassensornetworks.

In summary, Pastry, ChordandCAN arevery similar to Tapestryin their functionalityandrun-timeproper-
ties. In particular, Pastryis theclosestanalogyoffering“locatingandrouting” to anobject,whereChordand
CAN bothfocusonproviding distributedhashtablefunctionality. BecausePastrycontrolsreplicaplacement,
andChordandCAN arenot optimizedfor largeobjects,Tapestryis theonly systemwhich allows theuser
to control the locationandconsistency of theoriginal data,allowing thesystemto manipulateandcontrol
only referencesto theobjectfor performance.It is alsonoteworthy that TapestryandPastryhave natural
correlationbetweentheoverlaytopologyandtheunderlyingnetwork distance,while CAN andChordmay
incur highphysicalhopcountsfor every logicalhop.

6.4 Other RelatedWork

The TRIAD [13] project at StanfordUniversity focuseson the problemcontentdistribution, integrating
naming, routing and connectionsetupinto its contentlayer. They proposea query routing mechanism
whichstrivesfor greaterreliability andadaptibilitygivenaccessto protocol-level information.

Previous efforts have approachedthe wide-arealocation problemwith varying degreesof success.The
Globe [29] projectwasone of the first location mechanismsto focuson wide-areaoperation. It useda
small fixed numberof hierarchiesto scalelocation data,making it unableto scaleto increasinglylarge
networks. The wide-areaextensionto the ServiceLocation Protocol(SLP) [26] useda pair-wise query
routing model betweenadministrative domains,which presentsa potentialbottleneckas the numberof
domainsincreases.The Berkeley ServiceDiscovery Service[14] useslossy bloom filters to compress
servicemetadatato complementits useof multiple wide-areahierarchies.In the areaof server location,
Boggsfirst introducedthenotionof expandingring searchin his Ph.D.thesis[4]. Partridgeet al. proposed
anycast,whichattemptsto deliver messagesto onenearbyhost[16].
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Tapestrydependson accuratenetwork measurementsto optimizeoverlaytopology. Paul Franciset al. pro-
posea solutionin IDMaps [12], which usesdistributed tracersto build a distanceestimationmap. Mark
Stemmetal. haveproposedSPAND [27], asharednetwork measurementarchitectureandadaptive applica-
tion framework.

Severalprojectshave examinedconstructionof overlaytopologieswhile optimizingnetwork distances.In
theOvercast[15] multicastsystem,Jannottiet al. proposemechanismsfor constructingspanningtreesthat
minimize duplicatepacketson the underlyingnetwork. Additionally, both End SystemMulticast [8] and
ScatterCast[7] utilize self-configuringalgorithmsfor constructingefficient overlay topologies.ESM also
introducestheRelative DelayPenalty(RDP)metricfor measuringoverheadof overlayrouting.

7 Statusand Futur eWork

We have implementedpacket level simulatorsof theTapestrysystemin C, andarefinishinga Java imple-
mentationfor large-scaledeployment. We have also usedTapestryto supportseveral applications. The
driving applicationfor Tapestryis OceanStore[17, 24], a wide-areadistributedstoragesystemdesignedto
spantheglobeandprovide continuousaccessto persistentdata. Datacanbecachedanywherein thesys-
temandmustbeavailableat all times. Tapestryprovidestheobjectlocationandroutingfunctionality that
OceanStorerequireswhile meetingits demandsfor consistency andperformance.In particular, Tapestry
efficiently and robustly routesmessagesacrossthe wide-areaby routing aroundheavily loadedor failed
links. Finally, theself-containedarchival storagelayerof OceanStorecalledSilverback[30] usesTapestry
for distribution andcollectionof erasure-codeddatafragments.

WehavealsodevelopedBayeux[32], anapplication-level multicastprotocolontopof Tapestry. Bayeuxuses
thenaturalhierarchyof Tapestryroutingto provide single-sourcemulticastdatadelivery while conserving
bandwidth.Initial measurementsshow thatBayeuxprovidesscalabilitybeyondthousandsof listeners,while
leveragingTapestryto provide fault-toleranton-timepacket delivery andminimal duplicationof packets.

Our currentpriority is on furtherperformanceanalysisundera varietyof conditionsandparameters.This
wouldhelpusbetterunderstandTapestry’s positionin thedecentralizedroutingresearchspace,how it com-
paresto otherapproachessuchasPastry, ChordandCAN, andpossiblyallow usto defineataxonomyof the
researchspace.We arealsoworking on studyingthesecurityrequirementsof Tapestry, andhow it canbe
madesecureandresilientto attacks.On theapplicationside,we aredevelopingintelligentnetwork appli-
cationsthatexploit network-level statisticsandutilize Tapestryrouting to minimizedatalossandimprove
latency andthroughput.We arealsoexploring thepossibilityof offering Mobile IP-like [20] functionality
usingthelocation-independent namingmechanismof Tapestry.

8 Conclusion

In this paper, we presentedthe Tapestrylocationandrouting architecture,a self-organizing,scalable,ro-
bust wide-areainfrastructurethat efficiently routesrequeststo contentin the presenceof heavy load and
network andnodefaults.Weshowedhow a Tapestryoverlaynetwork canbeefficiently constructedto sup-
port dynamicnetworks usingdistributed algorithms. While Tapestryis similar to the Plaxtondistributed
searchtechnique[21], we have additionalmechanismsthat leveragesoft stateinformation and provide
self-administration,robustness,scalability, dynamicadaptation,andgracefuldegradationin thepresenceof
failuresandhigh load,all while eliminatingtheneedfor globalinformation,rootnodevulnerabilities,anda
lackof adaptability.
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Tapestryprovidesanidealsolutionfor dynamicwide-areaobjectnamingandmessageroutingsystemsthat
needto deliver messagesto theclosestcopy of objectsor servicesin a locationindependentmanner, using
only point-to-pointlinks andwithout centralizedservices.Tapestrydoesthis, in part,by usingrandomness
to achieve bothloaddistribution and routinglocality.
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