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Abstract

In today's chaotic network, data and services are mobile and replicated widely for availability,
durability, and locality. Components within thisinfrastructure interact in rich and complex ways, greatly
stressing traditional approaches to name service and routing. This paper explores an alternative to
traditional approaches called Tapestry. Tapestry is an overlay location and routing infrastructure that
provides location-independent routing of messages directly to the closest copy of an object or service
using only point-to-point links and without centralized resources. The routing and directory information
within this infrastructure is purely soft state and easily repaired. Tapestry is self-administering, fault-
tolerant, and resilient under load. This paper presents the architecture and algorithms of Tapestry and
explores their advantages through a number of experiments.

1 Intr oduction

Themilieu of Moore’s-lav growth hasspavneda revolution. Todays computingervironmentsaresignifi-

cantly morecomple andchaoticthanin the early daysof meteredconnectity, preciousCPU cycles,and
limited storagecapacity Dataandservicesaremobile andreplicatedwidely for availability, performance,
durability, andlocality. Componentswithin this infrastructure gven while constantlyin motion, interact
in rich and complex wayswith one another attemptingto achieve consisteng and utility in the faceof

ever changingcircumstances.The dynamicnatureof the ervironmentstressesn mary ways traditional

approacheto providing objectnameservice consisteny, locationandrouting.

If we projectcurrenttrendsfor growing numbersand compleities of overlay network serviceswe may
be headediowardsa future stateof world computinginfrastructurethat collapses underits own weight.
Already, mary of todays objectlocation and routing technologiesare extremely fragile, subjectto flash
crowd loads, denial of serviceattacks,securitybreachessener failures,and network outages. Scaling
currentsolutions,while promoting greaterinteroperabilitywill likely only invite disaster— a house-of-
cardsbuilt from mary individual houses-of-cards.

In this paper we presentthe Tapestryrouting architecture a self-oganizing, scalable,robust wide-area
infrastructurethat efficiently routesrequestgo content,in the presenceof heary load and network and
nodefaults. Tapestryhasanexplicit notionof locality, providing location-independemouting of messages
directly to the closestcopy of anobjector serviceusingonly point-to-pointlinks andwithout centralized



servicesParadoxically Tapestryemplo/s randomness achieve bothloaddistribution and routinglocality.

It hasits rootsin the Plaxtondistributed searchtechniqueg21], augmentedvith additionalmechanismso
provide availability, scalability and adaptationin the presenceof failuresand attacks. The routing and
directory informationwithin this infrastructureis purely soft stateand easily repaired. Tapestryis self-
administrating fault-tolerantandresilientunderload, andis a fundamentatomponenof the OceanStore
system[17, 24].

In Tapestrywe proposeanarchitecturdor creatinganervironmentthatoffers system-wide stability through
statistics. Faulty componentsretransparentlynasled, failed routesare bypassednodesunderattackare
removedfrom service andcommunicatiortopologiesarerapidly adaptedo circumstancesT his alternatve
is not itself novel, astherearemary parallelsin the biologicalworld. However, it is conspicuoushabsent
in the world of computing,andalsoextremelyelusive. In the following section,we arguewhy integrated
locationandroutingis a crucial componentor achierzing this optimistic result. First, however, we needa
paradigmshift.

1.1 Requirements

Sability Through Satistics. Moore's-lav growth of processoperformancenetwork bandwidth,anddisk
storageg(to namea few), hasspavnedan opportunityto shift our focusaway from optimizing every cycle,
transmittedbit, anddisk block andtowardsredundanyg (i.e., the useof aggreate, statisticalbehaior of
mary interactingcomponentgo achieve uniformity of behaior). Done properly sucha systemwill be
highly resilientto failures— the normalstatefor ary suficiently large system. However, this capability
canonly beachiered throughcontinuousmonitoringandadaptationredundang, andthe eliminationof all
singlepointsof failure. Furthermoregcentralizedsolutionsareimpracticalsincethey requirelong distance
communicationgrevulnerableto availability problems.Thus,locality of communicationis critical, except
whenabsolutelynecessaryor serialization.

Redundang maytake mary forms. At the lowestlevel, we might sendtwo messagealongdifferent paths
insteadof just one, therebyincreasingthe probability that a messagewill arrive at its destination,while
reducingthe standardieviation of communicationateng?. Or, we mayhave redundantinks, but usethem
only whenfailure is detected.Likewise, the 9 month doubling-periodof disk storagewithin the network
suggestsheuseof wide spreadnformationredundang becausé increaseshelikelihoodthatinformation
canbe locatedeven whenlinks or nodesaredown. We canalsoleveragetraditionalforms of redundang
(e.g.,by cachingmary copiesof anobject,we arefar morelikely to find acopy quickly, if it is close,or find
it evenwhencommunications not possible) Alternatively, by spreadingopiesor erasure-codeftagments
of informationwidely, we canachiere strongdurability (i.e., databecomesextremely hardto destrg). Of
courseconsisteng concernvecomeamportantwith wide-scalecaching put thesecanbeaddresseth mary
ways. In particular consisteng canbe handledby application-lgel techniquesdecouplingthe mechanism
for fault-tolerancdrom the policiesfor consisteng

1.2 Combined Location and Routing

Ratherthanattemptingto solve the world’s problems,we canextract a simple lessonfrom above: wide-
arearesilientarchitectures/apmlaions requireinformationandmechanismredundang For instancegcon-
sider a basic primitive that combineslocation and routing, specifically the ability to addressmessages
with location-independent names andto requestthatthesemessagebe routeddirectly to the closest copy

IThis interestingalternatve leverageshe doublingof corelnternetbandwidthevery 11 months



of an object or servicethat is addressedy that namé. This primitive enableshigherlevel architec-
tures/applications$o interactwith objects(data), while ignoring knowledge of objectlocations(physical
seners). Likewise, the primitive allows datamigration and replicationto be optimizations(for perfor
mance,for durability, for availability, etc) ratherthanissuesof correctness.The OceanStoreystem,in
particular leverageghis mechanisnio decoupleobjectnamesrom the processusedto route messageto
object;however mary otherusesarepossible aswe discussn thefollowing section.

Meeting the goalsof wide-scaleresilienceeliminatesthe ability to use centralizeddirectory servicesor
broadcastommunicationandinsteadrequiresthat locationinformationbe distributed within the routing
infrastructureand be usedfor incrementalforwarding of message$rom point to point until they reach
their destination.Furthermorethis mechanismmustbe tolerantof a wide arrayof failuresfrom mundane
to Byzantine,possiblyby sendingmultiple messagealongdifferentpathsto ensurea high-probabilityof
delivery. Thus, these requirements argue that location and routing must be provided through an integrated
mechanism, rather than composed from distinct name service and routing infrastructures.

1.3 Fault-Tolerance,Repair, and Self-Organization

In keepingwith our wide-scaleequirementsgistributedlocationinformationmustbe repairablesoft-state,
whoseconsisteng canbe checled on the fly, and which may be lost dueto failuresor destryed at ary
time, and easilyreluilt or refreshed.The ability to retransmitrequestsuggestghat the slight chaosand
inconsisteng (i.e., weakconsisteny) of adistributeddirectoryis tolerable assuminghatwe canboundthe
amountanddurationof inconsisteng of the directorystate.Pushingthis conceptevenfurther, therouting
and location infrastructurecan verify routesin a variety of ways, including checkingthe cryptographic
signaturef informationat the destination;maliciousseners canbe filtered by treatingroutesto themas
corrupteddirectoryentriesthatneedto bediscarded.

Finally, thetopologyof thelocationandroutinginfrastructuranustbeself-olganizing,asroutershodesand

datarepositoriesvill comeandgo, andnetwork latencieswill vary asindividual links fail or varytheirrates.

Thus,operatingn a stateof continuoushangetheroutingandlocationinfrastructurenustbeableto adapt
the topology of its searchby incorporatingor removing routers,redistrituting directoryinformation, and

adaptingto changesn network lateng. Thinking to the future,the large numbersof componentsuggests
thatany adaptatiormustbe automatic sinceno reasonable-sizegroupof humanscould continuousihytune

suchaninfrastructure.

1.4 Outline

In the following pageswe presenthe Tapestryarchitectureits algorithmsanddatastructuresWe explore
theoreticaimplicationsof the design,andprobeits advantageghrougha numberof experiments.Therest
of the paperis organizedasfollows. Section2 givesan overvien of the Plaxtonlocationscheme.Then,
Section3 highlights Tapestryimprovementsto the basicschemeanddescribedocationandrouting under
a static Tapestrytopology Following this, Section4 describesalgorithmsusedto adaptthe topology of
Tapestryto changingcircumstancesWe presenainddiscusssimulationresultsin Section5. Then,Section6
discusse$iow the Tapestrywork relatesto previousresearchn wide-arearoutingandlocation. Finally, we
sumup currentprogressanddiscusduture directionsin Section7 andconcludein Section8.

24Closest”herecanbe definedby a variety of mechanismsncludingnetwork lateng andgeographidocality.



2 Background: Plaxton/ Rajamaran / Richa

In this section,we first discussthe inspirationfor Tapestrys design,the locationandrouting mechanisms
introducedby Plaxton,RajamararandRichain [21], followedby adiscussiorof thebenefitsaandlimitations
of the PlaxtonmechanismsPlaxtonet al. presenin [21] a distributeddatastructureoptimizedto supporta
network overlayfor locatingnamedobjectsandrouting of messageto thoseobjects.In this paperwe refer
to the forwarding of overlay message Plaxton/Bpestryasrouting, andthe forwarding overlay nodes
asrouters. The Plaxtondatastructure which we call a Plaxton mesh, is novel in thatit allows messages
to locateobjectsandrouteto themacrossan arbitrarily-sizednetwork, while usinga small constant-sized
routing map at eachhop. Additionally, by combininglocationof an objectwith routing to its location, a
Plaxtonmeshguarantees delivery time within a smallfactorof the optimal delivery time, from ary point
in the network. Note that Plaxtonmakes the assumptiorthat the Plaxtonmeshis a static datastructure,
without nodeor objectinsertionsanddeletions.

In Plaxton,eachnodeor machinecantake ontherolesof servers (whereobjectsarestored) routers (which
forwardmessagesgandclients (origins of requests)In our discussionswe usethesetermsinterchangeably
with node. Also, objectsandnodeshave namesndependentf theirlocationandsemantigropertiesin the
form of randomfixed-lengthbit-sequencesepresentetty acommonbase(e.g.,40 Hex digits representing
160bits). The systemassumeentriesareroughly evenly distributedin bothnodeandobjectnamespaces,
which canbeachiazed by usingthe outputof hashingalgorithms suchasSHA-1[25].

2.1 Routing

Plaxtonuseslocal routing mapsat eachnode,which we call neighbor maps, to incrementallyroute over

lay messageto the destinationID digit by digit (e.g.,***8 — **98 —> *598 — 4598 where*'s
representvildcards). This approachs similar to longestprefix routing in the CIDR IP addressallocation
architecturg23]. In our discussionswe resohe digits from theright to theleft, but the decisionis anarbi-
traryone.A nodeN hasaneighbomapwith multiple levels,whereeachlevel representa matchingsuffix

upto adigit positionin theID. A givenlevel of the neighbormapcontainsa numberof entriesequalto the
baseof the ID, wherethe ith entryin the jth level is the ID andlocationof the closestnodewhich ends
in “3"+suffix(N, j — 1). For example,the 9th entry of the 4th level for node325AE is the nodeclosestto
325AE in network distancewnhich endsin 95AE.

By definition, the nth nodea messageeachesharesa suffix of at leastlengthn with the destinationiD.
To find the next router we look atits n + 1th level map,andlook up the entry matchingthe value of the
next digit in the destinationID. Assumingconsistenneighbormaps,this routing methodguaranteeshat
ary existing uniquenodein the systemwill befoundwithin atmostLog, N logical hops,in a systemwith
an N sizenamespacesingIDs of baseb. Becausevery singleneighbormapat a nodeassumeshatthe
precedingdigits all matchthe currentnodes sufix, it only need€o keepa smallconstantsize(b) entriesat
eachroutelevel, yielding a neighbormapof fixed constansize:

Neighbor MapSize = entries/map - # of maps
= b-LogyN

A way to visualizethis routing mechanismis that every destinationnodeis the root node of its own tree,
which is a uniguespanningreeacrossall nodes.Any leaf cantraversea numberof intermediatenodesen
routeto theroot node. In short,the Plaxtonmeshof neighbormapsis alarge setof embeddedreesin the
network, onerootedat every node.Figure1l shavs anexampleof Plaxtonrouting.
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Figurel: Plaxton routing example. Herewe seethe pathtaken by a messageriginatingfrom node0325
destinedor node4598 in aPlaxtonmeshusinghexadecimadigits of length4 (65536nodesn namespace).

2.2 Location

Thelocationmechanisnallows a clientto locateandsendmessaget a namedobjectresidingon a sener
in a Plaxtonmesh.A sener S publisheghatit hasanobjectO by routinga messagéo the “root node” of
O. Theroot nodeis a uniquenodein the network usedto placethe root of the embeddedreefor object
O. Thepublishingprocessonsistof sendinga messagéowardtheroot node.At eachhopalongtheway,
the publishmessagstoredocationinformationin theform of a mapping<Obiject-IDQ), SenerID(S)>.
Notethatthesemappingsaresimply pointersto thesener S whereO is beingstored,andnota copy of the
objectO itself. Wheremultiple objectsexist, only thereferenceo the closesibbjectis savedat eachhopto
theroot.

During a location query clients sendmessage$o objects. A messagealestinedfor O is initially routed
towardsO’sroot. At eachstep,if the messagencounters nodethatcontainsthelocationmappingfor O,
it is immediatelyredirectedo the sener containingthe object. Otherwise the messagés forward onestep
closerto theroot. If themessageeachesheroot, it is guaranteedo find a mappingfor the locationof O.

The root nodeof an objectsenesthe importantrole of providing a guaranteear surrogate nodewhere
the locationmappingfor that objectcanbe found. Thereis no specialcorrelationbetweenan objectand
the root nodeassignedo it. Plaxtonusesa globally consistentleterministicalgorithmfor choosingroot
nodes,with one caveat, global knowledgeis usedto deterministicallypick an existing nodefrom a large,
sparsenamespaceWhile the intermediatehopsarenot absolutelynecessarythey improve responsieness
by providing routinglocality asmentionedelow), theroot nodesenesacritical purpose And becausdt is
theonly oneof its kind, it becomes singlepoint of failure.

2.3 Benefitsand Limitations

ThePlaxtonlocationandrouting systemprovidesseveral desirablgoropertiedor bothroutingandlocation.

¢ Smple Fault Handling Becauseouting only requiresnodesmatcha certainsufix, thereis potential
to routearoundary singlelink or sener failure by choosinganothemodewith a similar sufix.

e Scalable It is inherentlydecentralizedandall routingis doneusinglocally availabledata. Without a
point of centralizationtheonly possiblebottleneckexistsattheroot node.



e Exploiting Locality With areasonablyistributednamespacegsolvingeachadditionaldigit of asuf-
fix reduceghe numberof satisfyingcandidatedy afactorof thelD baseb (thenumberof nodeghat
satisfya suffix with onemoredigit specifieddecreasegeometrically).The pathtakento therootnode
by thepublisheror sener S storingO andthepathtakenby the clientC will likely corverge quickly,
becausdhe numberof nodesto routeto dropsgeometricallywith eachadditionalhop. Therefore,
queriesfor local objectsarelik ely to quickly runinto arouterwith a pointerto the objects location.

e Proportional Route Distance Plaxtonhasproven that the total network distancetraveled by a mes-
sageduring bothlocationandrouting phasess proportionalto the underlyingnetwork distanceg21],
assuringusthatroutingon the Plaxtonoverlayincursareasonableverhead.

Thereare,however, serioudimitationsto the original Plaxtonscheme.

¢ Global Knowledge In orderto achiere auniquemappingbetweerdocumentdentifiersandrootnodes,
the Plaxtonschemeequiresglobalknovledgeat thetime thatthe Plaxtonmeshis constructedThis
globalknowledgegreatlycomplicateghe procesof addingandremoving nodesfrom the network.

¢ Root Node Vulnerability As a location mechanismthe root nodefor an objectis a single point of
failure becausaet is the nodethat every client relieson to provide an objects locationinformation.
While intermediatenodesn thelocationprocessareinterchangeable corruptedor unreachableoot
nodewould make objectsinvisible to distantclients,who do not meetary intermediatehopson their
way to theroot.

e Lack of Ability to Adapt While the location mechanisnexploits good locality, the Plaxtonscheme
lacksthe ability to adaptto dynamicquerypatternssuchasdistanthotspots.Correlatedaccesgpat-
ternsto objectsarenot exploited, potentialtroublespotsarenot correctedbeforethey causeoverload
or causecongestiorproblemsover the wide-area. Similarly, the static natureof the Plaxtonmesh
meanghatinsertionscould only be handledby usingglobalknowledgeto recomputehefunctionfor
mappingobjectsto root nodes.

In therestof this papeywe presenifapestrynechanismanddistributedalgorithms.While they aremodeled
afterthe Plaxtonschemethey provide adaptability fault-toleranceagainsimultiple faults,andintrospectie
optimizationsall while maintainingthe desirablepropertiesassociateavith the Plaxtonscheme.

3 A SnapshotView of Operations

Tapestryis an overlay infrastructuredesignedo easecreationof scalable fault-tolerantapplicationsin a
dynamicwide-areanetwork. While an overlay network implies overheadrelative to IP, the key Tapestry
goalsare adaptvity, self-managemerdand fault-resiliencen the presenceof failures. In this section,we
examinea snapshoof the Tapestryrouting infrastructure.This infrastructurehascertainpropertieswhich
areachieved usingthe dynamicalgorithmsin Sectiord4.

3.1 BasicLocation and Routing

The corelocationandrouting mechanism®f Tapestryare similar to thoseof Plaxton. Every nodein the
Tapestrynetwork is capableof forwarding messagesising the algorithm describedin Section2. Each
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neighbormapis organizedinto routing levels, andeachlevel containsentriesthat point to a setof nodes
closestin network distancethat matcheshe suffix for thatlevel. Eachnodealsomaintainsa backpointer
list thatpointsto nodeswhereit is referredto asa neighbor We usethemin thennodeintegrationalgorithm,
discussedh Sectiord, to generateéheappropriatseighbomapsfor anode,andto integrateit into Tapestry
Figure2 shavs anexampleof a completeTapestrynode.

The Tapestrylocationmechanisms similar to the Plaxtonlocationscheme Wheremultiple copiesof data
exist in Plaxton,eachnodeen routeto the root nodeonly storesthe location of the closestreplicato it.
Tapestry however, storeslocationsof all suchreplicasto increasesemantidlexibility. Wherethe Plaxton
mechanisnalwaysreturnsthefirst objectwithin somedistance,Tapestrylocationprovides moresemantic
flexibility, by allowing the applicationto definethe selectionoperator Eachobjectmayincludeanoptional
application-specifianetric in additionto a distancemetric. Applicationscanthenchoosean operatorto
definehow objectsarechosen.For example,in the OceanStorglobal storagearchitecturgseeSection?),
gueriescanbe issuedto only find the closestcacheddocumentreplica satisfyingsomefreshnessnetric.
Additionally, archival piecesin OceanStoréssuequeriesto collect distinct datafragmentsto reconstruct
lost data. Thesequeriesdeviate from the simple“find first” semanticsandask Tapestryto routea message
to theclosestN distinctobjects.

3.2 Fault Handling

Theability to detectcircumventandrecover from failuresis akey Tapestrygoal. Herewe discussTapestry
approacheto operatingefficiently while accountingor amultitudeof failures.We make akey designchoice
thatTapestrycomponentaddressheissueof faultadaptvity by usingsoft stateto maintaincachedcontent
for gracefulfault recovery, ratherthanprovide reliability guarantee$or hardstate.This is the soft-state or
announce/listen approacHirst presentedn IGMP [9] andclarified in the MBone SessionrAnnouncement
Protocol[19]. Cachesareupdatedby periodicrefreshmentnessagesyr purgedbasedon the lack of them.
This allows Tapestryto handlefaultsasa normalpart of its operationsratherthanasa setof specialcase
fault handlers.Similar useof soft-statefor fault handlingappearsn the contet of the AS1 Active Services
frameawork [2] andthe Berkeley ServiceDiscovery Service[14]. Faults are an expectedpart of normal
operationin the wide-area.Furthermorefaultsare detectecand circumwentedby the previous hoprouter
minimizing the effect a fault hason the overall system. This sectionexplains how Tapestrymechanisms
detectoperateunder andrecover from faultsaffecting routingandlocationfunctionality



3.2.1 Fault-tolerant Routing

Typesof expectedaultsimpactingroutingincludesener outagegthosedueto highloadandhardware/softvare
failures),link failures(routerhardwareandsoftwarefaults),andneighborntablecorruptionatthesener. We
quickly detectfailures,operateunderthem,andrecover routerstatewhenfailuresarerepaired.

Todetectink andsenerfailuresduringnormaloperationsTapestrycanrely on TCPtimeouts.Additionally,

eachTapestrynodeusesbackpointerso sendperiodicheartbeat®n UDP pacletsto nodesfor whichit is

a neighbor This is a simple“hello” messagehat assertghe messageourceis still a viable neighborfor

routing. By checkingthe ID of eachnodea messagearrivesat, we canquickly detectfaulty or corrupted
neighbortables.

For operationunderfaults,eachentryin the neighbormap maintainstwo backupneighborsin additionto
the closest/primaryneighbor Plaxtonrefersto theseassecondanneighbors.Whenthe primary neighbor
fails, we turn to the alternateneighborsin order In the absenceof correlatedfailures,this providesfast
switchingwith anoverheadf a TCPtimeoutperiod.

Finally, we wantto avoid costly reinsertionof recorerednodesafter a failure hasbeenrepaired.Whena
nodedetectsa neighborto be unreachableinsteadof remaoving its pointer the nodemarksit invalid, and
routeshroughanalternate Sincemostnodeandlink failuresarediscoreredandrepairedn arelatively short
time period,we maintaina second chance periodof reasonabléength(e.g.a day)duringwhich a streamof

messagesouteto the failed sener, servingasprobemessageskailed messagefrom that streamarethen
reroutedto the alternatepathafteratimeout. A successfuiessagéndicatesthe failure hasbeenrepaired,
andthe original route pointeris againmarked valid. To control the probetraffic volume,we usea simple
probability functionto determinevhethereachpacket routesto the original router wherethe probabilityis

aratio of desiredprobetraffic rateto incomingtraffic ratefor this route. If thefailureis notrepairedn the
secondchanceperiod,theneighboris removedfrom themap,alternatepromoted andanadditionalsibling

is foundasthefinal alternate.

3.2.2 Fault-tolerant Location

Asdiscusseth Section2, anobjects rootnodeis asinglepointof failurein thePlaxtonlocationmechanism.
We correctthis in Tapestryby assigningmultiple rootsto eachobject. To accomplishthis, we concatenate
a small, globally constansequencef “salt” values(e.g. 1, 2, 3) to eachobjectID, thenhashthe resultto
identify the appropriateoots. Theserootsareused(via surrogateouting) duringthe publishingprocesso
insertlocationinformationinto the Tapestry Whenlocatingan object, Tapestryperformsthe samehashing
proceswith thetamgetobjectID, generatinga setof rootsto search.

Oneway to view the hashingtechniquds thateachof the saltvaluesdefinesanindependentouting plane
for Plaxton-styldocationandrouting. Theserouting planessnableatradeof betweenreliability andredun-
dang sincequeriesmay be sentalongseveral of the planessimultaneouslyln a network with s roots, it is
likely (P ~ 1 — (1/2)®) thatthe datais availablevia one of theroots, evenin the presencef a complete
network partition.

To remove the needto maintainhardstate,we associatell objectID to locationmappingswith soft state
leases. Storagesenersrepublishlocationinformationfor objectsit storesat regular intervals. Whenan
objectbecomesnaccessibldeitherby deletionor by sener failure), locationinformationfor that object
cachedon routersbetweenhe sener andthe root nodetimesout. New objectsandnewly recover objects
arepublishedusingthe sameperiodicmechanismmakingobjectadwertisemenandremoval transparent.



With thesemechanismurfault-tolerances limited only by physicalresourceandextremecircumstances,
suchasafailure ontheonly outgoinglink, or wide-spreagartitioningof thewide-areabackbone.

3.3 SurrogateRouting

In the original Plaxtonscheme an objects root or surrogate nodeis chosenasthe nodewhich matches
the objects ID (1) in the greatest number of trailing bit positions. Sincetheremay be mary nodeswhich
matchthis criteria, the Plaxtonschemechoosesa uniqueroot by invoking a total orderingon all nodesin
the network; the candidatenodewith the greatespositionin this orderingis chooserasa root. Giventhis
scheme Plaxtonlocation proceeddy resolvingan objects ID onedigit at a time until it encountersan
emptyneighborentry At thatpoint,it makesa final hopto the root by following anappropriaté'shortcut”
link. If the setof nodesin the network werestatic, the costof constructinga global orderandgenerating
all of the appropriateshortcutlinks would be incurredonly at the time of network construction.Thetotal
numberof suchlinks would be no morethanhalf theroutingbase(b/2) for eachroutinglevel.

Of coursethesetof nodesin thenetwork is not static.In arealdistributedsystemfinding andmaintaining
atotal global orderingis not possible.However, if we remove the globalknowvledge,we mustchooseour
root nodein someotherglobally consistentashion.Tapestryusesa distributedalgorithm, calledsurrogate
routing, to incrementally computea uniqueroot node. The algorithm for selectingroot nodesmust be
deterministicscalableandarrive at consistentesultsfrom ary pointin thenetwork.

Surrogaterouting tentatively choosesan objects root nodeto have the samenameasits ID, I. Giventhe
sparsenatureof the nodenamespaceijt is unlikely thatthis nodewill actuallyexist. NonethelessTapestry
operatesasif nodel exists by attemptingto routeto it. A routeto a non-«istentidentifier will encouter
emptyneighborentriesat variouspositionsalongthe way. In thesecasesthe goalis to selectan existing
link whichactsasanalternatve to thedesiredink (i.e. theoneassociatedvith adigit of I). Thisselectioris
donewith a deterministicselectionramongexisting neighborpointers.Routingterminatesvhena neighbor
mapis reachedvherethe only non-emptyentry belongsto the currentnode. Thatnodeis thendesignated
asthesurrogateoot for the object.

Notethata Tapestryneighborink canonly beemptyif thereareno qualifyingnodesin the entirenetwork.
Therefore neighbornodesacrosshe network will have emptyentriesin a neighbormapif andonly if all
nodeswith thatsuffix have exactly the sameemptyentries.It follows thata deterministicalgorithmwould
arrive at the sameunique surrogatenode from ary locationin the Tapestrynetwork. Surrogaterouting
providesa techniqueby which ary identifiercanbeuniquelymappedo anexisting nodein the network.

While surrogaterouting may take additionalhopsto reacha root comparedo the Plaxtonalgorithm, we
shav herethe additionalnumberof hopsis small. Examinedper hop, calculatingthe numberof additional
hopscanbereducedo a versionof the couponcollectorproblem.We know thataftern x in(n) + cn tries
for ary constant, probabilityof finding all couponds 1 —e~¢ [6]. Sowith atotal of b possibleentriesin the
hop’s neighbormap,andec = b — in(b), b*> randomentrieswill fill every entryin the mapwith probability
P >=1-b/eb. Thereforewhenanemptyentryappearsn amap,the probability of therebeingmorethan
b? uniquenodesleft with the currentsufiix is lessthanb/e?, or 1.8 * 10~% for a hexadecimal-basedigit
representationSincewe expecteachhopto reducetheremainingpotentialroutersby anapproximatdactor
of b, the expectednumberof hopsbetweenthe first occurrenceof an emptyentry andwhenonly a single
nodeis left, is Log, (b?), or 2. Thereforethe adaptableversionof surrogateoutingin Tapestryhasminimal
routingoverheadelative to the staticglobal Plaxtonalgorithm.



H=G;
For (i=0; H !'= NULL; i++) {
Grab ith level NeighborMap_i from H;
For (j=0; j<baseofID; j++) {
/IFill in jth level of neighbor map
While (Dist(N, NM_i(j, neigh)) >
min(eachDist(N, NM_i(j, sec.neigh)))) {
neigh=sec.neighbor;
sec.neighbors=neigh—->sec.neighbors(i,j);
}
}
H = LookupNextHopinNM(i+1, new_id);
} Ilterminate when null entry found
Route to current surrogate via new_id;
Move relevant pointers off current surrogate;
Use surrogate(new_id) backptrs to notify nodes
by flooding back levels to where
surrogate routing first became necessary.

Figure3: Node Insertion Pseudocode. Pseudocodéor the entiredynamicnodeinsertionalgorithm.
4 Dynamic Algorithms

Themainlimitation to the Plaxtonproposals the staticnatureof its algorithms.Here,we presenflapestry
algorithmswhichfocuson supportingdynamicoperationsn adecentralizednanner With thesealgorithms,
the Tapestryinfrastructureachiezesmary of the desirablepropertiesntroducedn Sectionl.

4.1 Dynamic Nodelnsertion

We presenthere an incrementalalgorithm that allows nodesto integrateinto the Tapestrydynamically
While our algorithmdoesnot guaranteean ideal topology we assertt is a reasonabl@pproximationthat
canconverge on theidealtopologywith runtimeoptimization.

Theintuition of theincrementaklgorithmis asfollows: First, we populatethe newv nodes neighbormaps
at eachlevel by routing to the new nodelD, andcopying and optimizing neighbormapsalong eachhop
from therouter Thenwe inform the relevant nodesof its entryinto the Tapestry sothatthey may update
their neighbormapswith it. In our example,we assumeanev nodeN is integratinginto a network which
satisfieghe constraintf a Tapestrynetwork. Node N requests new ID new_id, andcontactsa Gateway
node G, a Tapestrynodeknown to N thatactsasa bridgeto the network. The pseudocodéor thedynamic
insertionalgorithmis shavn in Figure3.

4.1.1 Populating the Neighbor Map

We assumehatnode N knows of a gatavay nodeG thatis a Tapestrynodecloseto it in network distance
(lateng). This canbeachiezed by a bootstrapmechanisnsuchasexpandingring searcH4] or out of band
communication Startingwith nodeG, nodeN attemptdo routeto ID new_id, andcopiesanapproximate
neighbormapfrom thesth hop H;, G = Hy. Figure4 shavs the stepsN takesin orderto gathera single
level in its neighbormap. By routingto its own nodelD, N knows thatit shareswith H; a suffix of length
1. IN copiesthat level neighbormap, then attemptsto optimize eachentry for itself. Optimizing means
comparingdistancedetweenN andeachneighborentryandits secondarneighbors.For ary givenentry
if asecondarnneighboris closerthanthe primaryneighboythenit becomeshe primaryneighbor;N looks
up nodesin its neighbors’neighbormaps,and comparests distanceto eachof themto determinef they
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For (i=0;i<digits&&

K H() '=NULL:) {
5 1. Send Hello(i) to H(i)
3 2. Send NeighborMap'(i)
2 o 3. NM(i) = Optimize N.M.'(i
4. H+1 = LookupNM(N, i+1
5.H =H+1

}

Figure4: Node Insertion Part 1. The stepsa new nodewith ID N takesto generatea locally optimal
neighbomapfor itself.

arebetterpotentialneighbors This optimizationrepeatsuntil no significantimprovement® canbe madeby
looking for furtherneighbors. After repeatinghis procesgor eachentry we have a nearoptimal neighbor
map. The neighbormappopulationphaserequireseachneighbormapto be optimizedin this mannermntil
thereareno nodesto putin the map,dueto network sparsity

Thenew nodestopscopying neighbomapswhena neighbomaplookup shavs anemptyentryin the next
hop. It thenroutesto the currentsurrogatdor new_id, andmovesdatameantfor new_id to N.

4.1.2 Neighbor Notification

The next stepis to inform the relevant nodesof N's integration. To notify nodeswho have an empty
entrieswhere N shouldbe filled in, we traversethe surrogates backpointersback level by level to the
level wheresurrogaterouting first becamenecessaryWe shaved in Section3.3 thatwith high probability
surrogateouting will not take morethantwo hops. Threehopsbackshouldreachall relevant nodeswith
higher probability To notify otherlocal nhodesthat might benefitfrom N asa closerrouter we senda
“hello” messagéo all neighborsandsecondarnneighborsn eachlevel. Notified nodeshave the option of
measuringlistanceo NV, andif appropriatereplacinganexisting neighborentrywith V.

In the processof notifying relevant nodesto fill in their entriesfor N, we may inadwertently changethe
next stepsurrogaterouting nodefor thosenodes. For example,at node N, a previous routeto 3000 into
a neighbormap wanting entry #3 sav an empty entry It tried for #4, also empty and so routed using
the non-emptyentry at #5. Later, if a new nodecausest4 to befilled in, future routesto 3000 would
routethrough#4 asthe next surrogateroute. We solve this problemby notingthatasarouterin thelocation
mechanismnodeN storesacopy of objectto locationmappingsWhenwe proceedo fill in anemptyentry
at N, we know from our algorithmthe rangeof objectswhosesurrogataoutewere moved from entry #5.
We canthenexplicitly deletethoseentries,andrepublishthoseobjects,establishinghen surrogateroutes
which accountfor the new insertednode. Alternatvely, we cansimply rely on the soft-statemechanism
to solwe this problem. After onetimeoutperiod, the objectswill have beenrepublishedaccordingto the
new neighbormapwith #4filled in, andpreviously storedpointerswill time outanddisappearWhile there
is a smallwindow of vulnerability equalto onetimeoutperiod, by queryingfor one objectusingmultiple
roots,the probability of all suchrootsencounteringdhisinsertioneffectis very small,andat leastoneof the
multiple rootswill find anup-to-dateroute,andreturnthe correctresults.

Notethatthe dynamicnodeinsertionalgorithmis non-trivial, andeachinsertionwill take a non-ngligible
amountof time. This is part of the rationalefor quick reintegration of repairednodes. Deleting nodes,
however, is trivial. A nodecanactiely inform therelevant partiesof its departureusingits backpointersor

3Thisis basetbn somethreshold g.g.,15%improvementreductionin network distance.
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Figure5: Updating location pointers for exiting nodes: Node B is aboutto leave the Tapestrynetwork, and
informsobjectsener S. S republishesheaffectedobjectwith new epochandin doingsousedast |ocation
hop addresgo deleteold locationpointers.

rely on soft-stateo remove it over time. While we expectthe wide-areanetwork to be dynamic,we expect
only a small portion of the network to be entering/giting the overlay simultaneously For this reason,
Tapestnyis currentlyunsuitablgor networksthatareconstantlychanging suchassensomnetworks.

4.2 Soft-statevs. Explicit Republishing

While the soft-stateapproachof republishingat regular intenals is an excellent simplifying solutionto
keepinglocation pointersup-to-date,it implicitly highlightsthe tradeof betweenbandwidthoverheadof
republishoperationsndlevel of consisteng of locationpointers.A similartradeof existsfor theuseof soft-
stateto maintainup-to-datenodeinformation. This sectiondiscusseshesetradeofs and our mechanisms
for supportingmobile objectsusingexplicit republishinganddeleteoperations.

For example,considera large network of onemillion nodesstoringonetrillion objectsof roughly 4KB in
size(onemillion objectspernode).Assumingl60bit namespace®r objects,120bitsfor nodespothorga-
nizedashexadecimaldigits, an objectrepublishoperationresultsin onemessagéa <ObjectID,NodelD>
tuple)for eachlogicalhopenrouteto therootnode for atotal of 40 messagesf 35Bytes(160bits+120bits)
each.Thisworksoutpermachineto be1000000 Obj x40M esg/Obj x40B /Mesg = 1000000x1.4K B =
1400 M B. If we settherepublishinterval to oneday, this amountof bandwidth,whenamortized s equal
to 129kb/s.On modernhigh-speectthernenetworks, we canexpecta resultinglocationtimeoutperiodof
atleasttwo days.

Clearly the bandwidthoverheadsignificantlylimits the usefulnes®f our soft-stateapproacho statemain-
tenanceAs aresult,we modify our approacho oneincludingproactie explicit updatesn additionto soft-
staterepublishing We take this approacho statemaintenancef bothnodesandobjects.To supportour al-
gorithms,we modify objectlocationmappinggo a 3-tupleof: <ObjectID,SenerID, LastHoplD>. Foreach
hop on alocationpathto someroot node,eachsener keepsthe precedingnodelDasthe LastHopID.Ad-

ditionally, we introducenotion of epoch numbers asa primitive versioningmechanisnfor locationpointer
updatesln therestof this sectionwe describehow algorithmsleveragingthesemechanismsanexplicitly

managenodeandobjectstate.

4.2.1 Explicitly Handling Node State
In adynamicnetwork, we expectnodesto disappeafrom the Tapestrydueto bothfailuresandintentional

disconnectionsin eithercase theroutinginfrastructurecanquickly detectandpromotesecondaryoutes,
while locationpointerscannotautomaticallyrecover.
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Figure6: Supporting mobile objects with explicit republishing: An objectis moving from sener A to sener
B. A establishes forwarding pointerto B while B republishesandin doing so useslast location hop
addresset deleteold locationpointers.

We explain our algorithm with the exampleshavn in Figure 5. To proactvely modify objectlocation
pointersin anticipationof exit from the Tapestry a node B notifies all serners whosestoredobjects B

maintaindocationmappinggor. Eachsuchsener S issuesarepublishmessagavith a new epochnumber
andB’snodelD.Nodessuchas A, which arenotaffectedby B’s exit, forwardonsuchmessageandupdate
localepochnumbers.TheprecedinghopbeforeB notesB’snodelDin themessageandroutestherepublish
messag¢o its secondaryoute. Eachsuccessie hop storesthe locationmappingwith the new epoch,until

a hopwith anolderepochis detectedat anodesuchasE. This marksthe junctionwherethe alternatepath
causedy B’s exit meigeswith the original path. Now, E forwardson the new epochup to the root, while

F alsousests LastHoplI D to senda messagéackwardshopby hop,removing locationmappinggor the
objectstoredat S.

This proactve proceduraupdateghe pathof locationpointersin anefficientway. The exiting nodecannot
initiate a full republish,sinceonly a republishoriginatedfrom the sener canestablishauthenticityof au-
thority. Additionally, while thereversedeletemessageanbe obstructedy a nodefailure (suchasnodeD
in Figureb), the remaining“orphaned”objectpointerswill be removed after a timeoutperiod. If a client
encountershemandis forwardedto the wrong sener, it caninform the node,andsuchpointersremoved
uponconfirmation.Theclientcancontinueroutingto therootnodein searctfor the correctiocation,having
experiencedaround-tripoverheado the mistalen sener.

4.2.2 Supporting Mobile Objects

We usea more generalizedorm of the previous algorithmto proactvely maintainconsisteng of object
location pointers,asdemonstratedh Figure6. In this example,a mobile objectO movesfrom sener A
to sener B. Our algorithmestablishe$ocationpointerspointingto B while guaranteeinghatthe correct
locationof the objectis availablethroughthe durationof thetransition.

Whenthe objectmigratesseners,sener A first establishes forwardingpointerto B for O, andforwards
requestdor the durationof the algorithm. Sener B issuesa republishmessagé¢o theroot nodewith a new
epochnumber Therepublishproceedshormally until it detectsby an older epochnumber)the junction
whereit intersectdhe old publishpathfrom A to theroot (nodeC in our example).While C forwardsthe
original republishmessageip to the root, updatinglocationpointersto B, it alsosendsa deletemessage
backtowardsA via LastHoplDs deletinglocationpointersalongthe way.
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Figure7: Hotspot caching example. An objectO is storedat 0325, with its root nodeat 4598 . 4598
detectdrequentiocationrequestdor O from 1598 , s04598 notifies1598 , whichtracesbacktheO traffic
backto 6208, andreportsbackto 4598 . A replicaof O is placedat 6208 .

Becausdhe root nodeis the only nodeguaranteeing correctpointerto the object(all otherpointersare
viewedaslocation"caches”) it sendsanotificationmessagédirectlyto A whenit receivesthenew republish
messageSener A removesthe forwardingpointerandall referencedo O uponreceving the notification
messageAt this point, the backtrackingdeletemessagenay be propagatingts way to A, or it may have
terminateddue to a nodefailure alongthe way (node E' in our example). Pointersat node F' could be
in aninconsistentstateuntil the next timeout period or the deletemessagaeachesE’. Again, the brief
inconsisteng canbetolerated sinceary clientretrieving thewrongsener locationcancontinueroutingto
the root nodeafter an overheadof a round-tripto A, while aninconsistenipointer canbe confirmedand
removedafterthefirst suchfailure.

This algorithm supportsrapidly moving objectswithout forcing clientsto traversea large numberof for-
warding pointers. Out of datelocation pointersare removed as soonas possible,and eachinconsistent
pointercanincur at mostoneround-tripoverheado theold sener for onesingleclient, afterwhich the bad
pointercanbetestedandremoved.

Thesetwo algorithmsdemonstrata complementaryexplicit andproactve” approacho the soft-stateap-
proachto statemanagementVe notethaton largedistributednetworks suchasthosesupportedy Tapestry
overheadcostsimply longerdatarefreshintenvals, andlarger “windows of vulnerability’ We solwe this
problemby usingproactve algorithmswherepossible andonly falling backon soft-stateasalastresort.

4.3 Intr ospectie Optimizations

AnotherTapestrygoal is to provide an architecturehat quickly detectsernvironmentalchangesand mod-
ifies nodeorganizationto adapt. Here we describetwo introspectie Tapestrymechanismghat improve
performancéby adaptingto ervironmentalchanges.

First, changesn network distanceand connectrity betweennode pairs drastically affect overall system
performanceTapestrynodesunetheir neighborpointersby runninga refreshethreadwhich usesnetwork
Pingsto updatenetwork lateng to eachneighbor The threadis scheduledasa low priority mechanism
that runs periodicallywhen network traffic and sener load are belov moderatdevels. For ary neighbor
wherelateny hasincreasedy somesignificantrate(e.g.40%),thenoderequestshe neighbors secondary
neighborsandtraverseshemuntil alocal minimain network distances found. Finally, neighborpointers
in higherlevelsarecomparedo andsubstitutedor lower neighborsf they arefoundto becloser
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RDP vs Object Distance (TI5000)
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Figure8: Location Pointers Effect on RDP: TIERS5000: Ratioof network hopstraveledvia Tapestry(with
andwithoutintermediatdocationpointers)over network hopsvia IP.

Second,we presentan algorithm that detectsquery hotspots,and offers suggestion®n locationswhere
additionalcopiescansignificantlyimprove queryresponsdime. As describedreviously, cacheof object
locationsarestoredathopsbetweereachlocationandthe objects rootnode.While thismechanisnmexploits
locality, queryhotspotsar away from the objectcanoverloadsenersandlinks enrouteto therootnode.

In Tapestrywe allow nodeswhich storethe objects locationto actiely track sourcesof high queryload
(hotspot).A nodeN thatdetectgequestraffic above a presethresholdl’ notifiesthe sourcenodeS (V) of
thetraffic. S(V) thenbegins monitoringits incomingquerytraffic, andnotifiesary of its sourcenodes.A
notifiednodethatis the source(i.e. noincomingtraffic streamsabove T') repliesto its notifier with its node
ID. ThenodelD is forwardedupstreanto theroot node.

If the objectin questionis a cache-ableobject, thenwe notify the applicationlayer of the hotspot,and
recommendhata copy be placedat the sourceof the querytraffic. If the objectis a staticresourcge.g.
machinesener), we canthenplacea copy of the object-locatiormappingat the sourceof the hotspot,and
refreshit usingupdatemessagewhile thetraffic streamat N remainsabore C«T', whereC' is aproportional
constantessthan1. We call this a “hotspotcach€. Recognizingthatlogical hopsbecomelongercloser
to theroot, hotspotcachegeduceghesdasthop traversals andcandrasticallyreducethe overall response
time to locatethe object. Figure7 shavs anexampleof tracingbacka hotspot.

5 Measurements

In this section,we presentsimulationresultsdemonstratinghe benefitsof the Tapestrydesign,andhow it
performsunderadwerseconditions.First, we examinehow avariety of factorsaffectlocationperformance,
especiallywith respecto exploiting locality. Thenwe take a closerlook at how novel usesof redundag
canpositvely affect performanceindperformancestability. Following this, we demonstratéhatcompared
to replicateddirectoryseners, Tapestrylocationsenersshav gracefuldegradationin boththroughputand
responseime asambientnetwork traffic increasesFinally, we shav thatasan overlay network, Tapestry
routingincursa smalloverheadcomparedo IP routing.
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RDP vs. Object Distance (TS5000)
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Figure9: Location Pointers Effect on RDP: Transit-stub 5000: LocationRDP of Tapestry(with andwithout
intermediatdocationpointers).

5.1 Locality Effects

Our first experiments* examinethe effectivenessof the location pointersstoredat intermediatehopsbe-
tweenthe storagesener andthe root nodeof the object. While Plaxton,Rajamararand Richaprove that
locatingandroutingto anobjectwith theselocationpointersincursa smalllinearfactorof overheadcom-
paredto routing usingthe physicallayer[21], we would like to confirmthe theoreticalresults.We ran our
experimenton a pacletlevel simulatorof Tapestryusingunit-distancénoptopologiesandmeasured.oca-
tion Relative Delay Penalty (LRDP), theratio of distanceraveledvia Tapestrylocationandrouting,versus
thattraveledvia directroutingto the object.

To avoid topologyspecificresults,we performedthe experimentson a representate setof realandartifi-
cial topologies,including two real networks (AS-Jan00MBone) andtwo artificially generatedopologies
(TIERS, Transit-stub).The AS-Jan0Qyraphmodelsthe connectiity betweerinternetautonomousystems
(AS), whereeachnodein thetopologyrepresentain AS. It wasgeneratedy the NationalLaboratoryfor
Applied Network ResearcHNLA] basedon BGP tables. The MBone graphwas collectedby the SCAN
projectat USC/ISIin 1999, andeachnoderepresentsa MBone router The TIERS graphincludes5000
nodes,andwasgeneratedy the TIERS generatar Finally, we usedthe GT-ITM packageo generateghe
transit-stubgraph.

The resultsfrom experimentson all four topologiesshav the sametrend. Herewe shawv resultsfrom the
two representate topologies, TIERS 5000 nodesand Transit-stub5000 nodes,in Figures8 and9. The
resultslargely confirmwhatwe expectedthatthe presencef locality pointershelpsmaintainthe LRDP at
a smallrelatively constanfactor andtheir absenceesultsin a large numberof hopsto the root nodeand
large LRDP values.

5.2 Multiple Replicasfor Performance Stability

To reachour goal of stability through statistics, Tapestrytradesoff useof resourcedo gain performance
stability Specifically we proposeo improve performancendlower variancen response¢ime with theuse
of redundantequestsutilizing Moore’s Law grownth in computationahndbandwidthresources.

4All errorbarsshavn aspartof graphsin this sectionshav onestardarddeviation abose andbelow the datapoint.
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Time to Coalesce vs. Fragments Requested
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Figure 10: Latency vs. Replicas Requested: Time requiredto receve thefirst 16 (threshold)of 32 (total)
fragmentsecessaryor archival objectreconstruction.
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Figurell: Latency vs. Replicas with Link Failures: Time requiredfor reconstructiorthresholdaccounting
for timeoutsandretransmissiomverheadvhenlink failuresoccur (Error barsomittedfor clarity.)

We examinethefeasibility of this approachn Tapestryin the contet of Silverback{30], thearchial utility
of the OceanStorglobal storageinfrastructure.SilverbackusesTapestryto distribute, locate,and collect
archval fragmentgyeneratedby erasure-codintheoriginal objector block. An objectis erasure-codeito
a large number(e.g. 32) of fragmentsanddistributed amongrandomlyplacedfragmentstorageseners.
Eachsener adwertisesits fragmentvia Tapestrylocation mechanismsaisingthe samelD of the original
object. Theperformance-criticabperationn Silverbackis searchingor enoughragmentdrom theerasure-
codedgroupin orderto reconstructhe original object. We focuson this operation,andexaminethe cost-
performancdradeof of stability throughstatisticsn differentscenarios.

Thekey parametein our experimentdss the numberof simultaneousequestgor fragmentassued.With a
thresholdof 16 fragmentsneededut of 32 total, we simulatethe time necessaryo receve the fastestl6
fragmentresponsesTheseexperimentsare doneusing a paclet-level simulatoron a Tapestrynetwork of
4096nodesrunningon a5000nodeGT-ITM generatedransit-stultopology We applyamemorylesdlis-
tribution to eachnetwork hoparoundanaverageateny measuref 1 "hop unit” Furthermorewe simulate
theeffect of senerloadandqueuingdelaysby makinghalf of all seners“highly loaded, which adds6 hop
unitsto responseime, while othersenersaddl unit to responsdime.

In Figure 10, we plot time to reachthresholdasa function of numberof fragmentsequestedWe seethat
aswe increasenumberof requestsibore the minimumthreshold the additionalrequestgreatlyreducethe
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Aggregate Bandwidth as Function of Server Distance to Root

‘+3 Hops —=-6 Hops — 11 Hops 14 Hops‘

1800

1600

1400

1200

1000

@
<3
3

@
=}
3

IS
S
3

N
S
3

Bandwidth Consumed (Fragments * Hops)

o

16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
Fragments Requested

Figure12: Bandwidth Overhead for Multiple Fragment Requests. Total aggr@gatebandwidthusedasfunc-
tion of simultaneoudragmentrequests.Eachunit representbandwidthusedduring transmissiorof one
fragmentover onenetwork hop.
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Figurel3: Effect of Multiple Roots on Location Latency: Timetakento find androuteto objectasafunction
of client distancefrom objects root nodeand numberof parallelrequestamade. (Error barsomitted for
clarity.)

overall lateny aswell asthe variancein responsdime. Next, we performthe measuremenagainwhile
allowing for link failuresin the network. Wheneer a link fails, a requestgetries,andincurs a timeout
overheadin overall responsdime. As visible in Figure 11, the effect of additionalrequestsabove the
thresholdbecomeincreasinglydramaticaslink failure rate increases.This implies that stability through
statisticsworks betterin the realwide-areanternet,wherepaclet errorsresultingfrom congestiorare not
uncommonFinally, we shav in Figure12 the aggrgjatebandwidthusedby all fragmentrequestsncreases
linearly with numberof fragmentrequestsandalsoincreasesvith the distancebetweenthe client andthe
“root node” of theobjectID.Theseresultsshav thatwith atolerableamountof bandwidthoverheadye can
significantlyimprove performancdy makingmorerequestshanthethresholdminimum.

5.3 Multiple Rootsfor Performance Stability
While we can exploit application-leel redundang (asshavn in the Silverbackarchival simulations)for

performancestability, Tapestryprovidesits own level of redundang in its locationmechanismRecallour
discussioron producingmultiple root nodesper objectby hashingwith saltsin Section3.2.2. We shawv
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Retrieving Objects with Multiple Roots
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Figure14: Multiple Roots and Aggregate Bandwidth Used: Time to find androuteto objectgraphedwith
aggr@atebandwidthasafunction of numberof parallelrequestsnade.

throughsimulationresultsthat sendingout simultaneousequestgor a given objectusingits hashedDs
providesbetterandlessvariableperformance.

Again, we usethe paclet level simulatorof 4096 Tapestrynodeson a 5000 node Transit-stubtopology
applyinga memorylesglistribution to hop latencies.We assigns randomlIDs to arandomlyplacedobject,
andpublishits presenceaisingeachlD. For the first experiment,we shav latengy taken to find androute
to the objectfrom randomlyplacedclients as a function of both numberof parallelrequestissuedand
distancebetweenclients and the root object. The resultingFigure 13 shavs several key features. First,
for all clientsnotimmediatelynext to the root node,increasinghe numberof parallelrequestsirastically
decreasessponsgime. Secondthemostsignificantlateny decreaseccurswhentwo requestaresentin

parallel,with thebenefitdeceasingsmorerequestareadded.Finally, a smallernumberof requestshavs
amorejaggedcurwe, shaving their vulnerability to randomeffectssuchaslong hoplatencies.In contrast,
thosefactorsarehiddenin a smoothedcurve whenall five requestsreissuedn parallel.

In our secondexperimentshavn in Figure14, we presentanew perspectie onthe sameexperimentin con-
junctionwith aggrgatebandwidthused.We plot thelocationandrouting lateny andaggreatebandwidth
againstthe numberof parallelrequests.The chartconfirmsartifactsobsered in Figure 13, including the
significantdecreasén lateny andvariability with eachoneadditionalrequestFurthermoreby plottingthe
aggrgatebandwidthusedon the secondaryr-axis, we seethatthe greatesbenefitin lateny andstability
canbegainedwith minimal bandwidthoverhead.

5.4 Performanceunder Stress

In the experimentsshawvn in Figures15 and 16, we compareda simplified Tapestrylocation mechanism
againsta centralizeddirectorysener on a 100 nodens-2 [5] TCP/IPsimulationof atopologygeneratedy
GT-ITM [31]. We simulateda simplified Tapestrylocation mechanisnwithout the benefitof replication
from hotspotmanager®r replicatedroots,andassumedhgyligible lookuptimesat the directoryseners.

In our experimentswe measuredhroughputandresponsdime to a syntheticqueryload while artificially

generatinghigh backgroundraffic from randompathsacrossthe network. The queryload modelsweb
traffic, andis mainly composef serializedobjectrequestswith 15% of requesteabjectsreceving 90%
of querytraffic. The backgroundraffic causesigh paclet lossratesat multiple routers. Becauseof the
inherentreplicationalongnodesbetweerthe sener andthe objectroot node, Tapestryresponddo sporadic
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System-wide Throughput Under Heavy Load
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Figure 15: Throughput Under Packet Loss This chartshawvs system-widehroughputper directory sener
versusthroughputper Tapestryroot nodewith high backgroundraffic causingoacletloss.
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Figure16: Response Time Under Packet Loss This chartshavs relative responsdime perqueryof Tapestry
locationversuscentralizeddirectorysener with high backgroundraffic causingpacletloss.

paclet lossfavorably with gracefulperformancedegradation,asshavn in Figures15 and16. Centralized
directorysenersbecomasolatedaspacletlossincreasesandthroughputndresponséime furtherdegrade
dueto TCPretransmissionandexponentialbacloffs.

In anexperimentto demonstratéhe Tapestryfault-tolerancanechanismsye augmentesormal TCP with
fault-avareroutersontop of a100 Tapestrynodetopology Tapestrynodesuseping message® estimate
reliability of next-hopneighborinks. In our simulation,we usel5randomlyplacednodeso generatdack-
groundtraffic by sendingout 500 byte paclets. As backgroundpacletsflood the network with increasing
frequeny, routerqueuesegin to overflow andpaclet lossincreasesWhenreliability falls undera thresh-
old, outgoingpacletsareduplicatedandthe duplicateis sentto analternatenext hop neighbor Becausef
thehierarchicahatureof Tapestryneighboiinks, routerdaterin the pathwill seeduplicatepacletsquickly
corverge, and drop duplicatepaclets on arrival. Figure 17 shaws resultsfrom an ns-2 simulationusing
Drop-tail queueson a GT-ITM transit-stultopology measuringa singleconnectiors paclet lossstatistics
asbackgroundraffic increasesnthenetwork. We foundthatthemodifiedTCPsignificantlyreducepaclet
lossasduplicatepacletsroute aroundcongestie regions. Furthermorethe reducedpaclet lossresultsin
fewer retranmissionandoverall higherthroughput.
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TCP Connection Packet Loss
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Figure17: TCP Connection Packet Loss. Shaws single connectionpaclet losslevelsin TCP/IP anden-
hancedl CP/IPasbackgroundraffic causepaclet dropsfrom drop-tailnetwork queues.
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Figure 18: Measuring RDP for different bases. 90th percentileRDPsfor an ideal Tapestrymeshversus
IP for multiple network topologies,including Internetautonomousystemsthe MBone, TIERS 5000,and
transit-stul’b000.

5.5 Overlay Routing Overhead

To measurdhe routing overheadhat a Tapestryoverlay network incurscomparedo IP routing, we mea-
suredphysicalhop countsbetweenpairs of nodesin both Tapestryand IP topologies. We usedthe four
topologiedfirst introducedn Section5.1.

We useasour unit of overlay overheadmeasurementhe Relatve Delay Penalty(RDP), first introduced
in [8]. Hereit is definedasthe ratio of Tapestryrouting distancego IP routing distances.By definition,
IP unicasthasan RDP of 1. Figure 18 plots the 90th percentileRDP valuesfor topologiesfrom the four
network modelsaswe modify the TapestryiD baseused.We measureall pairwise nodedistancesn hop
counts.

6 RelatedWork

The researchareaof decentralizedouting and locationis an active one. Sincethe startof the Tapestry
projectin March2000,severalprojectshave begunto attackthedecentralizedouting problemwith different
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approachesincluding Pastry [10], CHORD [28], and CAN [22]. We discussTapestrys approachn the
context of theseandotherwork on network location, contentrouting, network measurementandoverlay
networks.

6.1 Pastry

PAST [11] is a recentprojectbegun at Microsoft ResearcHocusingon peerto-peeranorymousstorage.
The PAST routing and location layer, called Pastry[10], is a location protocol sharingmary similarities
with Tapestry Key similaritiesincludethe useof prefix/sufix addressouting,andsimilarinsertion/deletion
algorithmsandsimilar storageoverheaccosts.

Thereareseveralkey differenceghatdistinquishPastryfrom Tapestry First, objectsin PAST arereplicated
without control by the owner. Upon “publication” of the object, it is replicatedandreplicasareplacedon
severalnodeswhosenodelDsareclosestin the namespacéo that of the objects objectID. Secondwhere
Tapestryplacesreferencedo the objectlocationon hopsbetweenthe sener andthe root, Pastryassumes
thatclientsusethe objectiDto attemptto routedirectly to thevicinity wherereplicasof the objectarekept.
While placingactualreplicasat differentnodesin the network may reducelocationlateng, it comesatthe
price of storageoverheadat multiple seners, and bringswith it a setof questionson security confiden-
tiality, andconsisteng. Finally, Pastryrouting’s analogyof Tapestrys “surrogaterouting” algorithm(see
Section3.3) provides wealer analyticboundson the numberof logical hopstaken. In Tapestrywe have
analytically proven, well-defined,probabilisticboundsin routing distancesand are guaranteedo find an
existing reachablebject(seeSection3).

6.2 Chord

Several recentprojectsat MIT are closely relatedto Tapestry Pastry and CAN. The Chord [28] project
providesan efficient distributed lookup service,and usesa logarithmic-sizedouting table to route object
gueries.Thefocusis onproviding hashtable-lik functionality of resolvingkey-valuepairs. Foranamespace
definedasasequencef m bits,anodekeepsat mostm pointersto nodeswhichfollow it in thenamespace
by 21, 22, andsoon,upto 21, modulo2™. Theiy, entryin noden’s routingtablecontainghefirst node
thatsucceeds: by atleast2’~! in the namespaceEachkey is storedon the first nodewhoseidentifieris
equalto or immediatelyfollows it in the namespaceChordprovidessimilar logarithmicstorageandloga-
rithmic logical hop limits as Tapestry but provideswealer guaranteeaboutworst-caseperformance The
maindistinctionworthy of noteis thatthereis no naturalcorrelationbetweenoverlay namespacedistance
andnetwork distancein the underlyingnetwork, openingthe possibility of extremelylong physicalroutes
for every closelogical hop. This problemis partially alleviatedby the useof heuristics.

Several otherprojectsfrom MIT arealsorelevant. First, Karger et. al. presentedh decentralizedvide-

arealocationarchitecturdor usewith geographiaoutingin GRID [18]. GRID usesa notionof embedded
hierarchiesto handlelocation queriesscalably much like the embeddedreesin Tapestry Second,the

IntentionalNamingSystem(INS) [1] combinedocationandroutinginto onemechanismFinally, Resilient
Overlay Networks|[3], leverageshe GRID locationmechanisnmandthe semantiaouting of the Intentional

Naming System(INS) [1] to provide fault-resilientoverlay routing acrossthe wide-area. Becauseof the

scalabilityof INS, however, the RON projectfocuseson networks of sizelessthan50 nodes.
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6.3 CAN

The"ContentAddressabl&etworks” (CAN) [22] work is beingdoneat AT&T Centerfor InternetResearch
atICSI (ACIRI). In the CAN model,nodesare mappedonto a N -dimensionakoordinatespaceon top of
TCP/IPin away analogouso theassignmenof IDs in Tapestry Thespacas dividedupinto N dimensional
blocksbasedn senersdensityandloadinformation,whereeachblock keepsnformationonits immediate
neighbors Becausaddressearepointsinsidethecoordinatespaceeachnodesimply routesto theneighbor
which makes the most progressowardsthe destinationcoordinate. Objectlocation works by the object
sener pushingcopiesof locationinformationbackin thedirectionof the mostincomingqueries.

Thereareseveralkey differencedetweenCAN andTapestry In comparisonTapestrys hierarchicabverlay
structureand high fanoutat eachnoderesultsin pathsfrom differentsourcedo a single destinationcon-
vemging quickly. Consequentlycomparedo CAN, queriesfor local objectscorverge muchfasterto cached
locationinformation. FurthermoreTapestrys useof inherentocality pairedwith introspectre mechanisms
meangt allows queriesto immediatelybenefitfrom querylocality, while beingadaptve to querypatterns
andallowing consisteng issuedo behandledattheapplicationlayer CAN assumesbjectsareimmutable,
andmustbe reinsertedoncethey changetheir values. Finally, Tapestrynodeorganizationuseslocal net-
work lateny asa distancemetric,andhasbeenshavn to be a reasonabl@pproximatiorof the underlying
network. CAN, however, like Chord,doesnot attemptto approximateeal network distancesn theirtopol-
ogy construction. As a result, logical distancesn CAN routing can be arbitrarily expensve, and a hop
betweemeighborscaninvolve long trips in the underlyinglP network. The mainadvantagea CAN hasis
that becausef the simplicity of the nodeadditionalgorithm, it canbetteradaptto dynamicallychanging
ervironmentssuchassensometworks.

In summaryPastry ChordandCAN arevery similar to Tapestryin their functionalityandrun-timeproper
ties. In particular Pastryis theclosestanalogyoffering “locating androuting” to anobject,whereChordand
CAN bothfocuson providing distributedhashtabléunctionality Becausdastrycontrolsreplicaplacement,
andChordandCAN arenot optimizedfor large objects, Tapestryis the only systemwhich allows the user
to controlthe locationandconsisteng of the original data,allowing the systemto manipulateand control
only referencedo the objectfor performance.lt is alsonotavorthy that Tapestryand Pastry have natural
correlationbetweerthe overlaytopologyandthe underlyingnetwork distancewhile CAN andChordmay
incur high physicalhop countsfor every logical hop.

6.4 Other RelatedWork

The TRIAD [13] projectat StanfordUniversity focuseson the problemcontentdistribution, integrating
naming, routing and connectionsetupinto its contentlayer They proposea query routing mechanism
which strivesfor greatereliability andadaptibility givenaccesgo protocol-level information.

Previous efforts have approachedhe wide-arealocation problemwith varying degreesof success.The
Globe [29] projectwasone of the first location mechanismdo focus on wide-areaoperation. It useda
small fixed numberof hierarchiesto scalelocation data, makingit unableto scaleto increasinglylarge
networks. The wide-areaextensionto the ServiceLocation Protocol (SLP) [26] useda pairwise query
routing model betweenadministratre domains,which presentsa potential bottleneckas the numberof
domainsincreases. The Berkeley ServiceDiscovery Service[14] useslossy bloom filters to compress
servicemetadatao complemenits useof multiple wide-areahierarchies.In the areaof sener location,
Boggsfirst introducedthe notion of expandingring searchin his Ph.D.thesis[4]. Partridgeetal. proposed
arycast,which attemptgo deliver message® onenearbyhost[16].
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Tapestrydepend®on accuratenetwork measurement® optimizeoverlaytopology Paul Francisetal. pro-
posea solutionin IDMaps [12], which usesdistributed tracersto build a distanceestimationmap. Mark
Stemmetal. have proposedSPAND [27], asharechetwork measuremerdrchitectureandadaptve applica-
tion framework.

Several projectshave examinedconstructionof overlay topologieswhile optimizing network distancesin
the Overcas{15] multicastsystemJannottietal. proposemechanisms$or constructingspanningreesthat
minimize duplicatepaclets on the underlyingnetwork. Additionally, both End SystemMulticast [8] and
ScatterCasf7] utilize self-configuringalgorithmsfor constructingefficient overlay topologies.ESM also
introduceghe Relative Delay Penalty(RDP) metricfor measuringoverheadf overlayrouting.

7 Statusand Futur e Work

We have implementedoaclet level simulatorsof the Tapestrysystemin C, andarefinishinga Java imple-

mentationfor large-scaledeployment. We have also usedTapestryto supportseseral applications. The
driving applicationfor Tapestryis OceanStor¢l7, 24], awide-areadistributed storagesystemdesignedo

spanthe globeandprovide continuousaccesgo persistentiata. Datacanbe cachedarnywherein the sys-
temandmustbe availableat all times. Tapestryprovidesthe objectlocationandrouting functionality that
OceanStoreequireswhile meetingits demanddgor consisteng and performance.In particular Tapestry
efficiently and robustly routesmessagescrossthe wide-areaby routing aroundheavily loadedor failed

links. Finally, the self-containedarchival storagdayer of OceanStorealled Silverback[30] usesTapestry
for distribution andcollectionof erasure-codedatafragments.

Wehave alsodevelopedBayeux[32], anapplication-lgel multicastprotocolontop of Tapestry Bayeuxuses
the naturalhierarchyof Tapestryroutingto provide single-sourcemulticastdatadelivery while conserving
bandwidth.Initial measurementhav thatBayeuxprovidesscalabilitybeyondthousandef listenerswhile
leveragingTapestryto provide fault-toleranton-timepaclet delivery andminimal duplicationof paclets.

Our currentpriority is on further performanceanalysisundera variety of conditionsand parametersThis
would helpusbetterunderstandapestrys positionin thedecentralizedoutingresearctspacehow it com-
parego otherapproachesuchasPastry ChordandCAN, andpossiblyallow usto defineataxonomyof the
researctspace.We arealsoworking on studyingthe securityrequirement®f Tapestryandhow it canbe
madesecureandresilientto attacks.On the applicationside,we aredevelopingintelligentnetwork appli-
cationsthat exploit network-level statisticsandutilize Tapestryroutingto minimize datalossandimprove
lateny andthroughput.We arealsoexploring the possibility of offering Mobile IP-like [20] functionality
usingthelocation-independémamingmechanisnof Tapestry

8 Conclusion

In this paper we presentedhe Tapestrylocationandrouting architecturea self-olganizing, scalable ro-
bust wide-areainfrastructurethat efficiently routesrequestgo contentin the presencef heary load and
network andnodefaults. We shaved how a Tapestryoverlay network canbe efficiently constructedo sup-
port dynamicnetworks using distributed algorithms. While Tapestryis similar to the Plaxtondistributed
searchtechnique[21], we have additional mechanismghat leveragesoft stateinformation and provide
self-administrationtobustnessscalability dynamicadaptationandgracefuldegradationin the presencef
failuresandhighload,all while eliminatingthe needfor globalinformation,root nodevulnerabilities,anda
lack of adaptability
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Tapestryprovidesanidealsolutionfor dynamicwide-areaobjectnamingandmessageouting systemshat
needto deliver messageto the closestcopy of objectsor servicesn alocationindependenimanney using
only point-to-pointlinks andwithout centralizedservices.Tapestrydoesthis, in part, by usingrandomness
to achieve bothloaddistribution and routinglocality.
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